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Abstract 
        The paper proposed a secure technique for color images using DCT-

DWT technique and AES-128 bit Key encryption algorithm for 

improving security of system. Host image converted to YIQ after 

embedding using DWT. The quality of watermark measured by metrics 

such as; structural similarity (SSIM) and quaternion structural similarity 

(QSSIM).This improves traditional methods. Experimental results 

proved that this technique is robust for attacks.  
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1. Introduction

Watermarking introduce high encrypted data. It is better method 

of cryptography .Watermarking tries to hide a message related to 

the actual content of the digital signal, while in steganography the 

digital signal has no relation to the message, and it is merely used 

as a cover to hide its existence.  Watermarking has been around 

for several centuries, in the form of watermarks found initially in 

plain paper and subsequently in paper bills. However, the field of 

digital watermarking was only developed during the last 15 years 

and it is now being used for many different applications. The 

majority of work done on watermarking recently uses frequency 

domain. The frequency domain techniques are more popular than 

spatial domain techniques because working in this domain 

produces more robust and imperceptible watermarking. Whether 

using spatial domain or frequency domain, the image is converted 

to any of these respective domains before embedding the 

watermark. In spatial domain, the watermark Image is embedded 

on the whole cover image pixels directly [5]. Encryption is the 

process of transforming information (plaintext) using an algorithm 

(cipher) to make it unreadable to anyone except those possessing 

authorization. The result of this process is an output cipher text. 

Secret key encryption uses a common key to encrypt or decrypt 

the message. Public key encryption, known as a symmetric 

encryption which uses two different keys such as a public key 

known by all and a private key known only by the sender and the 

receiver. 

 Advanced Encryption Standard (AES) is a symmetric 

block cipher and became the designated successor of the 

Data Encryption Standard (DES) [13]. Watermarking is a 

process which embeds data into digital contents such as 

text, images, video and audio without degrading the overall 

quality of the digital media. The possible domain for 

watermark embedding is that of the wavelet domain. The 

Discrete Wavelet Transform (DWT) separates an image 

into a lower resolution approximation image (LL), 

horizontal (HL), vertical (LH) and diagonal (HH) detail 

components. 

2. Background & Related Works
Much software which can be used to download picture

contents from the internet, quickly and with ease, is free;

and is readily available. Watermarking which is a solution

to this problem has been proposed by many researchers.

Though continuous wavelet transform is available in

transform domain, but have its own limitations. Discrete

Wavelet Transform provides multi resolution for image

and can implemented using digital filter; it has become

attraction of researchers in image processing area. Here,

review of literature survey is done on different transform in

transform domain and existing color image watermarking

techniques based on Discrete Wavelet Transform DWT.

The Following methods are for in color image

watermarking: Integer Wavelet Transform with Bit Plane

complexity Segmentation is used with more data hiding

capacity. This method used RGB color space for

watermark embedding. In [5] DWT based watermarking

algorithm of color images is proposed. The RGB color

space is converted into YIQ color space and watermark is

embedded in Y and Q components. RGB color space can

be converted into YIQ color space. Y’ is similar to

perceived luminance; ‘I and Q’ carry color information and

some luminance information.
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Since pixel values are highly correlated in RGB color spaces, 

the watermark embedding in YIQ color space is preferred for 

Watermarking. Initially color image is read and R, G; B 

components of original Cover Image are separated.  

Then they are converted into YIQ color Space using following 

equations [3]. After conversion of RGB color spaces into YIQ 

color spaces, Watermark is embedded [2]. 

Y = 0.299 ∗ R + 0.587 ∗ G + 0.114 ∗ B        (1) 

I = 0.596 ∗ R – 0.274 ∗ G – 0.322   ∗ B        (2) 

Q = 0.211 ∗ R – 0.522 ∗ G + 0.311 ∗ B        (3) 

After embedding the watermark using DWT, YIQ color space is 

converted back into RGB color 

Space using following equations: 

R = Y + 0.956 * I + 0.621 * Q                     (4) 

G = Y – 0.272 * I – 0.647 * Q                     (5) 

B = Y- 1.106 * I + 1.702   * Q                     (6) 

 This method gives correlation up to 0.91 in JPEG Compression 

attack. In [3], Watermarking Algorithm Based on Wavelet and 

Cosine Transform for Color Image is proposed. A binary image 

as watermark is embedded into green or blue component of 

color image. Color Image watermarking algorithm based on 

DWT-SVD is proposed. The scrambling watermark is 

embedded into green component of color image based on DWT-

SVD. The scheme is robust and giving PSNR up to 42, 82. In 

[5], Pyramid Wavelet Watermarking Technique for Digital 

Color Images is proposed. This algorithm gives better security 

and better correlation in Noise and compression attacks. Many 

research works are developed for encryption and watermarking 

based authentication. The algorithm proposed is based only on 

JPEG2000 compressed code streams, since the embedding is 

done in the compressed ciphered byte streams. The embedding 

position plays a crucial role in deciding the watermarked image 

quality. New hybrid approach of encryption-compression is 

proposed. This is based on the AES encryption algorithm and 

compression, in which image quality is lost due to compression 

of the input data. The encryption is performed on most 

significant bit planes while watermarking the rest of lower 

significant bit planes. Suppose if lesser number of bit planes are 

used for encryption, an attacker can easily manipulate the un-

encrypted bit planes and further extract some useful information 

from the image which leads to loss in image quality. The 

addition or subtraction of a watermark bit to a sample is based 

on the value of quantized plaintext sample. However, in our 

algorithm, the watermark embedder does not have access to the 

plain text values as they have only the encrypted content. Also 

the watermark embedders don't have the key to UN-encrypt the 

plain text values to embed the watermark. Thus, watermarking 

in encrypted domain is very challenging. 
 

 

 

 

 

 

3. Watermarking Embedding algorithm 
The block diagram of the proposed technique shown in 

Figure1. The input image to be transmitted is separated 

into wavelet sub-bands using 1-level haar transform. AES 

Encryption algorithm is proposed to encrypt the LL  

 sub band and Block DCT based watermarking algorithm 

is used to embed binary watermark in LH sub-band. 

Generally, frequency-based techniques are very robust 

against attacks like compression and filtering because the 

watermark is generally spread throughout image. So, to 

obtain better imperceptibility and also robustness, the 

addition of the watermark is done in a transformed 

domain. Inverse DWT is used for obtaining the 

Encrypted Watermarked image which is to be transmitted 

at the transmitter side. At the receiver side, watermark 

recovery and decryption is performed in respective sub-

bands [5]. 

Step 1: Read Host Image of 512x512 sizes. Separate its 

R, G, B components and convert into YIQ color. Space 

using equations 1, 2, 3. 

Step 2: select I component and apply one level IDWT 

Consider HL1 sub band. 

Step 3: watermark (RGB) with size 256x256 and 

converted to grey scale image. 

Step 4: Read grey scale watermark of 256x256 sizes. 

Step 5: Apply DCT after doing encryption. 

Step 6: Depending upon key K1 we use AES. 

Step 7: Apply inverse DWT with ‘LL1, New_HL1, LH1, 

HH1’ to get ‘New I’ component. 

Step 8: Combine, Y, New I and Q components and 

convert to RGB color space using equation 4, 5, 6. 
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                                 Fig. 1 watermark embedding algorithm 
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4. Watermarking Extracting algorithm 

Step 1: Read Color ‘Watermarked Image’ and separate it’s R, G 

and B components. Now 

Convert to YIQ color space. 

Step 2: Now select I component and apply one level DWT to 

retrieve HL1 sub band. 

Step 3: Extract mid band elements from DCT block and find 

correlation between ‘extracted mid Band coefficients. 

Step 4: Apply inverse DCT after encryption process. 

Step 5: applying AES encryption algorithm. 

Step 6: apply inverse DCT, then obtained final watermark (grey 

scale image). 

  

 

 

 
 

 

 

 

 
 

 

 

                                       Fig. 2 watermark extracting algorithm 

 

5. Results and Discussions 

 

 

 

 

 

 

 

 

 

 

 
 Fig. 3 Host , watermarked , watermark and Extracted Watermark image 

 

 

The host image (RGB) image with size 512x512  

converted to YIQ image . select  I componenet  and apply 

DWT (HL1) band.The watermarked image.watermark 

image (RGB) should  converted first to greyscale image 

and apply discrete cosine transform  DCT before 

encryption( i.e  watermark should be greyscale not RGB  

before embedding and before DCT).The extracted 

watermark ( greyscale image) so the watermark is 

embedded as a greyscale image and extracted also 

greyscale. 

 
 

          Table 1: Experimental results for measuring metrics to     host image and 

watermarked image. 

 

 

 

 

 

        Table 2: Experimental results for measuring metrics to original 

watermark and extracted watermark 

 

 

 

 

 

Host 

image&watermarke

-d image 

Max Min 

 

Mean 

 

STD 

SSIM 0.9019 0.4041 0.7147                                         0.0844 

QSSIM  0.8953 0.3350 0.6515 0.1170 

PSNR 14.3459    12.5664 13.3010 0.3175 

MSE 
1.0e+03

*  

3.6012 

2.3905   3.0488 0.2203 

Correlation 

coefficient 
  0.9962 0.9018 0.9903 0.0072 

Original 

watermark&extra-

cted watermark 

Max Min 

 

Mean 

 

STD 

SSIM 1 1 1 0 

PSNR Inf    Inf    Inf    NaN 

MSE 0 0 0 0 

Correlation 

coefficient 
1 1 1 0 

RGB component 
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Fig. 4 SSIM, QSSIM, MSE, PSNR, Correlation coefficient of host and    

watermarked image 

 

 

 

 

 

 

 

 

 

 

 
     

Fig. 5 PSNR, MSE, Correlation coefficient, SSIM of original and extracted watermark 

 

5.1 Metrics 

The quality of watermarked image is studied with peak signal to 

noise ratio (PSNR). Watermark image quality is analyzed using 

Normalized Correlation (NC) between the extracted and the 

original watermark.  

 

 

PSNR is an engineering term for the ratio between the 

maximum possible power of a signal and the power of 

corrupting noise that affects the fidelity of its 

representation [1].Peak Signal to Noise Ratio is 

calculated by the following formula: PSNR in decibels 

(dB) is represented as shown: 

20log
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         (7) 

 

  

 Where:  

 

MSE: is the mean square error between the original 

image and the watermark image. 

MAX: is the maximum pixel value of the image which is 

equal to 255 in our implementations since pixels were 

represented using 8 bits per sample. 
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Where: 

(M, N) are the image dimensions, 

X (i, j) is the pixel value of original (host) image 

X'(i, j) is the pixel value of the watermark image. 
The correlation factor measures the similarity between 

the original watermark and the watermark extracted from 

the attacked watermark image (robustness). It take values 

between 0 (random relationship) to 1 (perfect linear 

relationship). The correlation factor is computed using 

Eq.     shown: 
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     (9)                                                                           

 

                                          

   Where: 

(N) is number of pixel of the image, 

(Xi) is the pixel value of the original image, 

(X) is the average of all pixels value of the original 

image 

(Yi) is the pixel value of the modified image 

(Y) Is the average of all pixels value of the modified 

image. 
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In [22], The Structural Similarity (SSIM) Index We constructs a 

specific example of a structural similarity quality measure from 

the perspective of image formation. SSIM is used for measuring 

the similarity between two images. The SSIM index is a full 

reference metric; in other words, the measurement or prediction 

of image quality is based on an initial uncompressed or 

distortion-free image as reference. SSIM is designed to improve 

on traditional methods such as peak signal-to-noise ratio 

(PSNR) and Mean squared error (MSE), which have proven to 

be inconsistent with human visual perception. The SSIM index 

is calculated on various windows of an image. The measure 

between two windows and of common size N×N is: 

2 2 2 2

(2 1)(2 2)
(( , )

( 1)( 2)

x y xy

x y x y

C C
SSIM x y

C C

  

   

 


   
      (10) 

                                 

Where: 

( x ) The average of x 

( y ) The average of y 

(
2

x ) The variance of x 

(
2

y ) The variance of y 

( xy ) The covariance of x and y 

2

11 ( )C k L , 
2

22 ( )C k L  Two variables to stabilize the 

division with weak denominator; 

(L) The dynamic range of the pixel-values. 

K1=0.01and K2=0.03 

The mean intensity 
1

2 2

1

1
( ) )

N

X i X

i

x
N

 


                             (11)   

 
The standard deviation (the square root of variance) as an estimate of the 

signal contrast. An unbiased estimate 

In discrete form is given by 
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6. Conclusions 

In this paper, a robust-secure data hidden technique is proposed to 

embed the watermark in encrypted image for color images using 

DCT-DWT domain. We used AES algorithm to improve the 

security of system. The proposed method also prevents the 

confidentiality of content since encryption is combined with 

watermarking. Measuring structural similarity (SSIM) and QSSIM 

improved PSNR and MSE.The use of YIQ color space for 

watermark embedding is better to improve the results. The images 

having difference histogram shapes that reflect better effect of this 

technique.  
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