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Abstract
Block ciphers are very important in communication systems as
they provide confidentiality through encryption. The popular
block ciphers are Advanced Encryption Standard (AES) and
MARS algorithms. Each cipher uses several rounds of fixed
operations to achieve desired security level. The security level is
measured in terms of diffusion and confusion. The diffusion level
should be at least equal to strict avalanche criterion (SAC) value.
Therefore, the number of rounds are chosen such that the
algorithm provides the SAC value. This paper presents measured
diffusion value of AES and MARS algorithms. Diffusion values
are compared for both the algorithms: AES and MARS. Similarly,
speed of each algorithm is compared.
Keywords: AES, MARS, SAC, block ciphers.

1. Introduction

The principal goal in the design of any encryption
algorithm must be security. It is required to achieve the
desired security level at minimal cost or expenditure. In
block ciphers, the cost can be reduced if the algorithm uses
less number of rounds. Therefore, it is required to do a
trade-off between the security level and cost of the
algorithm. This paper addresses these issues and makes
comparative study of AES and MARS for diffusion
analysis.

In the remaining section, it discusses symmetric
algorithms, stream and block ciphers, cryptanalysis, key
schedule and SAC. In section 2, it discusses AES and
MARS algorithms. Diffusion analysis results are presented
in section 3. Speed of each algorithm is also presented.

1.1 Symmetric Algorithms

There are two general types of key based algorithms:
Symmetric and Public Key. In Symmetric algorithms
encryption key can be same as the decryption key and vice
versa. These are also called as secret key algorithms.
Symmetric algorithms can be divided into two categories:
1) some operate on the plaintext a single bit at a time which

are called Stream ciphers, and ii) others operate on the
plaintext in groups of bits, such groups of bits are called
blocks and such algorithms are called Block ciphers.

1.2 Stream Ciphers and Block Ciphers

Stream ciphers are generally faster than block ciphers in
hardware, and have less complex hardware -circuitry.
Stream ciphers are more suitable for situations where
transmission errors are highly probable.

Symmetric key block ciphers are the most prominent and
important elements in many cryptographic systems.
Individually, they provide confidentiality. The examples of
block ciphers are DES, 3-DES, FEAL, SAFER, RC5 and
AES. The implementation of any basic block cipher is
generally known as Electronic Code Book (ECB) mode. In
order to increase the security further additional modes are
also defined. They are (1) Cipher Feed Back (CFB) mode
(2) Output Feed Back (OFB) mode (3) Counter mode
(CTR). The counter mode has become popular in IPSec
and IPv6 applications.

1.3 Cryptanalysis

There are two general approaches
conventional encryption algorithm:

for attacking a

Cryptanalysis: This is used for deciphering a m essage
without any knowledge of the enciphering details.
Cryptanalysis is the science of recovering the plaintext of a
message without the access to the key. Successful
cryptanalysis may recover the plaintext or the key. It also
finds weakness in the cryptosystem.

Brute — Force attack: The attack tries every possible key
on a piece of cipher text until an intelligible translation into
plain text is obtained. This is tedious and may not be
feasible if key length is relatively long.

1.4 Confusion and Diffusion
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These are the two important techniques for building any
cryptographic system. Claude Shannon introduced the
terms Confusion and Diffusion. According to Shannon, in
an ideal cipher, “all statistics of the cipher text are
independent of the particular key used”. In Diffusion, each
plaintext digit affects many cipher text digits, which is
equivalent to saying that each cipher text digit is affected
by many plain text digits.

All encryption algorithms will make use of diffusion and
confusion layers. Diffusion layer is based upon simple
linear operations such as multi-permutations, key
additions, multiplication with known constants etc. On the
other hand, confusion layer is based upon complex and
linear operations such as Substitution Box (S-box).

1.5 Key Schedule Algorithm

A final area of block cipher design is the key schedule
algorithm. A block cipher requires one sub-key for each
round of operation. The sub-key is generated from the
input master key. Generation of sub-key requires an
algorithm. This algorithm should ensure that not sub-key is
repeated. In general, we select subkeys to maximize the
difficulty of deducing individual subkeys and the difficulty
of working back to the main key.

1.6 Avalanche criteria

There are two different types of strict avalanche criteria: 1)
First order SAC: It is a change in output bit when a single
input bit is flipped and ii) Higher order SAC: It is a change
in output bit when many input bits are flipped.

2. Encryption Algorithms

2.1 Evaluation of Advanced Encryption Standard

In 1997, the National Institute of Standards and
Technology (NIST) announced a program to develop and
choose an Advanced Encryption Standard (AES) to replace
the aging Data Encryption Standard (DES).In 1998, NIST
announced the acceptance of fifteen candidate algorithms
and requested the assistance of the cryptographic research
community in analyzing the candidates. This analysis
included an initial examination of the security and
efficiency characteristics for each algorithm. NIST
reviewed the results of this preliminary research and
selected MARS, RC6, Rijndael, Serpent and Twofish as
finalists. An interesting performance comparison of these
algorithms can be found in [3]. On October 2000 and
having reviewed further public analysis of the finalists,
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NIST decided to propose Rijndael as the Advanced
Encryption Standard (AES). Rijndael, designed by Joan
Daemen (Proton World International Inc.) and Vincent
Rijmen (Katholieke Univeriteit Leuven) of Belgium, is a
block cipher with a simple and elegant structure [2].The
Advanced Encryption Standard (AES), also known as the
Rijndael algorithm, is a symmetric block cipher that can
encrypt data blocks of 128 bits using symmetric keys of
128, 192 or 256 bits. AES was introduced to replace the
Triple DES (3DES) algorithm used for a good amount of
time universally. Though, if security were the only
consideration, then 3DES would be an appropriate choice
for a standardized encryption algorithm for decades to
come. The main drawback was its slow software
implementation. For reasons of both efficiency and
security, a larger block size is desirable. Due to its high
level security, speed, ease of implementation and
flexibility, Rijndael was chosen for AES standard in the
year 2001.

2.2 Rijndael Algorithm

Rijndael is a block cipher developed by Joan Daemen and
Vincent Rijmen. The algorithm is flexible in supporting
any combination of data and key size of 128, 192, and 256
bits. However, AES merely allows a 128 bit data length
that can be divided into four basic operation blocks. These
blocks operate on array of bytes and organized as a 4 x4
matrix that is called the state. For full encryption, the data
is passed through Nr rounds (Nr = 10, 12, 14) as show in
the diagram. These rounds are governed by the following
transformations:

Key Length | Block Size | Number of
(Nk words) | (Nbwords) Rounds
(Nr)
AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14

Fig 1. Key-Block-Round Combinations.

(i) Bytesub transformation: Is a non linear byte
Substitution, using a substation table (s-box), which is

constructed by multiplicative inverse and affine
transformation.
(il) Shiftrows transformation: Is a simple byte

transposition, the bytes in the last three rows of the state
are cyclically shifted; the offset of the left shift varies from
one to three bytes.

(iii) Mixcolumns transformation: Is equivalent to a matrix
multiplication of columns of the states. Each column
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vector is multiplied by a fixed matrix. It should be noted
that the bytes are treated as polynomials rather than
numbers.

(iv) Addroundkey transformation: Is a simple XOR
between the working state and the roundkey. This
transformation is its own inverse.

The encryption procedure consists of several steps as
shown by Fig. 2. After an initial addroundkey, a round
function is applied to the data block (consisting of bytesub,
shiftrows, mixcolumns and addroundkey transformation,
respectively). It is performed iteratively (Nr times)
depending on the key length. The decryption structure has
exactly the same sequence of transformations as the one in
the encryption structure. The transformations Inv-Bytesub,
the Inv-Shiftrows, the Inv-Mixcolumns, and the
Addroundkey allow the form of the key schedules to be
identical for encryption and decryption.

Plain text (128 bits)

Addroundkey (0} Addroundkey

Bytesub
Shiftrows
Mixcolumns
Addroundkey

l _

1 Final Round

i/

> (N=1)

Addroundkey ([) ——»

Bytesub
Shiftrows
Addroundkey

Addroundkey (Nr)

—

Cipher {ext {128 bils)

Fig 2 AES algorithm- Encryption Structure

2.3 MARS Algorithm

MARS is a shared-key block cipher, with a block size of
128 bits and a key size of 128 bits. It was designed to meet
and exceed the requirements for a standard for shared-key
encryption. It takes four 32-bit words plaintext as input and
produces four 32-bit words ciphertext as output. The
cipher itself is word-oriented, in that all the internal
operations are performed on 32-bit words, and hence the
internal structure is endian-neutral (i.e., the same code
works on both little- endian and big-endian machines).
When the input (or output) of the cipher is a byte stream,
we use little endian byte ordering to interpret each four
bytes as one 32-bit word.

Plaintext: D[3] D[2] D[1] D[]

key addition ‘ el |

forward mixing

eight rounds of
unkeyed forward mixing

eight rounds of keyed

forward transformation

eight rounds of keyed
hackwards transform ation

eight rounds of
unkeyed backwards mixing

key subtraction

Ciphertext: I'[3] T°[2] I’[1] D’'[0]

Fig 3. High-level structure of the cipher

The general structure of the cipher is depicted in Figure 3.
The cipher consists of a “cryptographic core” of keyed
transformation, which is wrapped with two layers of
cryptographic cores providing rapid key avalanche.

The first phase provides rapid mixing and key avalanche,
to frustrate chosen-plaintext attacks, and to make it harder
to “strip out” rounds of the cryptographic core in linear
and differential attacks. It consists of addition of key words
to the data words, followed by eight rounds of S-box
based, un-keyed type-3 Feistel mixing (in “forward
mode”).

The second phase is the “cryptographic core” of the cipher,
consisting of sixteen rounds of keyed type-3 Feistel
transformation. To ensure that encryption and decryption
have the same strength, we perform the first eight rounds in
“forward mode” while the last eight rounds are performed
in “backwards mode”.

The last phase again provides rapid mixing and key
avalanche, to protect against chosen-ciphertext attacks.
This phase is essentially the inverse of the first phase,
consisting of eight rounds of the same type-3 Feistel
mixing as in the first phase (except in “backwards mode”),
followed by subtraction of key words from the data words.

3. Performance Analysis

The performance analysis can be done with various
measures such as 1) Diffusion analysis of MARS and AES
2) Speed comparison with encryption and decryption
cycles, key setup and key initialization, analysis of various
key sizes, fair speed/security. The performance analysis
will be presented in the form of tables and figures below.

3.1 Diffusion analysis
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Diffusion is made for AES and Mars algorithm that
exhibits a strong avalanche effect for First order SAC and
Higher order SAC taking the following cases.

1. Changing one bit at a time in a plaintext, keeping key
as constant.

2. Changing one bit at a time in a key, keeping plaintext
as constant.

3. Changing many bits at a time in a plaintext, keeping
key as constant.

4. Changing many bits at a time in a key, keeping
plaintext as constant.

a) Diffusion of MARS

Table 1: Results of Avalanche Effect of MARS

Turbo C++ 3.0 IDE

DIFFUSION ANALYSIS IS MADE FOR FIRST ORDER SAC

CASE:1 CHANGING OME BIT AT A TIME IN A PLAINTEXT.KEEFINQ

INPUT B1A20305 A162A305 A1828385 B16203085
¥: ©10820394 A1020304 01620304 01920304

THE NUMBER OF 8AC
BITS THAT DIFFER

As shown in Table 1, at the end of first round, 22 bits of
cipher value have changed out of 128-bit cipher text. This
resulted an Avalanche value of 17.19%. As we observe in
the Tablel, SAC is achieved at the end of 5™ round and
Avalanche values changes around the SAC value for the
remaining rounds. The final round has an Avalanche value
of 53.12%.

Similar kind of results is obtained for the remaining three
cases.

b) Diffusion of AES

As shown in Table 2, at the end of first round, 20 bits of
cipher value have changed out of 128-bit cipher text. This
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resulted an Avalanche value of 15%.As we observe in the
Table2, SAC is achieved at the end of 2™ round and
Avalanche values changes around the SAC value for the
remaining rounds. The final round has an Avalanche value
of 51%.

Table 2: Results of Avalanche Effect of AES

ithe key entered was

Ha 1h 1c 1d 2a 2b 2c 2d 3a 3b 3¢ 3d 4a 4b 4c 4d

ithe plaintext entered was

@ 11 12 13 20 21 22 23 3@ 31 32 33 4P 41 42 43
implementing the first order SAG...keep key as constant

change only one hit in plaintext
enter plaintext again in hexadecimal:
1@ 11 12 12 20 21 22 23 38 31 32 33 4P 41 42 43

ggmher of hits changed sac value

15.806060
56.0800060
4%.000060
57.800060
45.800060
47.800060
53.800060
55.000060
4%.800060
51.008000

3.2 Speed Analysis

The performance of the algorithm is measured in terms of
the speed, i.e., number of cycles required for the
completion of the function. The speed of the algorithm can
be characterized by measuring the time required for key
scheduling, encryption and decryption. These parameters
are measured for both the algorithms: AES and MARS.

a) Speed and Key Setup Comparisons

Table 3: Speed

Speed Key Setu
Cipher Encrypt | Decrypt | Encrypt | Decrypt | Init
(Cycles) | (Cycles)
MARS 1600 1580 4780 5548 18
Rijndael 1276 1276 17742 18886 28
2000
1500 ——
1000 +— @ Encryption(cycles)
® Decryption(cycles)
500 ——
0
MARS R__iindael

Fig. 4 Graph for Encryption and Decryption(cycles)
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20000

18000

16000

14000 ——————

12000

8 Encryption
10000 i
B Decryption

8000

6000

4000

2000

MARS R ijndael

Fig. 5 Graph for key setup Encryption and Decryption

Key initialization

30

25

20

BKey initialization

[mARS R__ijndael |

Fig. 6 Key initialization
b) Analysis using variable key sizes

i) Encryption

Table 4: Encryption
Algorithm Encrypt 128 | Encrypt 192 | Encrypt 256
MARS 3738 3707 3733
Rijndael 4855 4664 4481
6000
5000
4000 /
—e—Encry 128
3000 —=—Encry 192
Encry 256
2000
1000
0
MARS R__ijndael
Fig. 7 Encryption
ii) Decryption
Table 5: Decryption
Algorithm Decrypt 128 | Decrypt 192 | Decrypt 256
MARS 3965 3965 3936
Rijndael 4819 4624 4444

6000

5000

4000 * + +

——MARS

—&— Rijndael

3000

2000

1000

Decrypt 128  Decrypt 192 Decrypt 256

Fig. 8 Decryption
¢) Fair Speed and Security Comparisons

Table 6: Speed/Security comparison

Cipher Original | Rounds | Minimal | Time
(Cycles) Rounds | (Cycles)

MARS 1600 32 20 1000
Rijndael 1276 10 8 1021

1800

1600

1400 \'

1200

e

800 Minimal Rounds

Time(Cycles)

600

400

200

° MARS 77 R ij';xdael

Fig. 9 Security comparison

4. Conclusions

The results of diffusion analysis indicates that required
diffusion level is achieved at the end of 5" round in the
MARS encryption algorithm. No major improvement is
achieved in the rounds from 6 to 32. Whereas the results of
AES indicate that the diffusion level is achieved at the end
of 2™ round itself. Rijndael is well suited to be
implemented efficiently on a wide range of processors and
in dedicated hardware on both the Pentium and Pentium
Pro processors is about 320 clocks per block. Unlike RC6
and Mars, there are no known CPU platforms (8-bit or 32-
bit) on which Rijndael's relative performance would be
unduly negatively affected or on which timing attacks
would be possible. Mars is not suitable for Smart card
implementation whereas Rijndael is very much suitable for
widespread smart card implementation. By the analysis of
various factors we can conclude from the results tabulated
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that Rijndael is more secure and strong when compared to
MARS algorithm.
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