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Abstract
Watermarking using genetic algorithm for the optimization of the
tread-off between the watermarking requirements has attacked
the attention of researchers; amongst the watermarking
requirements, the imperceptibility and robustness is the main
requirements. Watermarking embedded in frequency domain
using DWT or DCT can affect the imperceptibility and
robustness of watermarking, this paper studies the effect of
embedding domain on the imperceptibility and robustness in
genetic watermarking. Results of watermark image quality and
attacks based on peak signal-to-noise ratio (PSNR) numerical
correlation (NC) is analyzed through the paper sections, the
DWT results showed more robustness high imperceptibility than
DCT in watermarking based on GA.
Keywords: watermarking, genetic algorithm. DWT, DCT.

1. Introduction

Since digital multimedia have become progressively
advanced in the rapidly growing field of internet
application, data securities, including copyright protection
and data integrity detection, have become a vast concern.
One key for achieving information security is digital
watermarking, which embeds hidden information or secret
data in the image [1]. This technology works as a suitable
tool for identifying the source, creator, owner, distributor,
or authorized consumer of a document or image. Also
watermarking can be used to detect a document or image is
illegally distributed or modified [2].

Watermark techniques can be divided into two groups:
Visible and invisible, the visible watermark is used if
embedded watermark is intended to be seen by human

eyes, For example, a logo inserted into corner of an image.
While the invisible watermark is embedded into a host
image by sophisticated algorithms and is invisible to the
human eyes [3]

Watermarking techniques also can be classified according
to its robust as robust, semi-fragile and fragile [3], Robust
watermarks are designed to survive intentional (malicious)
and unintentional (non-malicious) modifications of the
watermarked image [4-6], Semi-fragile watermarks are
layout for detecting any unauthorized alteration, and
allowing in the same time some image processing
operations [7, 8]. On the contrary, a watermarking
technique that cannot robust against noise or attacks is
called fragile technique[3]. Fragile watermarking
techniques are concerned with complete integrity
verification. Furthermore, watermarking techniques can be
classified as blind and non-blind, Blind watermarking [9]
techniques don’t  require access to the original un-
watermarked data (image, video, audio, etc.) to recover the
watermark. In contrast, non-blind watermarking technique
requires the original data [3, 9] needed for extraction of the
watermarked. In general, the non-blind scheme is more
robust than the blind watermark as it is obvious that the
watermark can be extracted easily by knowing the un-
watermarked data.

According to the embedding, watermarking techniques
divided into two embedding domain, spatial domain and
frequency domain [3, 9].The main concept of spatial
domain [10] is to insert a watermark into an image by
modifying the gray value of certain pixels in the image [11,
12]. The classical methods are to modify the last
significant bits (LSB) of specific pixels of the host image
based on the watermark bits [3].For frequency domain, the
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main concept to insert a watermark into frequency
coefficients of the transformed image using the discrete
cosine transform (DCT), the discrete wavelet transform
(DWT) [13], or other kind of transforms techniques [3, 9].
There are requirements and constraints in design effective
watermarking algorithms the three fundamental amongst it
are:

e Imperceptibility: should the difference between
the watermarked image and the original image not
noticeable and visible by human eyes,

e Robustness: is the ability of watermarking to
survive and withstand any intentional or
unintentional attacks,

e  Capacity: is the number of bits embedded into the
original image.

The above watermarking requirements are conflicting with
each other. If watermark is embedding bits into higher
frequency coefficient would change the image as little as
possible and achieve the imperceptibility. However, that
would reduce the robustness since the watermarked image
may experience filtering and the hidden watermark may be
vanished. Also if watermark is Embedding bits into lower
frequency coefficient would increase the robustness.
However, this would sacrifice the imperceptibility
[14],[15]. The watermarking problem can be viewed as an
optimization problem. Therefore, genetic algorithm (GA)
can be used for solving such problem [16], [17].

In this paper we present the effectiveness of embedding
domain in the robustness of genetic watermarking. Section
2 briefly describes DWT and DCT embedding domain.
Then an overview about genetic algorithm (GA) and some
related watermark using genetic algorithm are briefly
reviewed. In section 3 we disuse some result of previous
works to obtain imperceptibility results and compare
attacks results of it in order to identify the robust
embedding domain in watermarking using GA.

2. Watermarking embedding domain:

2.1 Discrete Cosine Transform (DCT):

Discrete cosine transform (DCT) is a general orthogonal
transform for digital image processing and signal
processing, with such advantages, as high compression
ratio, small bit error rate, good information integration
ability and good synthetic effect of calculation complexity.
DCT is a widely used mechanism for image transformation
and has been adopted by JPEG to compress images;
discrete cosine transform (DCT) is a Fourier-related
transform similar to the discrete Fourier transform
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(DFT)[18]. Discrete cosine transform (DCT) turn over the
image edge to make the image transformed into the form of
even function[19]. It’s one of the most common linear
transformations in digital signal process technology. The
DCT allows an image to be broken up into different
frequency bands, making it much easier to embed
watermarking information into the middle frequency bands
of an image. The middle frequency bands are chosen such
that the most visual important parts of the image (low
frequencies) is to be avoided without over-exposing it to
removal through compression and noise attacks (high
frequencies)[20].

In DCT domain, DC component is more suitable to embed
watermark than AC component (AC). Firstly, DC
component has larger perceptual capacity. so, after
embedding watermark it doesn’t cause obvious change for
visual quality of original image; secondly, signal
processing and noise interference have smaller influence
for DC component than AC component[21].

The DCT coefficients for output image T(wv) gre
computed according to the input fG.y) as equation.1.
Where fis the input image with size M * N pixels, M is the

raw and Nis the column of the image, whereas T (1. 7) js
the DCT matrix.

T(wv) = aya v, cna(zx ;[1] ur s 2y ;ﬂw 0
=0 y=0
where
ER
oy = 0, = WIM
IIE uzv=E0
JN

The image recreated by applying inverse DCT according
to equation 2.

M-1 H-
= (x+ur (Qy+1)
oy 0y Z T, v). cos N cos (2)

2N
x=0 y=0

2.2 Discrete Wavelet Transform (DWT):

The wavelet transformation is a mathematical tool that can
examine an image in time and frequency domains,
simultaneously [22]. Discrete wavelet transform (DWT) is
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simple and fast transformation approach that translates an solution in the problem domain. An objective called fitness
image from spatial domain to frequency domain. The function is used to evaluate the quality of each
DWT provides a number of powerful image processing chromosome. The next generation will be generated from
algorithms including noise reduction, edge detection, and some chromosomes whose fitness values are high.
compression [23]. The transformed image is obtained by Reproduction, crossover and mutation are the three basic
repeatedly filtering for the image on a row-by-row and operators used to repeat many time until a predefined
column-by-column basis. An example of decomposing an condition is satisfied or the desired number of iteration is
image by a 2-level wavelet transformation is shown in Fig. reached. According to the applications for optimization,
1. Then after applying the 2-level analysis filter bank a designers need to carefully define the necessary elements

for dealing with the GA. Then, the fitness function in
addition to the terminating criteria is evaluated with the
natural selection, crossover, and mutation operations [27].
HL2
3.1 Watermarking based on GA related works
LH2 HH: | HL1 Researchers used GA to optimize the watermarking
requirements, Wang et al [28] presented watermarking
based on Genetic algorithm. They used bit substitution
method. Huang et al [29] proposed watermarking method
based on GA and DCT domain. They embedded
watermark with visually recognizable patterns into image
e e by selection modifying the middle frequency parts of the
four sub-band images will be obtained (LL, LH, HL, and image. The GA is applied to search for the locations to
HH), embed into DCT coefficient block. In addition, Hsiang et
al [16] proposed a robust watermarking based on DCT and
Fig. 1 DWT decompose an image by 2-level GA. They tried to design a particle fitness function to solve
the tread-off between the three watermarking matrices. On
the other hand, they have considered the capacity to be
2.3 Advantages of DWT over DCT constant. Moreover, Hsiang et al [30] have proposed
watermarking based wavelet packet transform (WPT).
According to[24] and [25], there is the DWT advantage They have assumed watermarked consists of 0’s and 1’s all
over DCT as: bits of the watermark are embedded into host image. Also,
1. No need to divide the input coding into non- Promcharoen and Rangsanseri [31] presented new
overlapping 2-D  blocks, it has higher approach for watermarking based on DCT. The authors
compression ratios avoid blocking artifacts. used fuzzy C-mean (FCM) to classify the 8*8 block to
2. Allows good localization both in time and spatial texture or non-texture region. They used GA to find out the
frequency domain. optimized parameter. As well as, Patra et al [32] proposed
3. Transformation of the whole image introduces the digital watermarking scheme based on singular value
inherent scaling decomposition (SVD). The authors used GA to optimize
4. Better identification of which data is relevant to the conflict between quality and robustness. They used Sun
human perception higher compression ratio et al algorithm for quantization embedding. Furthermore,
Li et al [33] proposed watermarking based on DWT
. . domain. They used Arnold transform and GA to improve
3. Genetic Algorithms the performa%ce of watermarking algorithm.
Genetic Algorithms (GAs) introduced by Holland [26].GA
is most widely used amongst the artificial optimization 4. Result Analyses
intelligent techniques. A GA is a stochastic searching
algorithm based on the mechanisms of natural selection  Thjs section studies the effect of watermarking using GA
and genetics. GAs has been proven to be very efficientand  on the embedding domains. Many of researchers have used
stable in searching for global optimum solutions Lena picture as the host image. They applied some types of
attacks on that image after watermark embedding to prove
In general, GAs start with some randomly selected the quality of their works. We chose some pervious works
population, called the first generation. Each individual in [34],[35],[36],[37],[38],[15],[31]and  [39] to obtain
the population called chromosome and corresponds to a
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robustness results. As well as, we analysis some pervious
works [40],[41],[42],[31],[43],[38],[35].[44],[37] and [36]
in order to get imperceptibility results. Therefore, we were
analyzed their works and study the imperceptibility of
image after embedded and how the attacks were affected
by embedded domains.

The results were obtained through PSNR and NC
measurements. PSNR (Peak signal-to-noise ratio) is
measure the quality of the watermarked image by
calculating the distortion between the watermarked and
original image. While, NC (normalized correlation) It
calculates the difference between the embedded and
extracted watermark.
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It is concluded from comparing the obtained results of
pervious work that, by calculating the difference between
the original image and watermark image using PSNR
measurement. Above figures show imperceptibility results
for both embedded domains. The figure 3 shows the PSNR
value according DWT embedding domain, while figure 3
shows according DCT embedding domain. The most of the
results of DWT were found to be higher than 40, whereas
most DCT result less than that. Therefore, the DWT
embedding domain is better for imperceptibility than DCT
embedding domain.
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The figure shows the attacks effect of on DWT and DCT
domains. It shows in image processing operation like low-
pass filtering (LPF) and medium filtering (MF) that the
DWT domain is better than The DCT domain. Other
attacks like JPGE, Cropping (CR) and sharpening (SH)
almost have the same results with some advantages of
DWT. Gaussian noise (GN) give DCT better result more
than DWT. Therefore, the DWT embedding domain is
more robust than DCT embedding domain

In the brief, DWT domain is better than the DCT domain
for embedding in watermarking based on Genetic
algorithm.

5. Conclusions

In this paper, we have proposed watermarking based on
genetic algorithm and studied the effect of DWT and DCT
embedding domain on imperceptibility and robustness of
watermarking. As the result of the analysis obtained results
by using PSNR and NC measurement. It is clarify the
DWT is better than DCT for both imperceptibility and
robustness of watermarking using genetic algorithm. In
future work will study the affect of others optimization
techniques and watermarking requirements with some
testing experiments.
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