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Abstract— The proposed system presents a novel approach for 
modelling along with mitigating various types of routing attacks 
in mobile adhoc network considering AODV protocol. Majority 
of the previous research work are either explored differently for 
security or routing protocols. The system identifies the 
susceptibility of the routing attack over the dynamic topology of 
mobile adhoc network where it has assumed a faster propagation 
of the infection towards the nodes. To make the analysis more 
challenging, the protocol also designs a sophisticated adversary 
module which is resilient against any types of preventive measure 
being adopted. The proposed system therefore used probabilistic 
approach for modelling the routing attack scenario over 
MANET. The uniqueness is that majority of the prior research 
work has focused on one type of routing attack, whereas the 
proposed system is experimentally evaluated for cumulative 
routing attack. The simulation results show highly contrastive 
result when compared with frequently used current algorithm for 
mitigating routing attacks. 

Keywords-Routing Attack, Mobile Adhoc Network, Security, 
AODV, Probabilistic approach 

I.  INTRODUCTION  

 
Mobile Adhoc Network consists of independent wireless 
mobile nodes which group together to form a momentary 
wireless network without any assistance of any centralized 
management or fixed infrastructure. Internet Engineering Task 
Force (IETF) has MANET working group (WG) that is 
devoted for developing IP routing protocols [1]. One of the 
huge concerns in mobile adhoc network is the maintaining 
efficient, robust, and secure routing protocols, which has 
attracted many researchers. Routing protocols are normally 
required for maintaining efficient transmission among the 
mobile nodes by exploring the network topology, which in this 
case is always dynamic. It also designs a route for pushing the 
data packets and also manages the routes among the pair of 
mobile nodes. One of the fundamental problem with majority 
of the routing protocol is that the routing protocol relies on all 
the mobile nodes present in the network and depending on the 
situation that these mobile nodes will perform or collaborate 

appropriately; but there is a higher feasibility of circumstances 
where certain specific set of nodes may not behave 
appropriately giving rise to suspicious factor. Unfortunately, 
majority of the routing protocols in mobile adhoc network is 
witnessed for declined performance at the time of 
communicating with large scale of misbehaving nodes, which 
definitely sustains the course of route exploration but also 
disrupt the course of data rendering the routing protocol to 
resume again the route exploration procedure or to chose an 
unconventional route in case it is available. Moreover the 
newly opted route has the feasibility of possessing a few 
malicious nodes, resulting in failure of new route too. Such 
methodology iterates till the sender node confirms that the 
data will not be able to transmit ahead. The fundamental issue 
with frequently used routing protocols is that they rely all 
mobile nodes of network and based on the assumption that 
nodes will behave or cooperate properly but there might be a 
condition where some nodes are not behaving properly. 
Majority of the adhoc network routing protocols becomes 
inefficient and shows reduced performance while mitigating 
with big number of misbehaving nodes. Such set of 
misbehaving nodes support the flow of route discovery traffic 
but interrupt the data flow, causing the routing protocol to 
restart the route-discovery process or to select an alternative 
route if one is available. 
 
Mobile adhoc network should posses a better and effective 
security as various upcoming application based on MANET 
are on its way in future. Mitigating the routing issues will 
create a better, efficient, and secure application in mobile 
adhoc network. Various types of attacks in mobile adhoc 
network like Wormhole attack, Black hole attack, Sybil attack, 
flooding attack, routing table overflow attack, Denial of 
Service (DoS), selfish node misbehaving, impersonation attack 
etc. has to be researched on more for better result. The 
proposed paper will present a framework for mitigating 
majority of the types of routing attack using probabilistic 
approach. The proposed system has large dimension of testing 
conducted to check the efficiency of routing protocol using 
AODV on majority of routing attack in mobile adhoc network. 
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In Section II, we will discuss about the previous research work 
in this area followed by Section III about various categories of 
routing attack. Section IV highlights proposed system 
followed by implementation in section V. In depth discussion 
of research performance analysis is done in section-VI 
followed by conclusion in section-VII. 

  

II. RELATED WORK 

 
Recently, numerous approaches have been proposed to deal 
with the node non-cooperation problem in wireless networks. 
They generally can be classified into two main categories: 
reputation systems and price-based systems. We use a 
monitoring and reputation system [2] as the basic setting for 
regular nodes. Many related works also use reputation systems 
[3]–[5] and a game theory model [6] to analyze the problem. 
Some recent works have studied the incentives for malicious 
nodes and modeled their behavior more rationally. In [7], Liu 
et al. present a general incentive-based method to model the 
attackers’ intents, objectives, and strategies. In [8], 
Theodorakopoulos and Baras further study the payoff of the 
malicious nodes and identify the influence of the network 
topology. However, the good nodes’ behavior in [9] is simple, 
and it fails to consider the possibility that an attacker might 
choose different attack frequencies toward different 
opponents. 
 
The security problem and the misbehaviour problem of 
wireless networks including MANETs have been studied by 
many researchers e.g. [9], [10], [11], [12].Various techniques 
have been proposed to prevent selfishness in MANETs. These 
schemes can be broadly classified into two categories: credit-
based schemes and reputation based schemes. The basic idea 
of credit-based schemes is to provide incentives for nodes to 
faithfully perform networking functions. Nodes get paid for 
providing services to other nodes. When they request other 
nodes to help them for packet forwarding, they use the same 
payment system to pay for such services. 
 
Sanjeev Rana [13] has created a mechanism with the help of 
which it prevents various replay attacks and also activate the 
neighboring nodes to control the behavior of its neighbors to 
thwart active attacks. Rakesh Kumar e.t. al [14] has 
implemented a prototype of key management service by using 
genetic algorithm. Rajib Das e.t. al [15] has proposed a 
solution against black hole attack and has illustrated the effect 
of black hole attack on network performance. However, the 
results cannot be considered as optimal. Kannan e.t. al [16] 
has published an extensive survey on various attacks, and their 
respective countermeasures with respect to vulnerability in 
routing protocols. Aishwarya Sagar [17] has proposed an 
approach based on reputation system that deals with routing 
misbehaviour and consists of identification and separation of 
misbehaving nodes. Hariharan e.t. al [18] has proposed a new 
technique termed as recommendation based on identification 

of routes with misbehaved nodes. Usman e.t. al [19] have 
analyzed the effects of different types of jammers using 
Conservation of Flow (CoF), which has been useful for 
detecting other attacks, in the wired networks. Abbas [20] 
have categorized reputation based schemes based on 
monitoring approaches: active and passive based 
acknowledgments. Finally, the authors have discussed their 
pros and cons as well as some other important identity related 
issues. 
 
Depending of the patterns of the intrusion, attacks towards 
mobile adhoc network can be categorized into active or 
passive attack. Not only this, the attacks can be also further 
classified into internal or external attack. In association with 
the victim node, the attack can be again classified into routing 
packet or data packet attacks. In case of routing packet attack, 
the malicious node resist existing routes from being utilized 
and also it spoofs other non-existing routes for alluring data 
packets to be forwarded to them.  
 
Although there are number of research conducted in past 
[21],[22],[23], [24], [25] for analyzing routing attacks on 
mobile adhoc network. Important routing attacks are 
fabrication, blackhole, and alteration of various fields in 
routing packets e.g. RREQ, RREP, RERR message, etc. 
Research work conducted in [26], [27], [28] discusses about 
some mitigating techniques for safeguarding the routing 
protocols in mobile adhoc network. Although these set of 
research work can successfully resist illegitimate nodes from 
participating the network, but unfortunately, it was found to 
increase the significant network overhead with respect to key 
exchange as well as authentication with restricted intrusion 
eradication.  
 
The resistance based approach are also found less efficient for 
mitigation from malicious intruders who already have the 
confidential information for rendering communication by 
themselves in the mobile adhoc network. The prior research 
work has also seen the introduction of Intrusion Detection 
System for mobile adhoc network. Unfortunately, due to the 
dynamic topology of mobile adhoc network, majority of such 
research work are modeled to be scattered and possesses 
cooperative data-structure. 
 
Specification-based approaches, for example DEMEM [29], 
C. Tseng et al. [30] and M. Wang et al. [31], monitor network 
activities and compare them with known attack features, 
which are impractical to cope with new attacks. A completely 
new work done in same field called as Intrusion Response 
System in mobile adhoc network has being discussed in [32] 
which detaches the malicious node, once identified, depending 
on their reputation system. Unfortunately, the work fails to be 
at par with efficient IDS system.  The Table.1.will highlight 
specifically all the prominent research work being done 
towards securing routing protocol in mobile adhoc network. 
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Table.1. Prior research work 
 
Year Authors Problem Focused Approaches used Results Obtained 

2009 
[33] 

M.K. Jeya Kumar  
R.S. Rajesh 

Cumulative routing Issues Designed a mobility model 
using Random waypoint 

AODV performs better than other 
routing protocols. 

2009 
[34] 

Abdul Rahman 
Zuriati Zukarnain 

Link breakage Designed a mobility model 
using Random waypoint 

AODV performs better than other 
routing protocols. 

2009 
[22] 

Nishu Garg 
R.P.Mahapatra 

Performance degradation 
due to routing issues 

Just discussed about 
security consideration for 
effective routing 

Not optimized result 

2009 
[35] 

Dipankar Deb 
Srijita Barman Roy 
Nabendu Chaki 

GPS-free positioning 
systems 

Designed Location Aided 
Cluster Based Energy-
efficient Routing 

Lowering mean hop and hence in 
utilizing the limited energy of 
mobile nodes. 

2009 
[36] 

 E.A.Mary Anita 
V.Vasudevan 

 Black hole attack Designed Security in  
 Multicast Ad-hoc On 
Demand Distance Vector 

Better result for Black Hole attack 
only 

2009 
[37] 

Ashwani Kush 
P. Gupta  
C.Jinshong. Hwang 

Security in Routing 
protocol  

Designed a Power Aware 
Virtual Node Routing 
Protocol 

Not optimized result 
Increases Network Overhead 

2009 
[38] 

Sheenu Sharma 
Roopam Gupta 

Black hole attack measuring the packet loss in 
the network with and 
without a blackhole 

Only 26% reduction in network 
performance in presence of 
Blackhole attack 

2009 
[39] 

Cong Hoan Vu, 
Adeyinka Soneye 

Collaborative Black hole 
Attacks 

Designed a simulation to 
check the performance  

Only resistive against Blackhole 
attack. 

2010 
[40] 

 Irshad Ullah  
Shoaib ur rehman 

Black hole attack Studying Blackhole attack 
on OLSR and AODV 

Is not effective on DSR, TORA, 
GRP etc. 

2010 
[41] 

Shishir K. Shandilya 
Sunita Sahu 

RREQ Flooding Attack Designed a distributed 
cooperative model in which 
all the node locally run the 
intrusion detection code and 
cooperate with each other to 
detect and prevent flooding 
attack in the network. 

Results completely dependent on 
threshold value.  
The proposed result delays the 
detection of misbehaving node 

2010 
[42] 

Akanksha Saini 
Harish Kumar 

Effect Of Black Hole 
Attack On AODV 

Designed a simulation to 
check the performance 

The experiment didn’t reached 
the better results for ensuring 
protection from blackhole attack 
on AODV routing protocol 

2010 
[43] 

Aishwarya Sagar 
Anand Ukey 
Meenu Chawla 

Packet Dropping Attack 
Routing Misbehavior 

Designed a simulation to 
check the performance 

Results doesn’t guarantee that 
ACK packets are genuine and no 
work done in punishing 
misbehaving nodes. 

2010 
[44] 

Moitreyee Dasgupta 
Choudhury 
Chaki 

Routing Misbehavior 
Impact of rushing attack 
implemented by malicious 
nodes (MNs) on AODV 
routing protocol 

Designed RREQ forwarding 
mechanism 

Better result for Rushing attack 
only however. 

2011 
[45] 

Kannan 
Maragatham 

Study of various attack Just a theoretical Paper -N/A 

2011 
[46] 

Amrit Suman Work hole attack analyze three ad-hoc 
routing protocols AODV, 
DYMO, FISHEYE against 
wormhole attack in wireless 
network. 

Better result for worm hole attack 
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III. ROUTING ATTACKS  

 
The prominent job of the routing protocol is to explore the 
topology in order to ensure that every node can get the access 
on current map of the network for designing routes in its 
destination. The routing attack can be represented as shown in 
Fig.1. where a malicious node (MN) can completely absorb 
the network traffic by introducing themselves within the 
network link of sender node to recipient node along with 
intermediate nodes (IN-1, IN-2) and thereby possessing the 
unauthorized control over the mobile adhoc network. 
 
 

 

 
 
Fig.1. Representation of Routing Attack 
 
The theoretical understanding of the attacks in network layer 
can be classified as routing attack and packet forwarding 
attack [47]. The concept of routing attack will be related to 
performing any activity for broadcasting updates on routing 
which do not trail the configuration of the specified routing 
protocols where the particular attack pattern is associated to 
the routing algorithm deployed by mobile adhoc network. The 
infected or malicious routing nodes can initiate an attack in 
mobile adhoc network by deploying different ways. Some of 
the major type of the routing attack as follows: 
 
1. Routing Table Overflow Attack: It normally takes place in 

proactive routing algorithm. The main purpose of this 
type of attack is to create big set of routes so that 
designing of new routes can be resisted.  
 

2. Routing Table Poisoning: in this type of attack, the 
malicious node forwards fake routing updates resulting in 
routing table poisoning.  

 
3. Packet Replication: Here the malicious node duplicates 

the out of date packets for consuming bandwidth and 
unwanted resource consumption. 

 

4. Rushing Attack: Such attack is highly targeted on on-
demand routing protocol. 

 
5. Route Cache Poisoning Attack: It uses the benefit of 

promiscuous mode of updating routing table, which 
normally occurs when confidential information within the 
routing table is either modified, erased, or maliciously 
written with fake information. 

 
Attacks on Particular Routing Protocol 
Various attack has been reported in the prior research work 
which is very much specific to the commonly used routing 
protocol in mobile adhoc network which only surfaces due to 
designing services of routing without assuming prime issues in 
security. The routing protocols specific to the attack are as 
follows: 
1. AODV: The adhoc on-demand distance vector is reactive 

routing algorithm, where the attacker [22] all attempt to 
broadcast a route with less distance parameter than 
original or broadcast a fake routing information to disrupt 
the routing. 
 

2. DSR: Dynamic Source Routing which is almost similar to 
AODV, where it is highly feasible to alter the source route 
listed in the control message (RREQ, RREP) by the 
attacker. 

 
3. ARAN: Authenticated Routing for Adhoc Network is also 

a type of on-demand routing protocol. Although, ARAN 
has some best features for security in adhoc network, but 
still it cannot stand for rushing attack. 

 
4. ARIADNE: It is also an on-demand secure routing 

protocol which is based on dynamic source routing. 
Although ARIADNE is robust for denial of service attack, 
but still it cannot mitigate wormhole and rushing attack 
[48]. 

 
5. SEAD: It is designed on Destination Sequence Distance 

vector. It can encounter against replay attack using cost 
effective cryptographic algorithm, but it cannot stand 
against wormhole attack [48]. 

 
Other types of attacks commonly found in literature are 
Wormhole Attack, Blackhole Attack, Byzantine Attack, 
Rushing Attack, Resource Consumption Attack, and Location 
Disclosure Attack 
 
Countermeasures for Routing Attacks 
 
The vulnerability of the network layer is very highly prone for 
routing attack in comparison to other layers in mobile adhoc 
network, which induces a diversified threats in security. 
Deploying algorithms in security considering routing protocols 
will only facilitate the countermeasures against such lethal 
attack which is very difficult to identify.  Source 
authentication as well as message integrity technique can be 
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used for non-passive attack e.g. modification of routing 
information content. Use of message authentication code, 
digital signature, hashed MAC as well as one-way hash MAC 
key chain can be deployed for such mitigation technique.  
While wormhole attack can be mitigated by using 
unchangeable and self-sufficient physical parameter e.g. delay 
in time and geographical position. The work done in [49] 
already proved adoption of packet leashes for mitigating such 
issues. Another most frequently used technique is IPSec on 
network layer in world wide web to facilitate definite layer of 
privacy and security. ARAN is another efficient routing 
protocol which provides protection from various types of 
attacks e.g. corruption of hop counts, altering of sequence 
number, IP spoofing, DDoS, fabrication of source route [50]. 
Finally, work done in [51] also highlights use of security 
technique to mitigate blackhole attack by paralyzing the ability 
of reply of an intermediate mobile node, so that destination 
node never receives the reply message. 
 

IV. PROPOSED SYSTEM  

 

The proposed system presents a framework for contrastive 
analyzation of routing protocols where the routing attacks can 
be determined. Majority of the prior research work has focused 
on building either a mathematical model or any analytical 
model considering one of the type of routing attack in mobile 
adhoc network. The problem with such approach is that it can 
better thwart for one of the routing attack while become 
inefficient for other types of routing attack. So, due to this 
research gap, the proposed system has focused on designing a 
hybrid framework which can model almost all types of routing 
attack in mobile adhoc network thereby acting as an effective 
solution for identifying the sectors of routes which are 
compromised or about to be compromised. 

The proposed system can be classified into following 
modules e.g. network model, cryptographic model, attacker 
model. 

 

A. Network Model:  

The current work of mechanizing the security in routing 
protocol is designed considering group of nodes N and routes 
R, which can be represented mathematically as G={N, R}as 
directed graph. The route R is completely dependent on factors 
like current position of node, relationship, and charecteristics of 
the mobile nodes, medium of communication, and MAC layer. 
The dispatcher and destined nodes can be depicted as D and d, 
which is constructed depending on decision taken by routing 
protocol. One or multiple routes will be designed considering 
set of sequential R for a given set of dispatcher node D and 
destined node d. Cumulative route CRD,d is designed for all the 
links considered from D to d. Let Ft signifies the part of the 
travel from D to d such that it travels the path t ϵ CRDd. The 
cumulative route CRDd can be depicted as route sub-graph GDd 
of G possessing mobile nodes and directed graph travelled by 
atleast one of the routes t ϵ CRDd. The routing protocol using 
AODV is designed based on segregating the spatial factors 

depending on packets forwarded along the diversified routes. 
The consideration is made for both single and multi-paths. 

 

B. Cryptographic Model: 

The module will be responsible for maintaining security of the 
packets by assigning cryptographic keys. The model considers 
Skey as group of symmetric security keys and Pkey be equivalent 
group of public keys. If i be node number considered than i ϵ 
N, which is allocated with S’key such that S’key   Skey and also 
public tag substitution key P’key   Pkey. The common set of the 
keys shared among i and j as Skey(i, j) = Skey(i)∩Skey(j), which is the 
criteria for permitting transmission of packets between i and j 
when Skey(i, j) ≠ 0. The representation is as shown in Fig.2. It is 
also considered that the model will use Skey(i, j) shared keys 
completely in order to protect the specified route (i, j). 
Therefore, the proposed model should have some common 
keys in Skey(i, j) for secure communication in specified route. 
Not only this, the model will also consider the computation of 
Pkey(i, j) as Pkey(i)∩Pkey(j)  for the purpose of estimating the group 
of shared key Skey(i, j) .    

 

S
key(i, j)

0),( jikeyS
 

Fig.2. Set Representation of Cryptographic assumption 

 

The category of public tag substitution design will posses any 
rule which facilitates required data from any other mobile 
nodes j ϵ N in order to evaluate group of Pkey. as public 
broadcast mechanism. The security of the design of the routing 
protocol starts from this phase a rule is designed to provide 
dual layer of security for any message being communicated. 
This module is created to show that our attacker module is a 
stronger module to decrypt even this security layer, thereby 
assist the framework to catch hold of the attacker by 
determining the infected routes till that instant. This dual layer 
of security will facilitate data for node j for only estimating 
Pkey(i, j) with respect to node i without furnishing any 
information to other node j. 

 

C. Attacker Model: 

Our  previous work has already focused on the modelling the 
behaviour of the attacker node for preventing the decamping 
mechanism. The uniqueness part of the proposed system is the 
design of this attacker module where we are considering that 
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this module is extremely strong enough to decrypt any of the 
information transacted between any authorized mobile nodes 
by invoking any types of routing attack.  The main intention of 
this module is to intrude or initiate any of the routing attack 
along with infection spread from dispatcher node D to destined 
node d with minimum cost of attack. But this time the attacked 
module is enhance with additional capability by which they can 
attach an unit cost in resource expenditure needed to initiate an 
attack. As in mobile adhoc network, there is no digital 
certificate authentication among the nodes so, we also consider 
that this module will attempt to give rise to all issues like route 
disruption, node isolation, and resource consumption in the 
defined scenario of the mobile adhoc network and they perform 
all this by extracting the secure keys from the authorized nodes. 
The model also assumed to posses all the route information GDd 
using our previous model. 

 

V. IMPLEMENTATION 

 

The proposed system is implemented on 32-bit windows OS 
with 1.84 GHz dual core processor using Java Platform. The 
framework of the project work is has basically two stages of 
operation for the users. The first stage enables the user to select 
and configure their network choosing from key analysis, link 
analysis, as well as route analysis. The key analysis section is 
further classified into 5 different types: basic, polynomial, 
hybrid, broadcast, and public type. Once after proper selection 
of the key analysis mode, the key development mode gets 
surfaces in the framework, which is further divided into 
random (or binomial) and pulse type. Link Analysis mode 
operates in the same way. Route Analysis is activated along 
with the options of Traffic type, flow deployment, and routing 
type. The user can select the traffic type with an option of data 
collection, data distribution, and peer activity. The next option 
of flow deployment is provided with route to closest sink and 
route to random target. The last option of routing type is 
classified for the user into three types e.g. multipath, 
dependent, and end-to-end type. Once the selections is set, the 
action mode is activated to display the network in the 
simulation mode. To construct the proper network, the user has 
to feed the proper parameters related to the node information, 
which includes number of nodes, its respective deployment 
area, radio range, connectivity, key ring size, maximum hop 
cost and distance, and multipath spread per hops. Insertion of 
the proper parameters will check for neighborhood size, 
maximum connectivity, and key pool, based on which the 
network will be constructed. The simulated network will show 
the traffic, link, potential routes, key information, initiate 
attacks. Finally, the user can visualize the compromised values 
related to key, nodes, links, traffic, and route. 

The proposed model also designs a route sensitivity 
parameter (RSP) in order to compute optimal security standard 
for the transmission being active on specified route CRDd. 
Majority of the prior research work towards security of routing 
in mobile adhoc network is more focused on identification of 
the attack only after the event of attack has already being 
bypassed. Such approaches are beneficial for only 

understanding the flaws in design of routing protocol. 
Unfortunately, the routing attacks on dynamic MANET 
scenario are very much latent within the wireless adhoc 
network and their propagation model is almost impossible to 
predict. Therefore the proposed model will use probabilistic 
approach for generating a various diversified routes for any 
given application of mobile adhoc network and visualize the 
effectiveness of routes by invoking attack in the routes to 
estimate the safe routes and unsafe routes. For the effectiveness 
of the result, the model will implement Greedy Heuristic 
Algorithm. 

Algorithm: Probabilistic Model of identifying routing attack in 
given MANET scenario 

Input: Node parameters  

Output: Identification of infected routes 

Steps: 

1  Initialize mobile node parameters 
2  Define key types 
3      {public, broadcast, polynomial, hybrid} 
4  Define route types 
5        {multipath, end-to-end} 
6  Initialize maximum hop distance 
7  Estimate neighborhood size 
8.  Size(neigh)= {(No. of Nodes) .(π).(Radio Range)2}/                   
     Deployment-Area 
9   Design network module 
10 Design Cryptographic module 
11 Design attacker module 
12  Switch Case (Route Susceptibility): 
13 Skey(i, j) ≠ 0  
14 SDd(ϕ) = 0 
15 SDd(Anodes) = 1 
16 0 < SDd(Anodes) < 1 
17  Estimate current values of all parameters 
18  If Cost in reduced and SDd(Anodes) =1 
19  Estimate Anodes and CRDd. 
20 Estimate Cost 


 nodesAi

iCost
 

21  Else 
22  Go to Step (18) 
23   Estimate probabilistic infected routes 


Ni i

nodesi

Cost

AS )(

 
24  End 

 

The proposed model will estimate the impact of routing 
attack on the designed security routing protocol considering 
specified cumulative route CRDd with the initiation of attack on 
group of nodes AnodesN. Let us consider Skey(comp) as group of 
keys being corrupted by the attacker module, which will mean 
that any packets transmitted through CRDd which was already 
encrypted with Skey(i) or Skey(j) will definitely get compromised 
by the malicious nodes present within that route. The 
considered route (i, j) or (D, d) ϵ Pkey is attacked if and only if 
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Skey(i, j)  Skey(comp). and let Pkey(comp) represents all the attacked 
routes. Therefore the design of attack on complete route from 
dispatcher node D to destined node d will represent that any 
message being communicated using the specified route will 
definitely get corrupted by the Anode. Not only this, the design 
of the proposed routing protocol also considers the route 
susceptibility for routing attack when it comes under any of the 
following criteria: 

 SDd(ϕ) = 0, which means there is no attack if there is no 
routes from Dispatcher node D to destined node d. 

 SDd(Anodes) = 1 , which means that CRDd is only 
attacked when there is presence of atleast 1 Anodes. 

 0 < SDd(Anodes) < 1, which means the maximum and 
minimum intensity of attack considering complete 
route is not attacked but only a portion of it is infected 
due to routing attack. 

 

VI. PERFORMANCE ANALYSIS 

 
The simulation is performed for 200 mobile nodes using 
random distribution in the simulation area. The model is 
designed considering the arbitrary allocation of 45 keys. The 
proposed model is evaluated for its efficiency considering 
comparative analysis with the prior research work conducted 
in security of routing protocols in mobile adhoc network. The 
frequently used approaches are Genetic Algorithm [52], 
Neural Network [53][54], Artificial Immune System [55][56], 
and Classification Algorithm [57] using Support Vector 
Machine (SVM). 

 
Fig.3. Independent Routing Attack 
 
The Fig.3. shows the performance analysis when conducted 
for independent route. The bottom line is mobile nodes are 
arbitrarily attacked independently causing the aggravation of 
malicious nodes to initiate routing attack.  However, the 

proposed system has higher detection rate as compared to 
prior research work shown.  

 
Fig.4.Intrusion in Privacy in routing attack 
Fig.4. shows the performance analysis for intrusion in privacy 
policy maintained at each nodes. As the routing attack has 
iterative and sequential propagation model, so quantity of the 
infected routes are maximized in terms of cost. It can also be 
seen that by introducing the proposed protocol, the 
performance of attacker for initiating routing attack is reduced 
by maximizing the improbability in route susceptibility. 
 

 
Fig.5. Simulation Speed comparison 
 
The efficiency of the proposed algorithm is tested by 
observing the simulation speed required for identifying the 
routing attack in mobile adhoc network along with increase of 
number of malicious nodes at the run time of simulation as 
shown in Fig.5. Already consideration of dynamic topology of 
mobile adhoc network posses issues in the design and 
implementation of the algorithm, but the challenge portion of 
the performance analysis is made more sophisticated by 
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introducing more number of user defined multiple attack 
mobile nodes (Anodes) at the run time of the simulation. This 
experiment is done to check the efficiency of the proposed 
algorithm to identify many attack variables which is not even 
programmed. The simulation result in Fig.5. clearly shows that 
proposed system takes comparatively less time. The graphical 
analysis also shows highest peak for neural network approach 
due to inclusion of learning phase of the algorithm, which 
consumes enough time for performing simulation. This fact 
should be kept in mind as propagation of the routing attack is 
very faster which starts infecting even in a matter of seconds 
depending upon the existing security loophole factor existing 
in the wireless network. It can be clearly seen that the 
proposed algorithm has better contrastive result in comparison 
to most frequently used algorithms used in current research for 
analyzing the security issues in routing protocol in mobile 
adhoc network. The implementation of the proposed system 
facilitates the better visualization for route susceptibility; 
however, an efficient route susceptibility parameter can be 
designed with slight alteration. The design also guarantees if 
any compromised route is considered for analyzing routing 
attack by replacing CRDd by cost estimation in the similar 
route including direct route considering single hop type (D, d). 
The routing attack on unit route vector t ϵ CRDd is more than 
enough for permitting the attacker to recuperate a portion Ft of 
the route from D to d. 
 

VII. CONCLUSION 

 
The proposed paper has examined the issues in designing new 
efficient and secure routing protocol considering all the 
routing attack susceptibility parameter in order to enhance the 
efficiency of the proposed protocol using AODV. A 
mathematical model is design with algorithm for estimating 
the impact of majority of the routing attack on mobile adhoc 
network using probabilistic approach using greedy heuristic 
algorithm. A sophisticated attacker module is design which 
can initiate a routing attack in our case in order to understand 
whether the proposed algorithm can efficiently trace the 
infected routes. Majority of the implementation done by 
enhancing cryptographic approach is considered to increase 
the network overhead which results in poor performance in the 
network.  But our algorithm executes in less than 2 minutes to 
simulate a large scale scenario of routing attack in user-
defined consideration of mobile adhoc network. Therefore, we 
have evaluated the simulation speed of the proposed design by 
adding up multiple malicious nodes at the runtime of the 
simulation. A comparative analysis is performed with 
proposed system against most frequently used algorithm like 
Genetic Algorithm, Neural Network, Artificial Immune 
System, Classification Algorithm using SVM to see that our 
system has contrastive result in comparison. 
 
 

. 
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