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Abstract

Today, Internet offers many critical applications. So, it becomes very
crucial for Internet service providers to ensure traceability of
operations and to secure data exchange. Since all these
communications are based on the use of the Domain Name System
(DNS) protocol, it becomes necessary to think to enhance and secure
it by proposing a secure version of this protocol that can correct the
whole or a part of the DNS protocol weaknesses and vulnerabilities.
In this context, DNSsec was created by the IETF to ensure the
integrity of DNS data and authentication of the source of such data.
DNSsec is based on the key cryptography public to provide different
security services. In the present paper, we will present first the DNS
protocol and its weaknesses. After that, we will be interested in
studying the DNSsec implementation and data exchange, and then
give a deep analysis of its weaknesses.
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1. Introduction

The DNS (Domain Name System) is an indispensable part
for the access to the Internet. The purpose of the DNS is the
translation of domain names to IP addresses and vice versa;
this service is called name resolution. However, this service has
become very vulnerable to several types of attacks. So, it
becomes necessary to look for a new method or new protocol
that can remedy to this security problem. In this paper, we will
see an overview of the name resolution via DNS and the
vulnerabilities of this service. Then we will present the
solutions proposed by the DNSSEC protocol, based especially
on asymmetric cryptography, to secure DNS. In addition, we
have performed the implementation and tested the DNSsec
protocol. So we will present an example of our implementation
in order to secure an original domain name. At the end, we will
conclude with an analysis of the benefits and weaknesses of
DNSSEC, and give some perspectives to improve the DNS
security.
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2. Presentation of dNS

The DNS is a server that maps a domain name to an IP
address. Initially, the Internet was formed by few machines. So
name resolution was made easily from a file hosts which
included all the areas names with their IP addresses. But now,
given the large number of machines connected to the Internet,
the resolution has become much more complex: for each area,
there is a name server called "primary name server "and a
“secondary name server” that replace the primary name server
in case of malfunction or unavailability. The architecture of the
DNS database is an inverted tree. The root is at the top
represented by ".". Each node of the tree has a label that
identifies it from its parent as shown in “Fig. 1”.

Figure 1. DNS Domain Name Hierarchy

Using the tree structure, it is possible to define areas of
responsibility in the naming. Each one arrow connecting a node
to a node can convey less information indicating who is
responsible for the lower level [1]. In other words, the area
behind the arrow, the father, contains information specifying
which servers are with information about the son.

DNS has zone files that define it to be authoritative for
some domains and slave for others and be configured to
provide different operations for other domains or users. Zone
files are numerous, the most important, in Linux system, are:

a) / etc / named.conf: It contains the server
configuration, and particularly the list of areas of which the
server is authoritative (primary or secondary).
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b) /var/named/named.ca: It contains the IP addresses of
the Top level DNS servers that can inform a user from the root
of the hierarchy.

When a client asks for the [IP address of
‘www.example.com’, the authoritative name server has to
respond to queries. There are two types of queries defined for
DNS systems:

e |terative mode: In an iterative query, if the name server
has the answer or if it is available in its cache, it will
return it. If the name server doesn’t have the answer, it
will return any information to the next delegation level,
that may be useful, but it will not make additional
requests to other name server systems. All name
servers must support iterative queries. “Fig.2” below
illustrates an iterative query.

lterative (non-recursive) Query

DNS <—|
Query Resalver |
e |
root-servers m ~ I
Query o resolver !
DNS “ | Z > !
> |
-com TLD Referral I
Que
DNS =
example.com Avswier

Figure 2. Iterative query [7]

e Recursive mode: Answering a query recursively may
cause the name server to send multiple query
transactions to a number of authoritative name servers
in the DNS hierarchy in order to fully resolve the
requested name. In the recursive query, the receiving
name server will do all the necessary work to return the
complete answer for the request. “Fig.3”” illustrates the
recursive query. We note that is not necessary for name
servers to support recursive queries.
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Figure 3. Recursive query [7]

3. Weaknesses in dNS

As described above, the DNS allows machines to
communicate over the Internet without knowing their IP
addresses, but the original conception of this service does not
include any service designed to secure transactions and the
exchanged data. And therefore, the DNS remains highly
vulnerable to attacks such as the creation or modification of
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messages, cache pollution, identity theft, etc [2]. “Fig. 4~
below shows where attacks are possible and each possible
vulnerability is marked with a question mark.

N Serveur DNS 1
- Cache

3
?
Cache

Serveur DNS 2

Figure 4. Weaknesses of DNS.

When there is a DNS resolution by a cache server, the attacks
may be multiple. For example, if an attacker is on the same
network as the legitimate client, he can return wrong answers
by responding faster than the legitimate cache server.

A cache DNS server can return false answers or not to
return answers at all. Recently, some providers have
deliberately sent their users to advertising pages when the
request domain doesn’t exist [5].

In 2008, a new form of cache poisoning attack has
occurred: the attack Kaminsky [5] is intended to poison a DNS
cache server for an entire domain, not only a single registration
as in the classic poisoning. It exploits two implementation
problems of the DNS protocol: the number of expected
requests, and the fact that the requests UDP source ports are
always the same. For all these types of threads, a number of
observers are suggesting that DNSSEC will become the default
state for all zones.

We can see in “Fig. 4 that there are weaknesses located in
DNS message exchanges, as well as potential intrusions in the
zone file or the cache. There are four security services that may
be provided by cryptography [7]:

c) Authentification: The data could only have come
from a known source.

d) Confidentiality: Only the concerned parties of the
communication can understand the messages sent between
them.

e) Integrity: The data that is received by one party is the
data that was sent by the other party.

f)  No-repudiation: The sender of a message should not
be able, subsequently deny having sent the message.

Authentication and data integrity are both absolutely
necessary for DNS to deliver a safe service. Indeed, one must
be able to ensure that the data received from a name server has
not been altered and to verify the correct source of data. In the
initial design of the DNS, no action has been taken to ensure
the safety of the service and none of the security services listed
above is provided.
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4. Presentation of ANSSEC

As we have seen, the DNS has many faults and therefore it
is very vulnerable to attack. Security problems of DNS
concerns transaction security of DNS messages, data security,
integrity, authentication and denial of services.

To remedy to this lack of security, the DNSSEC (Domain
Name System Security Extensions) protocol is proposed.
DNSSEC provides two essential security services to DNS:
DNSSEC ensures data integrity and authentication of the
source data. In order to implement them effectively, DNSSEC
uses public key cryptography and digital signatures.

Two types of keys are identified for use in zone signing
operations. The first type is called a Zone Signing Key (ZSK),
and the second type is called Key Signing Key (KSK).

This extension uses new records (RR KEY, SIG, NSEC and
DS) in addition to the original DNS records; it manages keys
and signatures which are necessary for the use of a system of
public key cryptography [3].

g) DNSKEY RR recording: The DNSKEY resource
record stores all public key pairs. These public keys are
needed to decrypt the encrypted information received as DNS
replies.

h) RRSIG record: The RRSIG record results of the
signing of RRsets made by the private key of the pair. Each
domain name in a given area has at least one RRSIG record
type.

i) NSEC record: is used by the DNSSEC protocol to
check that if a negative response was received to a query host,
it means that the target record doesn’t exist; it’s called proof of
nonexistence and occasionally denial of existence [7].

j) DS record: It allows a parent zone to validate the
KEY record of its child zone.

The resolution process by DNSSEC is as follows (“Fig.
5”):

-
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- Sib (ZSK3) 2 on a domain
8: sig (DNSKEY(pub(ZSK3)))
-
recursive server
hd a
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réponse -

signée (RRSIG) KSK4
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4: sig (DNSKEY(pub(zSK4)) 4 on a subdomain

Figure 5. Resolution process by DNSSEC [8].
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Each record in the zone file is signed with the area private
key. The signature generated is placed in a record type SIG.
Each record type is related to the SIG record type which
contains the signature.

If a third party changes the records in the zone file, the
associated signature will not be correct, and the verification of
this signature will indicates that the records were changed. This
ensures the integrity of the records. In addition, only the server
that has used the key can generate the correct signatures. If the
signature verification is positive, it is possible to ensure that it
is the owner of the private key that sent the records; the data
source is as well authenticated.

The problem that remains also with DNS protocol is how to
send a secure reply to a query on a domain name or records
that don’t exist. If a Resolver requests the address of a machine
which doesn’t exist, he will receive a response message
containing an error code in the header of the DNS message and
no signature is verifiable. To avoid this situation DNSSEC
introduced the NSEC resource record.

This recording contains a bit vector indicating all types of
existing name records associated with the NSEC record, and
the next name is found in zone file according to the established
order (lexicographic order on the labels: from the rightmost
label to the leftmost label. An NSEC record also has its
associated SIG record, so it is possible to infer securely that a
name does not exist, if:

e |t is between the domain name associated with the
NSEC record and the name contained in the NSEC
record,

e Record type does not exist,

e The bit associated with this type is 0 in the bit vector of
the NSEC record received in response.

At this stage, all records that are necessary to the security of
DNS exchanges seem to be defined. However, it was still
possible for an attacker to generate a pair of keys (public /
private) to sign false records. It will suffice then to intercept
DNS requests and respond with false information. This
introduces the problem of secure delegation of domain names.
So, it’s necessary to secure entry points in the chain of trust
while maintaining the hierarchical structure of DNS.

For this, the RFC 4035 [4] proposes the following process:
the zone administrator sends his daughter KEY record in the
parent zone administrator, it signs the KEY record and returns
the signature. The KEY record in the child zone is now signed
by the key area of its parent zone. Thus, creating the signature
of the KEY record in the child zone requires two messages.
This procedure must be reproduced each time and a change is
made on the registration of the child zone KEY or when the
expiry date of the signature is exceeded.

Delegation Signer method uses a DS record stored in the
parent zone, which contains among other things, the identifier
of the public key of the child zone and a hash of the name of
the child zone concatenated with the key value of the child
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zone. The DS record is constructed as illustrated in “Fig. 6™
below.

ISK

Zome “fsr.ac.ma’
Figure 6. Chain of trust.

The administrator signs the child zone's Keyset with its
private key, sends the KEY record containing the
corresponding public key to the administrator of the parent
zone. This creates the correspondent DS record that remains in
the parent zone. Only one message is used to generate the
record DS and a new message will be sent to change the DS
record only when the key area of the child zone, which signed
the KEY record, changes.

5. Implementation of ANSSEC

In the present section, we will present the different steps
that we have followed to be able to implement and test the
DNSSEC protocol.

As mentioned before, DNSSECis the secure
extension of DNS protocol, so its implementation should be
made mandatory on a DNS server which already exists. So,
first of all, we have started by installing the latest version
of BIND “version 9, then performed a standard
configuration of the DNS server by creating a new domain
name in the main file of DNS°‘/ etc/ named.conf’ (it is
important to note that we are implementing DNSsec in Linux
system) and zone files in the directory ‘/ var /named’. Atthe
end of the configuration, we ensured that the server function
properly by making resolution tests between the client and the
server.

After having the satisfactory operation of the DNS, we
canmove on tothe implementationof DNSSEC. This
is complex task, so it needs to be done with care because any
mistake can cause serious and costly failure in the network. To
implement the DNSSEC, we have performed the following
steps:

k) Create keys with dnssec-keygen: This is the first step
in the implementation of DNSSEC, which is to create ZSK
and KSK that will serve us for the areas signature.

e ZSK (Zone Signing Key): is a key pair (private/public)
used to sign the registers in the area.
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e KSK (Key Signing Key): used to sign other keys and
act as a “Chain of Trust’.

“Fig. 7" below shows the commands used to generate the
two keys ZSK and KSK.

#dnssec-keygen -a RSASHAL -b 2000 -n ZONE
domaine.ma

#dnssec-keygen -a RSASHAL -b 2000 -n ZONE -f KSK
domaine.ma

Figure 7. Example of ZSK and KSK generation.

This step requires the entropy to be accomplished and the
choice of algorithms and keys size is left to administrators. In
practice, 90% of areas are protected by RSA-SHAL [5].
[root@DC named]# cat Kdomaine .ma.+801+18235. key

; This 15 a zone-signing key, keyid 18235, for domaine.ma.

; Created: 20110711164640 (Mon Jul 11 10:46:40 2011)

; Publish: 20110711164640 (Mon Jul 11 10:46:40 2011)

; Activate: 20116711104648 (Mon Jul 11 10:46:40 2011)

domaine .ma. IN DNSKEY 256 3 1 AVEAAbamzbwMtPRM3UGB2zpv5UXS0XVDaNQUAKNDKGD
HILTV6boLOcaE TalrvUcXROvUDU4970ez56hG4Vb5VITOIcxbnBeMINGIGKMgQFLomoeK wg7xYZUng
X18a/PHIEGBOPP+AZDq/+Nmldgj ZuiBhWNKDAK+Cns3/9Ha 3AEAZQY/ xbtncDVSKg034kald4z/CO0r
%Z9d85uhulZFjoS/ULhnEITL InvQfovcTaTudsRamaluR7zVeXnhedhwIf rHOKLVS8FIrBYBGFPKY3h
I KaH/ dviin94V0ZBupQf9KQqEQZT1BRHAZT49, 1BIPaPdknEy T685 jXeFH 025=

Figure 8. Extract of the file ‘kdomaine.ma’ content (public)

Private-key-format: vl1.3

Blgorithm: 1 (RER)

Modulus:

tablivAylSE zdb Tolm/ LRAI TFCgFC4AgrMoY 4elU i pugsoxoTopSuiRxdE6 SONT{ 3tBTH
LgEbhVvl01 /QhzFufxdyl103q0yBATuCahd rCIvFh] Shpfixr8 BokObOek 4Bk0r /42aVIC
MmELgFY0oMCTSyazE/ 0drcAQINDL/FuZ ZwiikaA 721 Ro] 3] PAJBCYFnl 3xKeC TVRHORLS Qu
GYT1EUmZIVE/S9ztruT ixHS Zg¥BAviVxeCHOMHRN+5c05VENWT 1sFgHol 8z LeEwrgf 92 9 £3
hU5kG618/ 0pCoSTRPUFECDNE] 3/ TEL 9092 5YTT/ renid4Uc Taw=—

PublicExponent: RQAR
PrivateExponent:
hgm?5052 I+ ncHQE5+BJxc
ICP+rEkZEutBahTefsTLI

GEtFhEH0nNATUzYc0HoUS ICFtRyHK s kMp E8mRUMePvin TpZHba
TVBaf SRFIAzPmiRL40dms ywRIROTrRwxET6 Pl LeLEy®BiMGIqT

Figure 9. Extract of the file *kdomaine.ma’ content (private)

I) Inclusion of the keys in the zone files: The second
step is to add the previously created key in the zone file in
order to be taken into account.

m) Signature of the zone with dnssec-signzone: It is
a very important step in configuring DNSSEC because during
this steps, the areas are signed. To perform this step we need
to type the command dnssec-signzone, as shown in “Fig. 10”.
This command creates a new configuration file that has the
same name as for the DNS, but with the extension . signed'
and containing all records in the area supplemented by the
new DNSSEC recordings.

#dnssec-signzone -t -k KSK zonefile ZSK

Figure 10. Signature of the zone
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[root@CDC named)# dnssec-signzone -t -k Kdomaine.ma.+001+45570
domaine.ma Kdomaine .ma.+001+18235

Verifying the zone using the following algorithms: RSASHAL,

Zone signing complete:

Algorithm: RSAMD5: KSKs: 1 active, © stand-by, © revoked

Z5Ks: 1 active, 0 stand-by, © revoked
domaine . signed

Signatures generated: 23
Signatures retained: 0
Signatures dropped: ]
Signatures successfully verified: ]
Signatures unsuccessfully verified: (]
Runtime in seconds: 0.141
Signatures per second: 162,838

Figure 11. Result of the zone signature

n) Reconfiguration of ‘named.conf’: After the third
step which create a new signed zone file, we must change the
name of the old zone file in / etc / named.conf and replace it
with the name of the new zone file with the extension ".signed’,
and in options, add ‘dnssec-enableyes’, as illustrated in “Fig.
10”.

file "domaine.ma.signed";
dnssec-enableyes;

Figure 12. Reconfiguration of ‘named.conf’

0) Restart BIND: Restarting the service is an important
step which needs to be done at the end of the configuration of
the server to take account of the changes already made.

After having completed all the steps above, we have
performed the necessary tests to ensure that the configuration
was correctly done. This step was done initially at the server
level and then at the client.

The command 'Dig" gives important information to
ensure the good or the poor functioning of DNSSEC, so unlike
the case with DNS protocol, the DNSSEC test with 'Dig' must
provide the following results:

e  Resource records used by the zone file.

e Theflags 'graardra’ indicate that the signatures are
validated and status 'NOERROR' also indicates that the
configuration of DNSSEC is done without errors.

These results are illustrated in ““Fig. 10" below.

[root@cﬁc ] #dig domaine.ma +dnssec @localhost

;<> D16 9.7.3 <>
;1 global options: +cmd
i+ Got ansver:

;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42469

;; flags: [q aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 7, ADDITIONAL: 5

i+ OPT PSEUDOSECTION:

; EDNS: version: @, flags: do; udp: 4096
;1 QUESTION SECTION:

i domaine .ma. i A

domaine .ma +dnssec @localhost

i+ ANSWER SECTION:

domaine .ma. a64e0  IN A 192.168.1.3

domaine .ma. ae400 IN RRSIG, A 12 86400 20110812095331 20110
713095331 18235  domaine.na. WDOKTWPhATWSxIfOMQs7ChDS7YQG+FLKrUr1 7THWOVAeeh
NyhUZwcXdrg nQT1z+PCWL/8nbF//QcghjudYyHVLrECKTTRFQUIXI8St3rpZZLyhPuj 8a2T0rGs3uu

Figure 13. Test of DNSSEC with ‘Dig’

In the other hand, once the DNSSEC server has functioned
properly, we have performed the test of a DNSSEC client. But
before the test, the client must contain the server key used by
the DNSSEC server. To do this, we have executed the
command:

'tail -n 1 KSK.key> / etc / trusted-key.key'

in the client to retrieve the key from the server. And then, we
have performed the test again with the command 'Dig’ and the
test was conclusive.

In the DNSSEC test, there may be limitseven if the
configuration is done correctly; this problem can happen in the
following cases:

e The used equipments don’t support the file size of the
area (at least ), in which case it will give a message that
the maximum size is exceeded.

e For the clients using the operating system Microsoft
Windows, the DNSSEC protocol is not supported apart
from Microsoft Windows 7 which supports it.

6. Weaknessess and prospects of DNSSEC

As we have discussed and presented above, the DNSSEC
protocol have solved many security problems of the DNS
protocol by providing authentication and data integrity but it is
still vulnerable to some types of attacks. By adding resource
records to secure transactions, the size of a DNSSEC zone file
become seven times larger than that of a DNS file.
Furthermore, the DNSSEC protocol will use TCP protocol and
not UDP. This will cause an increase of the network load [2].

Moreover, up to now, there is no robust system that can
face a Denial of Service attack. Therefore, given the size
DNSSEC messages there is still vulnerable.

DNSSEC does not protect unsigned records, so we have to
think about protecting the zone transfer by other techniques.
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In addition, DNSSEC needs to be synchronized between
the client and the entity making the synchronization, so during
this phase, there could be an interception of files and the same
problem can be arised during the keys renewal.

The deployment of DNSSEC on the internet is currently
underway. The root zone is signed since July 2010. In March
2011, 65 top-level domains have a record DS in the root but
they don’t accept DS records for the stubs zone. Most registers
don’t add record DS but the most important ones should do it
in 2011[5].

7. Conclusion

The DNSsec is a DNS security protocol that was adopted to
enhance DNS security and ensure the authenticity and data
integrity during data exchanges between DNS servers and
between DNS clients and DNS servers. As we have presented
in this paper, it usesasymmetric cryptography to provide
maximum safety for the DNS servers. In addition, it uses new
resource records and signatures to secure the zone transfer. We
have been, also, interested in its implementation in a linux
server, and the results of keys generation, zone signature and
DNSsec operation have been given. At the end, and since
DNSsec is still subject of many researches, we have carried out
an analysis of the weaknesses and lacks of this security
protocol and we found that, even if it ensures important
security issues, it is still vulnerable to certain types of attacks.
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