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Abstract

Steganography is the science of invisible communication that
employs different useful applications. In most of the current
steganography techniques, information hiding modifies almost
all the cover image, which may negatively affect the visual
quality of the image and increase the possibility of losing data
after the possible attacks. To solve such a problem, this paper
presents a new region based steganography technique, which
hides data in the robust regions of the image. Two promising
approaches have been used to detect the robust regions in the
image: Scale Invariant Feature Transform (SIFT) and Speeded
Up Robust Features (SURF). The robustness of the two
algorithms has been tested against different types of attacks.
Results showed that SURF based algorithm is better when
detecting the robust regions correctly. Its accuracy is higher in
retrieving the embedded data and that the visual quality of the
embedded image is high for both algorithms.

Keywords: Adaptive steganography; Information hiding;

SIFT; SURF; Steganography.

1. Introduction

In this modern era, computers and the internet represent
the major communication media that connect different
parts of the world in one global virtual world. As a result,
people can easily exchange information and distance is
no longer a barrier to communication. However, the
safety and security of long-distance communication
remains an issue. This is particularly important in the
case of confidential data. The need to solve this problem
has led to the development of steganography schemes.
Steganography is a powerful security tool that provides a
high level of security, particularly when it is combined
with encryption [1].

Steganography differs from cryptography. The goal of
cryptography is to secure communications by changing
the data into a form that an eavesdropper cannot
understand. In contrast, steganography techniques try to
hide the very existence of the message itself, so that an
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observer does not know that it is even there. In some
cases, sending encrypted information may draw the
attention while invisible information will not.
Accordingly, cryptography is not the best solution for
secure communication; it is only part of the solution.
Both sciences can be used together to protect information
better. In this case, even if steganography fails, the
message cannot be recovered because a cryptography
technique is used as well [2].

The performance of a steganographic system can be
measured using several properties. The most important
property is the statistical undetectability
(imperceptibility) of the data, which shows how difficult
it is to determine the existence of a hidden message.
Other associated measures are the steganographic
capacity, which is the maximum payload that can be
safely hidden in a work without producing statistically
detectable objects [3], and robustness, which refers to
how well the steganographic system resists the extraction
of hidden data.

Almost all digital file formats can be used for
steganography, but the formats that are most suitable are
those that have a high degree of redundancy. The
redundant bits of an object are those bits that can be
changed without easily detecting the alteration. Image
and audio files satisfy this requirement particularly well
[4]. In fact, digital images are the most used carrier file
formats owing to their popularity on the internet.
Accordingly, the present work revolves around
steganography in digital images. There have been a
number of image steganography algorithm proposed;
these algorithms could be categorized in a number of
ways [5, 6]:

e Spatial or Transform, depending on the redundancies
used from either domains of the embedding process.

1JCSI
www.lJCSl.org


mailto:nagham_fawa@yahoo.com

e Model based or Adaptive steganography if the
algorithm models statistical properties before
embedding and preserving them to be exploited in the
embedding process.

e Active or Passive Warden, based on whether the
design of embedder-detector pair takes into account
the presence of an active attacker.

The majority of the existing techniques of steganography
focuses on the embedding strategy and gives no
consideration to the pre-processing stages. As cases in
point are the encryption or data embedding based on the
characteristics of the cover image. For most of the
current image steganography techniques, information
hiding modifies almost all the cover components, which
may negatively affect the visual quality of the image and
increase the possibility of losing data after the possible
attacks. Adaptive steganography identifies the textural or
quasi-textural areas for embedding the secret data. The
latter takes statistical global features of the image before
attempting to embed the secret information in particular
regions of the image. These statistics will dictate where
to make the changes [5].

The present paper focuses on the adaptive steganography
to hide the secret information in the digital image files.
Two promising approaches have been used to detect the
robust regions in the image; these are Scale Invariant
Feature Transform (SIFT) and Speeded Up Robust
Features (SURF). A comparison is presented between
these techniques to find the salient regions in the image
prior to the embedding process and to reveal the possible
differences in their performance.

2. Overview of SIFT and SURF Techniques

In 2004, Lowe presented SIFT for extracting distinctive
invariant features from images that can be invariant to
image scale and rotation [7]. Then, it was widely used in
image mosaic, recognition, retrieval etc [7]. In 2006, Bay
et al. introduced speeded up robust features technique
(SURF), and wused integral images for image
convolutions and Fast-Hessian detector [8]. Their
experiments turned out that the latter was faster and that
it worked well.

Both approaches do not only detect interest points or so
called features, but also propose a method for creating an
invariant descriptor. This descriptor can be used to
identify the found interest points and match them even
under a variety of disturbing conditions, like scale
changes, rotation, changes in illumination or viewpoints
or an image noise [9].

There are also many other feature detection methods, as
edge detection, corner detection, etc. Different methods
have their own advantages. This paper focuses on using
SIFT and SURF techniques to detect the robust regions
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in the image. These are the characteristic regions used
for information hiding.

2.1SIFT Detector

SIFT mainly includes four major stages: scale-space
extrema detection, keypoint localization, orientation
assignment and keypoint descriptor. The first stage used
difference-of-Gaussian function (DOG) to identify the
potential interest points [10], which were invariant to
scale and orientation. DOG was used instead of Gaussian
to improve the computation speed [10].

D(x,y,0) = (G(X, y, ko) — G(x,y, 0)) *I(x,y) =
L(x,y,ko) — L(x,y,0) @

Given a digital imagel(x,y), its scale space
representation will be L(x,y, 6). G(x,y, o) is the variable-
scale Gaussian kernel with the standard deviation o.

In the keypoint localization step, the low contrast points
are rejected and the edge response is eliminated. Hessian
matrix was used to compute the principal curvatures and
eliminate the keypoints that have a ratio between the
principal curvatures that are greater than the ratio. An
orientation histogram was formed from the gradient
orientations of sample points within a region around the
keypoint in order to get an orientation assignment [10].
According to the paper’s experiments, the best results
were achieved with a 4 x 4 arrays of histograms with 8
orientation bins in each. So, the descriptor of SIFT that
was used is 4 x 4 x 8 = 128 dimensions [7].

The keypoint descriptors are calculated from the local
gradient orientation and magnitudes in a certain
neighborhood around the identified keypoint. The
gradient orientations and magnitudes are combined in a
histogram representation from which the descriptor is
formed [9].

2.2 SURF Detector

SURF algorithm is employed in slightly different way for
detecting image features. SIFT builds an image pyramids
by filtering each layer with Gaussians of increasing sigma
values and taking the difference. On the other hand, SURF
creates a “stack” without 2:1 down sampling for higher
levels in the pyramid; a matter that results in having images
of same resolution [10]. Due to the use of integral images,
SUREF filters the stack using a box filter approximation of
second-order Gaussian partial derivatives. This is because
the integral images allow the computation of rectangular
box filters in a near constant time [8].

SURF has been published by Bay to tackle the problem of
point and line segment correspondences between two
images of the same scene or object. The latter in turn can be
part of many computer vision applications. The SURF
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approach can be divided into three main steps. First,
keypoints are selected at distinctive locations in the image,
such as corners, blobs, and T-junctions. Next, the
neighborhood of every keypoint is represented by a feature
vector. This descriptor has to be distinctive. At the same
time, it should be robust to noise, detection errors, and
geometric and photometric deformations. Finally, the
descriptor vectors are matched among the different images
[8]. Keypoints are found by using a so-called Fast-Hessian
Detector that is based on the approximation of the Hessian
matrix of a given image point. The responses to Haar
wavelets are used for orientation assignment before the
keypoint descriptor is formed from the wavelet responses in
a certain surrounding to the keypoint [9]. Therefore, the
SURF constructs a circular region around the detected key-
points. Second, the SURF descriptors are constructed by
extracting square regions around the key-points. Such a
process results in a descriptor of sixty four-length [8].

3. Steganography Synchronization Based on
Characteristic Regions

Steganography  synchronization ensures that the
processes of data embedding and extracting are
implemented in the same region. In this paper,
steganography synchronization is achieved via the
characteristic regions, which can be generated using
SIFT and SURF techniques, respectively. The data is
embedded in particular regions in the image depending
on their characteristics. The same characteristics should
be used to identify the embedded regions correctly to
start the extraction process. This necessitates that
characteristic identification technique should be robust
enough to survive after possible attacks or
communication errors.

Throughout surveying the literature [11], Li et al.
exploited a characteristic region, using SIFT to achieve
an image watermark synchronization for copyright
protection purposes. Their scheme achieved a high-
capacity information hiding and generalized watermark
robustness.

In the present work, SIFT and SURF are separately used
in the same manner to achieve a steganography
synchronization. Then, a comparison between the two
techniques is presented.

3.1 Algorithm Description

The steganography synchronization algorithm consists of
two stages: extracting the robust key-points in the image
and data hiding in the regions centered by these key-
points. The robust key-points are those points of the
image that can resist a wide range of image processing
operations, such as scaling and rotation. Such robust
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regions can be detected even when the image undergoes
different attacks. The idea behind selecting those regions
for hiding secret information is to make sure that the
locations of the regions in which the data is hidden can
be identified without an embedding map. Besides, the
regions in which the data is embedded are not fixed and
highly dependent on the characteristics of the image used
as a cover. In addition, selecting a few regions for hiding
data will minimize the distortion of the stego-image. In
the data hiding stage, the secret information is embedded
using a DWT-based technique. The DWT-based
techniques are proven to be more robust compared to
other techniques, like Discrete Fourier Transform (DFT)
or Discrete Cosine Transform (DCT). In the next
section, the two stages are described.

3.2 Extracting Key-points

After applying SIFT or SURF on the cover image, the
extracted key-points are presented using three
parameters: coordinates, scale, and orientation. The
coordinates of the key-points are the coordinates of the
circular regions, and of radius r, in which the secret data
will be embedded. When SIFT is used for extracting the
key-points, Li et al. suggested that the scale of a key-
point should be between 4 and 8 for the best results.
These values can define about 5-10 key-points for an
efficient watermark synchronization for common images.
If the circular regions are generated directly following
the above procedures, some of them may overlap with
the others. To avoid that problem, the regions should be
disjoint. If two regions overlap, only the one that
corresponds to a bigger scale is selected as it has a better
stability. Fig. 1 shows an example of the characteristic
regions generated on Lena's image.

Fig. 1 Characteristic regions extracted from Lena's image [11].

In the same manner, when SURF is used to extract the
key-points, some points will not be used in order to avoid

1JCSI
www.lJCSl.org



any intersected regions due to having very close key-
points. To guarantee that the local regions are disjoint,
the extracted local regions are first sorted based in their
scales on a descending order. Then, each point is
considered by calculating the Euclidian distance d
between the selected points and all other points in the
list. All d values should be greater than (2 - r), where r
is the radius of the local region.

3.3 Data Embedding and Extracting

After extracting several invariant circular regions for
steganography synchronization, the secret data can be
embedded into the selected regions. It should be noted
that due to the discrete property of digital images, the
local regions that can be actually used is not circular but
square. As a result, the bordering area of a circular
region is first padded with zeros to construct a square
region. Then, the information will be embedded, and
zero-removal is employed to obtain the stego-circular
region. Fig. 2 shows the detailed steps.

Circular i’&f‘ Zero
region |* ‘ padding

DWT domain
watermark embedding

Square
region

Marked : f .| Marked
square ZCIQ | : circular
region Temoving region

Fig. 2 Zero-padding and zero-removal [11].

The information is embedded in Discrete Wavelet
Transform (DWT) domain in a content-based manner.
For each characteristic region, one level DWT is applied
to produce the wavelet coefficients, using the 9/7
biorthogonal wavelet, as shown in Fig. 3. To embed a
secret bit b, the corresponding horizontal and vertical
wavelet coefficients are first selected and denoted by
H(x,y) and V(x,y), respectively.
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ApplyingDWT
—————

ApplyingDWT
—_—

Fig. 3 Decomposing image into 4 sub-bands using DWT.

Then, b is embedded by increasing the difference
between H(x,y) and V(x,y). The rules of wavelet
coefficient modification are as follows.

If b=1and D, = H(x,y)—-V(x,y) <T (Tis a
threshold to control information invisibility), H(x,y)
will be increased while V(x,y) will be decreased by
inserting the secret message.

{Hmw=ﬂmw+%?

, B, @)
V(x:J’)zV(x:}’)— 2

Else if D, = H(x,y) — V(x,y) = T, do nothing;
Ifb=0and D, =V(x,y) — H(x,y) < T, the same process
is implemented.

T-D,

r2o, @)
2

{H'(x:Y) = H(X:Y) -
V'e,y) =V(xy) +

Else if D, = V(x,y) — H(x,y) = T, do nothing.

Finally, one level inverse DWT is applied to obtain the
stego-region. The extraction phase starts with the same
steps of extracting the key-points and the characteristics
regions. After that, one level DWT is applied to each
characteristic region to obtain the wavelet coefficients.
The horizontal and vertical coefficients are determined
and denoted by H(x,y) and V(x, y), respectively. Then,
each bit b can be extracted by comparing the
corresponding horizontal and vertical coefficients, as
shown in Eq. (4).

b= {1 if HGx,y) > V(x,y)

0if V(x,y) > H(x,y) @
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3.4 Embedding and Extracting Procedures

The detailed data embedding procedures are as given
below:

1. The characteristic regions are extracted from the cover
image using SURF or SIFT. Then, the resultant
invariant points are examined to avoid any intersected
regions with r = 64. Some points are eliminated
throughout this step.

2. Using the final list of points, the embedding regions
are located in the cover image as circular regions of a
radius r.

3. For each embedding region, one level DWT on each
characteristic region is applied to produce the wavelet
coefficients. In our algorithm, the 9/7 biorthogonal
wavelet is adopted.

4. Horizontal and vertical high frequency coefficients are
scanned in a raster way, and the data bits are
embedded by modifying the horizontal and vertical
coefficients in a content-based manner, as in the SIFT
based scheme.

5. Finally, one level inverse DWT is applied to obtain
the stego region, and then the original characteristic
region is replaced with the stego one. The whole
embedding phase is illustrated in Figure 4. For the
entire  extracted  characteristic  region, the
aforementioned embedding procedures are conducted
repeatedly to produce the whole stego-image.

The first two steps of data extraction phase are exactly the
same as data embedding. Characteristic regions are first
extracted from the possibly distorted image, using SURF
or SIFT techniques. The invariant key-points are
examined to avoid any intersected regions. Then, the
embedding regions are determined. Later, a payload
extraction is done on each local region, as given in Eq.

(4).

Applying SURF
E—

Replacing the
gl reglon l

Eliminating
Intersected regions
E—

Des
Em

\p||| ing gB\\T
g inve
|n||

Fig. 4 The embedding phase
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4. Experimental Results

In order to compare between exploiting SIFT and SURF
in steganography synchronization, three standard gray
images of the size (512x512) pixels have been used. The
radius of the circular characteristic regions is set to 64
pixels in both cases. The embedding and extracting
process have been repeated 100 times using randomly
generated data bits. For comparison purpose, 1- level and
2- level of 9/7 biorthogonal wavelet have been used. The
threshold T used for payload embedding is set to 1,
which is determined experimentally.

To test the robustness of the proposed scheme, different
attacks of different levels are applied to the stego-image
image. The attacks which have been involved are JPEG
compression, Gaussian Additive noise, median filter, and
low pass filter.

For the purpose of evaluation, the attacks are applied to
the stego-image, the extracted payload is compared with
the embedded payload and the Bit Error Rate (BER) is
calculated using Eqg. (5).

number of error bits

BER =

100 (5)

total number of embedded bits

Beside the BER, the accuracy of synchronization
(accuracy of the correct detection of the characteristic
region, denoted by (ADR) using SIFT and SURF) is
measured, by calculating the percentage of the number of
regions that have been correctly identified during the
extraction phase.

For each type of attacks, the process is repeated 100
times and the averages are calculated as given in Tables
1, 2, and 3. Another comparison is presented in Table 4
between exploiting 1-level DWT and 2-level DWT in
terms of the hiding capacity and the visual quality of the
stego-image. The capacity is measured by calculating the
number of payload bits that can be embedded in the
image while the visual quality is measured by taking into
account the Peak Signal to Noise Ratio (PSNR), as given
in Eq. (6).

2
PSNR(I, 1,) =10-log,, MAX;

S S, i) - 156,

1
mn iz j=0

Where [ is the original image; Is is the stego-image;
MAX, is the maximum possible pixel value of the image
1[12].
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Table 3: A comparison between SFIT and SURF using the image of

‘Peppers’
1-level DWT 2-level DWT
SIFT SURF SIFT SURF
Type of Attack | ADR | BER | ADR | BER | ADR | BER | ADR | BER
(o) | () | (%) | (%) | (%) | (%) | (%) | (%)
No Attack 91.5 4.74 100 0.28 | 90.75 448 | 98.25 1.35
Gaussian Noise
(25dB) 45.75 | 44.08 | 88.25 | 39.68 | 43.25 | 40.52 | 88.00 | 31.55
Gaussian Noise
(35dB) 66 | 30.88 | 97.00 | 22.14 | 65.25 | 22.33 | 94.50 | 10.87
Gaussian Noise
(45dB) 77.25 | 13.90 100 3.02 | 73.75 | 12.60 | 97.00 1.80
JPEG
compression
(Q=100%) 89 6.05 100 036 | 85.50 6.70 | 98.00 142
JPEG
compression
(Q=90%) 76.25 | 3487 100 | 3144 | 7250 | 1549 | 68.25 3.50
JPEG
compression
(Q=80%) 75.75 | 41.66 | 81.25 | 40.57 | 69.25 | 22.66 | 84.00 | 16.67
Median Filter
(3x3) 69.75 | 49.01 | 75.75 | 45.43 | 50.00 | 34.54 | 75.00 | 22.92
Low pass filter
(3x3) 525 | 5148 100 | 53.32 | 82.25 | 27.85 100 16,51

- Pe'ppers
Table 4: A comparison between SIFT and SURF in terms of PSNR and
hiding capacity
Fig. 5 Standard test images used for evaluating SIFT SURF
Number | DwT | _Lena | Bridge | Peppers | Lema | Bridge | Peppers
Table 1: A comparison between SFIT and SURF using ‘Lena's image’ ofkey- | Levels < 3 1 6 6 s
11evel DWT 21evel DWT points
Type of SIFT SURF SIFT SURF Vlevel |30 | 7848 | 10464 | 13696 | 15696 | 10,464
Attack ADR | BER | ADR | BER | ADR | BER | ADR | BER Payload | DWT
L Gits) | 2level | oo | ysug | 2068 | 3096 | 3096 | 2064
No Attack 874 640 100 0| 8380 552 | 9133 0.04 DWT ’ ’ i ! ! i
G i Jev - . -
_\':i';g:(];;dn) 122 | 4336 | 7367 | 3797 | 1440 | 4080 | 7283 | 3025 PSNR l];:“'.;l 4657 | 4360 4832 | 4528 | 3087 4812
Gaussian
g:i::!(iiidn) 32.8 | 3621 | 98.17 | 2195 | 3360 | 2773 | 9283 | 1033 (dB) 2])1:‘\_;1 1425 | 1340 737 | 415 3919 176
Noise (45dB) 60.6 20.10 100 2.86 38.20 14.78 06.33 1.37
JPEG
_?li:f[:;;];n 342 .02 100 0.07 18.00 7.34 900 103 . . .
TEG 5. Discussion and Conclusion
Compressun
fQ=gD%) 414 | 3967 100 | 3103 | 4220 | 2344 96.50 3.70
Saression The aim of this paper is to compare between exploiting
Q50 376 | 4474 19083 | 3684 | 4580 | 2699 | 9567 | 1366 SURF and SIFT in steganography synchronization. For
;l-:ilter @x3) | 342 | 4720 | 8333 | 4700 | 4060 | 3266 | 8333 | 2321 this purpose, each technique has been combined with a
c;:rl;;;;) 234 | 2336 | 100 | 2947 | 5300 | 2590 | 9833 | 1388 DWT based data hiding method and the two resultant
schemes have been tested on the same test images. The
Table 2: A comparison between SFIT and SURF using image ‘Bridge’ experiment results in Tables 1, 2, and 3 demonstrate the
1level DWT 2-level DWT advantages of using SURF as it shows a higher
Type of SIFT SURF SIFT SURF robustness indicated by the lower BER values.
¥ ADR BER ADR BER ADR BER ADR BER
Attack 0 e | o | oe) | o0 | on | o | o6 Clearly, the robustness of the SURF-based scheme
Noatadk | 8267 | 778 | 525 | 792 | 5667 | 575 | 8833 | <3 increases when 2-level DWT is used for hiding data;
pe— . . .
ausstat ™ | w0 | w2ss | ssa7 | 354 | 3733 | 3757 | 8100 | 2708 espe_ually against JPEG_ compression. However, _ the
GuussanXaise [ T T e | s median and the low pass filters are still very challenging.
35dB] 56. 2. 3 23. 57. 23. - s ape_- . . .
e o > Utilizing higher levels of DWT is useful for enhancing
sa®) fo 1800 828 1027 30 ILSL ) 6683 508 the robustness. However, it has a negative effect on the
compression visual quality, in terms of PSNR, as shown in Table 4.
o s B B o B B Besides, the higher levels of DWT affects the ability of
JPEG s
“mou0s) | 6133 | 3392 | 85.07 | 2078 | es.67 | 165 | ssso | 701 SURF and SIFT to extract correctly the key-points. This
comprecsion is because higher levels of DWT result in higher levels
(QS0%) | 59,67 | 4157 | §950 | 3709 | 5400 | 27,00 | 90.00 | 1471 of image degradation. Nevertheless, the visual quality of
Median er - - - - -
@x3) 4133 | 4939 | 4167 | 48.58 | 41.67 | 4054 | 39.67 | 39.07 the stego-images is still high as the PSNR values are in
Low fil
" }’;f;) e 4133 | 4939 | 100 | 4856 | 6567 | 3617 | 9833 | 2921 an acceptable range.
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The hiding capacity, which can be achieved, is relatively
limited; a matter which makes the proposed scheme
more appropriate for copyright protection applications.
In order to use this algorithm in transmitting secret data
of a bigger size, the data among several images must be
divided. For a feature work, it is expected to enhance the
proposed scheme in terms of increasing the hiding
capacity and robustness as well. This may be achieved
by adopting different frequency domain-based data
hiding techniques. Moreover, more possible attacks
should be investigated.
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