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Abstract

Multi-proxy signature is an extension of the primitive basic
proxy signature.. In a multi-proxy signature scheme, an original
signer could delegate his signing rights to a group of proxy
signers. And only the cooperation of all the proxy signers can
generate the proxy signature on behalf of the original signer.
Combining  multi-proxy  signature  with  identity-based
cryptography, some identity-based multi-proxy signature
schemes have been proposed. But to date, no formalized security
model has been provided for identity-based multi-proxy signature
schemes. In this paper, the authors give the formal definition of
identity-based multi-proxy signature schemes and formalize a
notion of security for them.
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1. Introduction

Mambo, Usuda and Okamoto [1] introduced the concept of
proxy signature schemes in 1996. In a proxy signature
scheme, an entity called original signer can delegate his
signing rights to another entity called proxy signer, and the
proxy signer can sign message on behalf of the original
signer. Hwang and Shi [2] proposed the concept of multi-
proxy signature schemes in 2000. In a multi-proxy
signature scheme, an original signer can authorize a group
of proxy signers, and only the cooperation of all the proxy
signers can generate the proxy signatures on behalf of the
original signer. It can be regarded as a special case of a

(t’ n) threshold proxy signature scheme for t = n |

Boldyreva, Palacio and Warinschi [3] provided a formal
security model for proxy signatures in 2003. In the model
of Boldyreva et al., an adversary is not allowed to gain
access to any proxy keys. Malklin, Obana and Yung [4]
developed a formal security model for multi-level proxy
signatures in 2004. In the model of Malklin et al., an

Copyright (c) 2012 International Journal of Computer Science Issues. All Rights Reserved.

adversary is allowed to access to proxy keys which a user
has obtained by self-delegation. Schuldt, Matsuura and
Paterson [5] proposed an enhanced security model for
multi-level proxy signatures in 2008. In the model of
Schuldt et al., an adversary is allowed to gain access to any
proxy keys. Obviously, the model of Schuldt et al.
captures a more realistic set of attacks than the models of
Boldyreva et al. and Malklin et al.

In 1984, Shamir [6] initially proposed the idea of identity-
based cryptography to simplify certificate management. In
2001, Boneh and Franklin [7] proposed the first efficient
identity-based encryption scheme. Since then, the identity-
based cryptography has become a hotspot. Several
identity-based multi-proxy signature (IBMPS) schemes [8,
9] have been proposed. But the security model for IBMPS
has not been presented. Therefore, the IBMPS schemes [8,
9] are not provably secure. In this paper, we propose a
formal definition of IBMPS schemes, and put forward a
formal security notion for IBMPS schemes. Obviously,
our contribution is necessary for constructing provably
secure IBMPS schemes in the future.

2. Formal definition of IBMPS

An identity-based multi-proxy signature scheme is an
extension of an ordinary identity-based signature (IBS)
scheme. Letigs= {G E s, v} then

IBMPS
={6ESs,V.(D.P,P,L P ) MPSMPV}

G which on inputs a security parameter 1 which
generates the public parameters params and the master
secret msk . We assume that Par@MS are made publicly
available and will not write params as an explicit
argument to the functions defined below.
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E which on input (msk,ID), where ID is a user’s

identity, generates the private key sk, of 1D .

S which on input (sk,,,m), where m is a message to be

ID!

signed, generates the signature S of 1D on m .

V which on input (ID,m,s ) generates either accept or
reject .

(D,F’l, P, L ,Pn) is a delegation protocol, where D is
owned by the original signer 1D, , and P, P,, L , and
P are owned by the proxy signers 1D, , ID; , L, and

ID, , respectively.

D takes as input (IDA,{IDBI,IDBZ,L ,IDBn}w,sk,DA),

where W is the delegation warrant. D will interact with
P, P,,L ,and P to perform the delegation, but will
have no local output.

P (I T{LaL ,n}) takes as input
(1o, {ip,, 1D, L 1D, }sk,, ). Upon completion of the
interaction with D , P,
(D, {io,. 1D, L 1D, Jw.psk ), where psk is a
partial proxy signing key.

returns the local output

M PS is the proxy signing algorithm. Each proxy signer
ID, (I ) {L 2L ,n}) takes input

(.. §io,,. 1D, L 1D, Jwpsk,m) . then outputs

(iD,.{io,. 1D, L .1D, Jw.ps,), where ps, is the

partial proxy signature, and
(lDA,{lDBl, ID; ,L, 1Dy }W, pSi) is sent to the clerk. In
accordance with

(IDA,{IDal,IDBZ,L ,IDBH},W,psi)(i =12L,n) , the

clerk outputs (IDA,{IDBl, ID, L ,IDBH}W, ps), where

PS is the multi-proxy signature.
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M PV is the proxy verification algorithm. Any verifier
takes input (. (1D, {iD, 1D, L 1D, Jw.ps)), and

outputs either accept or reject

We say that an IBMPS scheme is sound if it satisfies the
following two conditions.

1) The basic IBS scheme is sound;

2) For private key sk, generated by E(msk,ID,),
private  keys SKio, (=12L.n) generated by
E(msk,IDE;i )(I =12L .n) , proxy
keys (1D,.{io,. 1D, .L.1D, Jw.psk )i = 12L .n)
generated by D(IDA,{IDBI,IDBZ,L ,IDBn}w,skIDA)

and P, (IDA,{IDBI,IDBZ,L 1D, }sk,, )(i =12L .n),

and all message m satisfying the warrant w , we have
that

e (. 49,0, 10,

w, psk,m)(i = 1,2,L ,n)))z Acceptfl= 1
where the above probability is taken over all random coins
usedby E, D, P, (i =12L ,n) and M PS algorithms.

3. Security model of IBMPS

We define existential unforgeability under an adaptive
chosen message and identity attack (UF-CMIA) for
IBMPS schemes. The security notion is based on the
security game defined below, played between a challenger
C and an adversary A .

Setup. The challenger C runs G with input 1% and
generates both the public parameters Params and the
master secret msk . The adversary A is given params
but msk is kept by the challenger C.

Queries. A adaptively makes a number of different
queries for C. Each query can be one of the following
items.

1) Extract query. On input ID from A , C runs
E(msk,ID) to obtain sk, , and forwards sk, to A .

ID !
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2) Standard Sign query. On input (ID,m) from A, C

runs E(msk,ID) to obtain sk, then runs S (Sk,D,m)
to obtain s , which is forwarded to A .

ID !

3) Delegate query. We define an oracle for each of the
three different types of delegation the adversary can
request the challenger to perform.

® A oupus (10, {fio, 1D, ,.L,1D, P, and C
interacts with A through the delegation protocol by
playing the role of proxy signer ID, (iT {L 2L ,n})_ C

runs E(msk,IDBl) to obtain SKp , and runs
P (|DA,{|D31, ID, L .1D, }sk,, ) o obtain
(lDA,{lDBl, ID; ,L, 1Dy }W, pSki), which is forwarded

to A . When the delegation is complete, C adds (IDB_ ,W)
to pskList list.

@ A ouputs (I0,.{ip, 1D, ,L .10, }w), and C

interacts with A through the delegation protocol by
playing the role of original signer ID, . C runs

E(msk,IDA) to obtain Sk, . and runs
D ('DA'{|D51' ID, ,L, 1D, },W,Sk,DA). Upon completion
of the delegation protocol, C adds (IDA,W) to delList
list.

® A outputs (IDA,{IDsl,lDBZ,L 1D, }W) , where

ID, = 1D, (iT 2L .n}), and C interacts with A
through the delegation protocol by playing the role of
original signer 1D, and proxy signer ID; . C runs

E(msk,IDB‘) to obtain SKp ., and runs

D(IDBl,{IDBl, ID, L ,IDBH},W,sleBi) and
P, (i, .fio, 10, L 1D, Fok, ) o obtain

(ip,.{io, 1D, L. 1D, }w,psk,), which is forwarded
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to A . When the delegation is complete, C adds (IDB_ ,W)
to pskList list.
4) Proxy Sign query. There are two types of the multi-

proxy signatures in accordance with the types of
delegation. We define an oracle for each of them.

@ A outputs (IDA’{IDBl’IDBZ'L ,ID, },w,m), and
C plays the role of proxy signer
|DBi (I 1 {1, 2,L ,n}) . C runs E(msk, IDB.) to

obtain SleB and C runs

P (IDA,{IDBl, IDBZ,L 1D, }SkIDB ) to  interact
with A . Upon completion, C will obtain
(io..{io,. 1D, .L.1D, Jwpsk) . Then C runs

mps(ip, {ip, 1D, .L,1D, Jwpsk.m) ,  and
obtains (1D, §iD,,1D, L ,1D, Jw.ps,) , which

is forwarded to A . And C adds (|DB_,W,m) to
mpsList 1ist.

@ A outputs (1D,.{iD, 1D, L, 1D, }w), where
ID, = IDB,(iT {1,2,L ,n}), and C plays the role

of original signer ID, and proxy signer ID, .

C runs E(mSkJDB_) to obtain SleB_ , and C
runs D(IDB {ip,..I0, .L 1D, },w,sleBv) and
P (IDB‘,{IDBI, IDBZ,L 1D, }SkIDB ) to  interact

with A . Upon completion, C will obtain
(i..{io,. 1D, .L.1D, Jwpsk) . Then C runs

mps(io, {ip, .10, ,L,1D, Jwpsk,m) ,  and
obtains (1D, §iD,. 1D, ,L.1D, Jw.ps,) , which

is forwarded to A . And C adds (|DB|,W,m) to
mpsList 1ist.
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Forgery. The adversary A outputs a forgery
and halts. The forgery can be one of the
following forms.

1) A outputs (m*,ID*, S ) This forgery is said to be valid
if the following hold true.

@V(m*,ID*,s*): Accept ;
@ A has not made an extract query on |D”;

@ A has not made a StandardSign query on (ID*, m )

2)A outputs (1D}, §iD; 1D L ,1D; Jw',ps”). This

forgery is said to be valid if the following hold true.
OMPV(n, (10, fi0; L 1D Jw'ps7))= Accept;

@ A has not made an

D, (T f2L.n};

@(ID; ,w*)'r pskList :

extract query on

@(ID;i ,w*,m*)'l' mpsList

3) A outputs (10 {iD; .1D; L .1D; hw'ps) . This
forgery is said to be valid if the following hold true.

OM PV(m*,(ID*A,{ID;l,L ,|D;n}w*,ps*)): Accept ;

@ A has not made an extract query on ID:\ ;

@10, * 1D, (i1 fL2L .n};

@ (1D, w*)T delList .

If the forgery output is made by the adversary is valid, we
say A succeeds. Otherwise, we say A fails.

The advantage of an adversary A in the above game is
defined to be Adv, = PrgA succeedsa where the
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probability is taken over all random coins tosses made by
the adversary and the challenger.

An adversary A is said to be an (e,t,qe,qd,qs)-forger of

an IBMPS scheme if A has advantage at least € in the
above game, runs in time at most t, and makes at most

d . 0, and g, extract, delegate and sign queries,
respectively. An IBMPS scheme is said to be
(e.t.q,.0,.9, )-secure ifno (et,q,.q,.q, )-forger exists.

It can be seen that in the forgery case 2, the adversary
doesn’t know a proxy signer’s private key, but know the
original signer’s private key and the rest proxy signer’s
private key, and in the forgery case 3, the adversary
doesn’t know the original signer’s private key, but know
all the proxy signer’s private key. Therefore, the above
security notion conforms to the strong unforgeability of
proxy signatures [10, 11]. Additionally, the security
definition [5] is shown to be achieved through a generic
construction involving sequential aggregate signatures. We
can show our security definition which is achieved through
a similar construction too. We are forced to omit the detail
due to the page limitation.

4. Conclusion

Multi-proxy signature is an important proxy signature,
identity-based cryptography gets a focus at present . Some
identity-based multi-proxy signature schemes have been
proposed, but the security model for identity-based multi-
proxy signature schemes has not been presented. In this
paper, we give the formal definition of identity-based
multi-proxy signature schemes, and put forward a security
notion for them. Our work is of great importance for
constructing the provably secure identity-based multi-
proxy signature schemes in the future.
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