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EDITORIAL

In this third edition of 2010, we bring forward issues from various dynamic computer science
areas ranging from system performance, computer vision, artificial intelligence, software
engineering, multimedia , pattern recognition, information retrieval, databases, security and
networking among others.

As always we thank all our reviewers for providing constructive comments on papers sent to
them for review. This helps enormously in improving the quality of papers published in this
issue.

1JCSI will maintain its policy of sending print copies of the journal to all corresponding authors
worldwide free of charge. Apart from availability of the full-texts from the journal website, all
published papers are deposited in open-access repositories to make access easier and ensure
continuous availability of its proceedings.

The transition from the 2" issue to the 3™ one has been marked with an agreement signed
between IJCSI and ProQuest and EBSCOHOST, two leading directories to help in the
dissemination of our published papers. We believe further indexing and more dissemination will
definitely lead to further citations of our authors’ articles.

We are pleased to present IJCSI Volume 7, Issue 3, May 2010, split in eleven numbers (1JCSI
Vol. 7, Issue 3, No. 9). The acceptance rate for this issue is 37.88%.

We wish you a happy reading!

1JCSI Editorial Board
May 2010 Issue

ISSN (Print): 1694-0814
ISSN (Online): 1694-0784
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A Coded Cooperative Networking MAC protocol in non
transparent multihop WiMAX network

Lamia CHAARI,

Lotfi KAMOUN

University of SFAX, Electronic and Technology Information Laboratory, TUNISIA

Abstract

IEEE 802.16j mobile multi-hop relay (MMR) was proposed to
gain coverage extension and throughput enhancement. The
objective of this work, is to suggest a coded cooperative
networking MAC protocol in non transparent multihop WiMax
network.  The proposed design takes in consideration network
coding approach between relays. We try to address the division
of an IEEE 802.16j frame into different zones. We suggest a
frame structure that supports 3 hops non transparent TTR mode.
Related work and the 802.16j capability are also deeply
discussed.

Keywords: Cooperative, network coding, frame, multihop,
IEEE 802.16j, MAC.

1. Introduction

Cooperative communication (CooCom) [1, 2 ,3 ,4 ,5,
53] is a recent paradigm for wireless relay networks [ 6, 7,
8, 9, 10], proposed as a way to improve wireless network
reliability and capacity. The main technical benefits
coming along with cooperative communications are higher
coverage, improved spectrum usage, lower energy
consumption, increased location estimation accuracy, etc.).
The broadcast nature of the wireless medium is the main
enabler of cooperative communications.

Coocom enables single-antenna nodes in a multi-user
environment to share their resources to jointly transmit
information in order to achieve an improvement in overall
performance and reap some of the benefits of multiple-
input, multiple-output (MIMO) [11, 50, 51] systems. The
classical relay channel model [6,12,13,14, 21, 52] is
comprised of three terminals a source that transmits
information, a destination that receives information, and a
relay that both receives and transmits information in order
to enhance communication between the source and
destination. Cooperation is a generalization of the relay
channel to multiple sources with information to transmit
that also serve as relays for each other. Combinations of
relaying and cooperation are known as cooperative
communications.

This is realized via the application of cooperative
diversity techniques that take advantage of the spatial

diversity offered by cooperation between wireless
terminals. Diversity increases capacity and provides
robustness against fading. The most common diversity
methods are spatial diversity using multiple antennas,
temporal diversity using automatic repeat request schemes
or block interleaving with error correction, and frequency
diversity using frequency spreading, frequency hopping,
or orthogonal frequency division multiplexing techniques.
Cooperative diversity refers to the class of techniques
where diversity benefits are gained via the sharing of
information between multiple cooperating terminals in a
wireless network. Several relaying cooperative strategies
[15] for wireless relay networks are proposed:

decode- and-forward [17, 18],
amplify-and-forward [19, 47],
compress—and-forward [20],

selection relaying scheme [16, 22> 25].
opportunistic relaying scheme[ 16, 26],

coded cooperation (CC) [27, 28],

Space-time CC [29, 30]

In decode and forward method a cooperating node
first decodes signals received from a source and then
relays or retransmits them. The receiver at the destination
uses information retransmitted from multiple relays and
the source (when available) to make decisions. Perfect
regeneration at the relays may require retransmission of
symbols or use of forward error correction (FEC)
depending on the quality of the channel between the
source and the relays. This may not be suitable for a delay
limited networks. In amplify and forward each cooperating
node receives the signals transmitted by the source node
but don’t decode them. These signals in their noisy form
are amplified to compensate for the attenuation suffered
between the source-to-relay links and retransmitted. The
destination requires knowledge of the channel state
between source-to-relay links to correctly decode the
symbols sent from the source.

In compress and forward the received signal is only
quantized instead of being fully decoded, the quantized
symbols are not directly repeated in phase 2 they are
compressed by Wyner-Ziv coding [31]. The selection
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relaying schemes choose the strategy with best
performance based upon channel measurements between
the cooperating terminals. In an opportunistic relaying
scheme (ORS) only the best relay is allowed to cooperate
with the source. If channel conditions are not statistically
equal for all relays, ORS may be unfair among relays.
That is, relays with the worst channel conditions are never
selected and all the cooperation is performed by a reduced
set of relays. This can induce a negative effect in the
network behavior as one (or more) relays can waste all the
battery energy for the sake of cooperation.

The coded cooperation provides cooperation diversity
by distributed Forward Error Correction (FEC) coding and
considers the result of the error check for its relaying
decision. If a user is not able to correctly decode the
partner’s bits it forwards its own data during the second
phase. The Space-time CC exploit spatial diversity
available among a collection of distributed terminals that
relay messages for one another in such a manner that the
destination terminal can average the fading, even though it
is unknown a priori which terminals will be involved. In
particular, a source initiates transmission to its destination,
and many relays potentially receive the transmission.
Those terminals that can fully decode the transmission
utilize a space-time code to cooperatively relay to the
destination.

Many other strategies have been proposed. In [32]

new cooperative strategy for ad hoc networks that are
more spectrally efficient than classical Decode & Forward
(DF) protocols was proposed. Using analog network
coding was suggested in order to improve spectral
efficiency of the cooperative system by relaxing the
orthogonally constraint, though preserving the practical
half-duplex constraint.
Although all these schemes employ different techniques to
process the relayed data, all of them employ at least two
phases per cooperation cycle separated for the reason that
wireless  terminals cannot transmit and receive
simultaneously at the same time and frequency. While in
the first phase the users exchange their data, in the second
phase the users help each other by relaying the data/signal.
The emerging IEEE 802.16j standard may allow w/o relay
transmissions in the second phase.

The cooperative connectivity of a wireless relay
network is defined as the set of communication links
between pairs of terminals that are used in the
transmission of an information signal from a source
terminal to a destination terminal. Relay terminals are
defined to cooperate with the source terminal when they
transmit a signal that helps the destination terminal to
successfully decode the original information signal. The
ways that cooperating terminals can be connected to each
other in wireless relay networks, the constraints imposed
by the availability of different system resources and the

achievable combinations of communication links between
cooperating terminals are also deeply presented in the
literature [54].

Recently, network coding [33, 34, 35,] as well has
received a lot of attention for its potential advantages in
improving throughput and enhancing robustness for multi-
source systems. The basic principle of network coding is
to linearly combine multiple independent information
flows into one flow to transmit. There have been several
proposals for applying network coding to multi-source
relaying networks, with or without cooperation. The
interaction between Cooperation and Network Coding [36]
has recently received a significant deal of attention, as a
combination of the two brings novelty, flexibility and
improved performance. However, there is a lack of studies
about real-world scenarios.

Multihop relaying is already part of the standards
currently being developed for wireless broadband systems
[37] such as 802.16j [38] and 802.16m [39], which is an
indication of growing consensus on the effectiveness of
cooperative communication. However, at this stage, there
are many open issues regarding good 802.16j relay
network solutions:

e While there have been a few initial studies on
IEEE 802.16j MMR networks, not much is really
known about the performance of such systems.
This makes it very difficult to have clear ideas of
the potential of this technology.

e The current standard does not specify how the
radio resource allocation will be done.

e Some initial studies on the design of 802.16j
system have been carried out. The issues relative
to the planning of multiple relays is still open.

No previous work has specifically look to the
implementations issues of a coded cooperative networking
MAC protocol over 802.16j systems. More specifically,
the focus of this contribution is to propose a coded
cooperative networking MAC protocol in fixed broadband
wireless access systems with multihop relay Wimax
networks, which we denoted it CCNMACynrwimax “Coded
Cooperative Networking MAC protocol for Multihop
Relay Wimax networks”. Such proposal require firstly a
deep research on coding schemes [40, 41] used for
combining, on relaying techniques used for mutually
exchanging data, on multiple access methods to limit
interference and overhead, on cooperation aware resource
allocation such as  selecting partners[ 42, 43] and
cooperation level [44, 45] , on routing methods [46] in
multi-hop cooperative networks. Secondly we must focus
on the practical issues for cooperative networking when
trying to apply cooperation in an existing standard, such as
IEEE 802.16j networks.
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Researches on cooperative mechanisms at MAC layer
are commonly related to WLAN networks [55, 56, 57, 58]
and only some works for WMAN networks [59,60].

In [61] the authors propose A user scheduling and
radio resource allocation algorithm for two-hop wireless
relay networks in order to efficiently integrate various
cooperative diversity schemes for the emerging IEEE
802.16j based systems. The analysis of the system with
this scheduler shows that a simple cooperative diversity
scheme which dynamically selects the best scheme
between conventional relaying and direct transmission is
promising in terms of throughput and implementation
complexity.

The paper is organized as follows. In this section we
have briefly reviewed related work. A reasonably detailed
description of the 802.16j capability based on the current
draft is presented in section 2. In Section 3, Frame
structure for MMR in non transparent mode with tunneling
and network coding approach is proposed. Finally, the
paper is concluded in section 4.

2. IEEE 802.16j capabilities

The IEEE 802.16j is an amendment to the IEEE
802.16e standard to enable the functionalities of
interoperable RSs and BSs. The IEEE 802.16j standard is
currently being developed for increasing the coverage area
of the IEEE 802.16¢ standard via the deployment of fixed
or nomadic relay terminals.

In this section, the key system features and the
capabilities of the IEEE 802.16j MR network are
overviewed. The discussion will focus on two particular
aspects the different relay modes that are defined and the
frame structure that is proposed.

2.1 Relay mode

The basic system architecture considered by IEEE
802.16j is shown in Fig.1, where two kinds of radio links
are identified: access link and relay link. BS that is capable
of supporting multi-hop relay is called MR-BS. The access
link is the radio link that originates or terminates at an MS,
which is either a downlink (DL) or an uplink (UL),
defined in IEEE 802.16-2004. The relay link is the radio
link between an MR-BS and an RS or between a pair of
RSs, which can be either uplink or downlink [68]. Based
on the functionality of an RS, IEEE 802.16j has classified
the RS functionality into two modes: transparent and non-
transparent.

- In the transparent mode[62, 63], the RSs do not
forward framing information, and hence do not
increase the coverage area of the wireless access
system; consequently, the main use case for

transparent mode relays is to facilitate capacity
increases within the BS coverage area. This type of
relay is of lower complexity, and only operates in a
centralized scheduling mode and for topology up to
two hops.

- In Non-transparent mode: The RSs generate their
own framing information or forward those provided
by the BS depending on the scheduling approach (i.e.,
distributed or centralized). They can support larger
coverage areas and hence are mainly used to provide
increased coverage. Fig.2 illustrates the two modes.

Table 1 below gives a comparison between the transparent

and non-transparent relay modes [63, 64, 65].

Fig.1 IEEE 802.16j basic system architecture
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Transparent Mode

Fig.2 Transparent and Non-transparent relay modes architecture

Non-transparent Mode

Table 1: Transparent and Non-transparent relay modes

Transparent RS

Non-Transparent

RS
Coverage No Yes
extension
Number of hops 2 >2
Inter RS cell NA High
interference
HO between RSs None Yes

Performance In BS coverage: In BS coverage:
High same as16e Outer
Outer BS BS coverage:
coverage: - medium
RS Cost Low High
Scheduling Centralized only Centralized/

distributed

There are two types of non-transparent relays available in
802.16j: Time-division Transmit and Receive (TTR) relay
and Simultaneously Transmit and Receive (STR) relay.
The TTR relay act in the access zone as BS and in relay
zone it acts as relay.

For this work, we have considered the non-transparent
mode with two TTR relays nodes.

2.2 Frame structure for MMR

As the frame structure defined in the earlier
IEEE 802.16e standards was designed for single-hop
wireless networks, modifications were required to support
relay network architectures. The IEEE 802.16e have
adopted orthogonal frequency-division multiple access
(OFDMA) as the primary channel access mechanism for
non-line-of-sight (NLOS) communications in the
frequency bands below 11 GHz. The basic unit of resource
for allocation in OFDMA is a slot, which comprises a
number of symbols in time domain, and one subchannel in
frequency domain. The base station divides the timeline
into contiguous frames, each of which further consists of a
downlink (DL) and an uplink (UL) subframe. For the case
where MR-BS supports more than two-hop relay, the DL
and UL sub-frames shall include at least one access zone
and may include one or more relay zone to enable RS
operating in either transmit or receive mode. The DL/UL
access zones are dedicated for transmission between MSs
and their access stations (MR-BS or RS), and they are
fully compatible with the 802.16e frame structure. The
DL/UL relay zones are dedicated for transmission between
MR-BS and the RS or between two RS. In each relay zone,
BS and RS can stay in the mode of transmission, reception
or being idle. However, it is not expected to have BS or
RS switch from one mode to the other within the same
zone. In order to give wireless device sufficient time to
switch from one mode to another, the corresponding time
gap (e.g., TTG and RTG) is inserted between two
consecutive sub-frames. The IEEE Std. 802.16j specifies
the following gaps:
- R-TTG: RS transmit/receive transition gap between
uplink access zone and uplink relay zone in RS frame
between DL access zone and DL relay zone in RS frame
- R-RTG: RS receive/transmit transition gap between
uplink access zone and uplink relay zone in RS frame.
The case where each DL and UL sub-frame comprises of
more than one relay zones is shown in Fig. 3.

1JCSI
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Fig.3 Frame Structure for MMR

The frame structure design is more challenging in the
new mobile multihop relay based (MMR) network
architecture, as numerous dimensions of design constraints
and challenges have been introduced. In the literature
frame structure design has received some attention In
[48][49] a generic frame structure to support mobile
multihop relay (MMR) operation of IEEE 802.16j, while
maintaining the backward compatibility with the legacy
802.16e mobile stations was proposed and analyzed.

The packet construction mechanism in IEEE
802.16/16e standard, which was designed for handling
traffic solely on a per-connection basis, cannot apply on
the relay link directly, as it may render a potential
bottleneck and preponderantly limit the overall network
capacity. As a solution, in [58] the authors propose two
schemes at the MAC layer, namely MPDU concatenation
and MSDU aggregation.

3 Frame structure for MMR in non
transparent mode with tunneling and
network coding approach

This section provides design frame structure for multi
relay hops (MR-BS, RS1, RS2) in non transparent mode.
The proposed design takes in consideration network
coding approach between relays. An envisioned topology
is illustrated in figure 1, wherein RSs help MR-BS
communicate with those MSs that are either too far away
from the MR-BS. In other hand RSs can also have their
own traffic to MSs. In this case, both the MR-BS and the
relay transmit control data at the beginning of the frame.
This way, the MS can synchronize with the relay, which is
synchronized with the MR-BS.

The main drawback in the non-transparent case is that
now the relay and BS are transmitting simultaneously in

time and possibly, frequency. The immediate drawback is
an increase in interference, particularly in the preamble
and control channels. Clearly, power control and
frequency reuse, which largely are left up to
manufacturers, are crucial to non-transparent relaying.
Further, non-transparent relays likely are more
sophisticated (and thus, more expensive) than transparent.

Therefore, our challenge is to design a transmission
mechanism suitable for wireless multi-hop networks,
which linearly combine information flows from (BS, RS1,
RS2) into one flow to transmit.

The IEEE 802.16j is also devoted to defining a new
MAC message family (called R-MAC) between the
MRBS and the subordinate RSs. A fundamental part of
the R-MAC is what can be regarded as a tunnel connection,
which is identified by a special tunnel CID (T-CID). In
what way to use these tunnels is not specified in 802.16j
D2 [59]. In this work we take in consideration Hop by
Hop Tunnel Establishing (HHTE). In HHTE, RS; receives
the MPDU from MS, MR-BS or RS; decodes it, and
determines that it needs to be processed by each hop. RS;
encapsulates the MPDUs and sends it. Although the
tunneling is optional, tunneling simplify the relaying
process in multi-hop environment.

In order to explain our approach, we consider the
topology illustrated by figure 1 which corresponds to 3
hops non transparent mode. We try to address the division
of an IEEE 802.16j frame into different zones. We suggest
the frame structure shown in fig.4 to support 3 hops non
transparent TTR mode. We consider that MR-BS has the
data flow X, to transmit to MS3 and each relay node RS;
has a data flow denoted X; to be transmitted to the MS3.
Moreover, the MS3 terminal has the data flows Yyand Y;
to send respectively to MR-BS and RS; The different
interval time are denoted (T1, T2, T3,T4, T5, T6).

In table 2 we illustrate the data flows assigned and
exchanged between the different hops.
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Table 2: Data flow for support 3 hops non transparent mode

Fig.4 Frame Structure for support 3 hops non transparent mode.

T1 T2 T3 T4 T5 T6
RS2 > MS3 MR-BS > RS1 > RS2 MS3 > RS2 RS2 > RS1 RS1I > RS2
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In order to enhance the reliability of the wireless link,
retransmission protocols have been widely adopted in
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4 Conclusions
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Abstract

With its great features like providing access to users at anytime
and anywhere in the world, mobile communication has been very
attractive among the users as well as operators and service
providers. However, despite of several advantages, mobile
communication has also been facing many security problems. In
2G and 3G technologies like GSM, GPRS and UMTS, the
architectures comprise of mainly three nodes; the mobile station
(MS), Visitor Location Register/Serving GPRS Support Node
(VLR/SGSN), and Home Location Register /Authentication
Center (HLR/AUC). These nodes are involved to encrypt/decrypt
the data and authenticate the user (MS) in GSM, GPRS and
UMTS. To provide security services like authentication and
secure communication, the mechanism has been moved from
symmetric  cryptography to, despite of its complexity,
asymmetric cryptography. To reduce the signaling overhead and
add some other security features, we propose a new generalized
approach in this paper. This is based on asymmetric
cryptography ~ for  user/network  authentication and
communication encryption in GSM/GPRS and UMTS with
reduced signaling overhead.

Keywords: GSM, GPRS, UMTS, Authentication, Security,
Asymmetric Key Cryptography.

1. Introduction

Wireless and mobile communication systems are very
famous among the customers as well the operators and
service providers. Unlike wired networks, the wireless
networks provide anywhere and anytime access to users.
The Global System for Mobile Communications (GSM)
occupy almost 70% of the wireless market and is used by
millions of subscribers in the world [1].

In the wireless services, secure and secret communication
is desirable. It is the interest of both, the customers and the

service providers. These parties would never want their
resources and services to be used by unauthorized users.

The services like online banking, e-payment, and e/m-
commerce are already using the Internet. The financial
institutions like banks and other organizations would like
their customers to use online services through mobile
devices keeping the wireless transaction as secure as
possible from the security threats. Smart cards (e.g. SIM
card) have been proposed for applications like secure
access to services in GSM to authenticate users and secure
payment in Visa and MasterCard [2]. Wireless
transactions are facing several security challenges.
Wireless data passing through air interface face almost the
same security threats as the wired data. However, the
limited wireless bandwidth, battery, computational power
and memory of wireless devices add further limitations to
the security mechanisms implementation [3].

The use of mobile communication in e/m-commerce has
increased the importance of security. An efficient wireless
communication infrastructure is required in every
organization for secure voice/data communication and
users authentication. Among the main objectives of an
efficient infrastructure is to reduce the signaling overhead
and reduce the number of updating Home Location
Register/Authentication Center (HLR/AuC) while the
Mobile Station (MS) changes its location frequently [3].

In this paper, we propose an approach based on public key
cryptography which mainly focuses on user and network
authentication with reduced signaling overhead and meet
other security requirements like non-repudiations, safety
from denial-of-service attacks and integrity of
authentication signaling messages.
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The rest of the paper is organized as follows. Section 2
gives a brief overview of GSM systems architecture and
section 3 discusses authentication protocol used in
GSM/GPRS. Section 4 describes authentication and
communication encryption in UTMS. Some related work
is discussed in section 5. In section 6, we propose a new
approach for user and network authentication and
communication encryption. Finally, after short discussion,
a conclusion is drawn.

2. GSM Overview

GSM, the Group Special Mobile, was a group formed by
European Conference of Post and Telecommunication
Administrations (CEPT) in 1982 to develop cellular
systems for the replacement of already incompatible
cellular systems in Europe. Later in 1991, when the GSM
started services, its meaning was changed to Global
System for Mobile Communications (GSM) [1].

The entire architecture of the GSM is divided into three
subsystems: Mobile Station (MS), Base Station Subsystem
(BSS) and Network Subsystem (NSS) as shown in Figure
1. The MS consists of Mobile Equipment (ME) (e.g.
mobile phone) and Subscriber Identity Module (SIM)
which stores secret information like International Mobile
Subscriber ldentity Module (IMSI), secret key (Ki) for
authentication and other user related information (e.g.
certificates).

The BSS, the radio network, controls the radio link and
provides a radio interface for the rest of the network. It
consists of two types of nodes: Base Station Controller
(BSC) and Base Station (BS). The BS covers a specific
geographical area (hexagon) which is called a cell. Each
cell comprises of many mobile stations. A BSC controls
several base stations by managing their radio resources.
The BSC is connected to Mobile services Switching
Center (MSC) in the third part of the network NSS also
called the Core Network (CN). In addition to MSC, the
NSS consists of several other databases like Visitor
Location Register (VLR), HLR and Gateway MSC
(GMSC) which connects the GSM network to Public
Switched Telephone Network (PSTN). The MSC, in
cooperation with HLR and VLR, provides numerous
functions including registration, authentication, location
updating, handovers and call routing. The HLR holds
administrative information of subscribers registered in the
GSM network with its current location. Similarly, the
VLR contains only the needed administrative information
of subscribers currently located/moved to its area. The
Equipment Identity Register (EIR) and AuC contains list
of wvalid mobile equipments and subscribers’
authentication information respectively [1, 5].

3. Authentication and Ciphering in GSM and
GPRS

There are various security threats to networks [6]. Among
these threats are Masquerading or ID Spoofing where the
attacker presents himself as to be an authorized one,
unauthorized use of resources, unauthorized disclosure
and flow of information, unauthorized alteration of
resources and information, repudiation of actions, and
denial-of-service. The GSM network incorporates certain
security services for operators as well as for their
subscribers. It verifies subscribers’ identity, keeps it
secret, keeps data and signaling messages confidential and
identifies the mobile equipments through their
International Mobile Equipment Identity (IMEI). In the
next subsections, we explain subscribers’ authentication
and data confidentiality as they are closely related to our
topic [5].
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Figure 1. Components overview of GSM
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3.1 Subscribers Identity Authentication

As mentioned above, the SIM card holds IMSI, phone
number, authentication key Ki, subscriber-relevant data
and security algorithms like authentication algorithm (A3).
The HLR also stores a copy of Ki and IMSI etc.

In GSM, the users are first identified and authenticated
then the services are granted. The GSM authentication
protocol consists of a challenge-response mechanism. The
authentication is based on a secret key Ki which is shared
between HLR and MS. After a visited MS gets a free
channel by requesting BS, it makes a request for its
location update to MSC through BSC. The MSC, in
response, asks MS for its authentication.

In the entire authentication process, the three main actors
are the MS, MSC/VLR and HLR/AUC as given in Figure
2. The mobile station sends its Temporary Mobile
Subscriber Identity (TMSI) to VLR in its request for
authentication. The MS uses its real identity IMSI when it
is switched on for the first time but the temporary identity
TMSI is used later. The TMSI is used to provide
anonymity to the user identity. After getting the IMSI of
the mobile station from the old VLR using TMSI, the
VLR sends IMSI to the corresponding HLR/AuC. The
HLR/AuC uses authentication algorithm (A3) and
ciphering key generation algorithm (A8) to create the
encryption key (Kc) and Signed RESult (SRES)
respectively.

AuC/HLR MSC/VLR M5
o [5]
LA] il' [ ] Yy vy
[z || |43 ] [as | [a3]
¥ ¥ ¥ v
Ee SEES \i‘ SRES
RA;:D SRES o ([

AuthReject  Auth Accept

Fiaure 2. The GSM authentication architecture

The HLR sends the triplet including Kc, RAND and SRES
to VLR. The VLR sends the RAND challenge to MS and
ask to generate an SRES and send it back. The mobile
station creates an encryption key Kc and SRES using
algorithms A3 and A8 with the inputs secret key Ki and
RAND challenge. It stores Kc to use it for encryption and
sends SRES back to the VLR. The VLR compares SRES
with the one sent by HLR. If they match, the
authentication succeeds otherwise it fails [1, 4, 5].

3.2 User Data and Signaling Protection

The encryption key Kc is used by both of the parties
(home system and mobile station) to encrypt the data and
signaling information using A5 algorithm. The encryption
is done by mobile equipment not the SIM because SIM
does not have enough power and processing capacity [1,
4, 5].

4. Authentication and Ciphering in UMTS

The UMTS, in fact, is the result of evolution in GSM
network through GPRS. The GSM networks are capable
of voice communication using Circuit Switched (CS)
techniqgue while GPRS adds Packet Switched (PS)
technique through the use of some extra nodes like
Serving GPRS Support Node (SGSN) and Gateway GPRS
Support Node (GGSN). The UMTS, incorporating GPRS
nodes and UMTS Terrestrial Radio Access Network
(UTRAN), provides bhoth circuit switched and packet
switched services with enhanced multimedia applications.

As stated in 3GPP specification [7], the circuit switched
services are provided by VLR and the packet switched
services are provided by SGSN. The UMTS, like
GSM/GPRS, uses the concept of Authentication Vector
(AV) but unlike GSM/GPRS, the AV comprises of five
components: the random challenge (RAND), the expected
response (XRES), key for encryption (CK), integrity key
(IK) and the authentication token (AUTN). The
VLR/SGSN requests HLR/AuC for authentication. The
HLR/AuC computes the AV and is sent back as a response
to VLR/SGSN without any encryption applied to it. After
the authentication is completed, the cipher key CK is used
to encrypt the user data and signaling information.
Similarly, to preserve the integrity of the important control
signals, integrity key (1K) is used.

The GSM Consortium actually provided security to GSM
systems relying on security through obscurity where they
believed that the algorithms used in GSM would be very
hard to break if they were kept secret. Therefore, the GSM
specifications and protocols were kept secret away from
public to be studied and analyzed by scientific community.
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But, eventually, the GSM algorithms were accessed by
scientific community and now GSM is vulnerable to many
attacks [6, 7, 10].

In GSM/GPRS and UMTS, the links between MS-VLR
and VLR-HLR faces many security threats due the use of
conventional symmetric key encryption and mutual trust
of the parties. The VLR and HLR just rely on mutual trust
they have on each other.

To implement public key cryptography, a well defined
network infrastructure is needed. The Public Land Mobile
Network (PLMN) operators are the main candidates for
this to develop PKI in their systems. The 3G networks like
UMTS which offers services with very high data rates is
the most favorable for the operators to incorporate PKI
services to their customers. To verify the authenticity of
public keys, there should be a trusted third party, the
Certification Authority (CA), to issue digital certificates to
the users. These certificates are to be stored in the
SIM/USIM of the mobile station. The Mobile Execution
Environment (MEXE) is an application execution
environment which allows application programming and
creating a Java Virtual Machine (JVM) in the MS. Based
on the importance of secure transactions and the fact that
networks operators are the big candidates for PKI
implementation, it seems feasible to use public-private key
pair for intra-PLMN signaling as well as for secure e/m-
transaction. A new approach, with the introduction of
asymmetric key cryptography, has been adopted in [8].

5. Related Work

Asymmetric key approach supported by MEXE is another
reason to be favorable for operators to deploy Public Key
Infrastructure (PKI) in their systems. The asymmetric key
cryptography for authentication and encryption, as
mentioned in [8], is described below.

5.1 Asymmetric Cryptography in GSM/GPRS and
UMTS

As in GSM/GPRS, we consider the same three nodes: MS,
VLR and HLR/AuC. These nodes preserve the same roles
for all the three systems: GSM, GPRS and UMTS,
involved in the process of authentication and encryption.

The nodes VLR and HLR hold the same pair of public-
private keys, V_Hpk and V_Hpyk, Which facilitates the key
distribution  process because other interconnected
networks would need only one public key for
corresponding VLR-HLR transactions. A second option
could be to use separate public-private key pairs but it will
further complicate the key distribution process. The link

between VLR and HLR is secured using the VLR-HLR
public key (V_Hpy). The messages are encoded with this
key by any of the endpoints. At the receiving end, the
corresponding private key V_Hpk is used for decryption.

After the channels are assigned, the users are authenticated
through the exchange of messages among the nodes: MS,
VLR and HLR as shown in Figure 3. The MS (SIM on
mobile station) sends an ldentity Message to VLR which
includes the identity data (e.g. IMSI of the user) encrypted
with MS-VLR’s public key (MS_Vp). The VLR decodes
it using corresponding private key (MS_Vp,«) and extracts
the required information. The VLR encrypts it again with
VLR-HLR link public key (V_Hpu) and forwards it to the
corresponding HLR in Authentication Information
message. After it is decoded using VLR-HLR link private
key (V_Hp), the HLR sends the user’s public key
(MSpyk) back to the VLR in an Authentication
Acknowledgment message. The VLR sends a random
challenge RAND to the MS encrypted with the user’s
public key (MSpy) in Authentication Request message.
The MS decodes the random number, encrypts it with its
own private key and sends it back along with SK and IK
to VLR in Authentication Response message. The VLR
decrypts this message using the user’s public key and
checks if the random number is the same. If it is equal to
the random number held by VLR, it will indicate the user
authenticity as it has been signed by the user with his own
private key.

Public key cryptography is computationally extensive.
Therefore, it slows down the data rate. It can be better
utilized when it is used for secret keys transmission. The
SIM on the MS creates secret key (SK) and in case of

Identity Message
EMS_VpuK(I MSI)

Auth. Information
Ev peu(IMSI)

Auth. Acknowledge
MSpuk

A

Auth. Request
MS;k(RAND)

Auth. Response
MSei(RAND)| Eps veux(SKIIIK))

Figure 3. Authentication process using public key cryptography
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UMTS an integrity key (IK) for the integrity of signaling
messages. These two keys are concatenated, encrypted
with VLR’s public key (MS_Vpy) and are sent to the VLR
in the Authentication Response message. After the
authentication is successful, the data and signaling
information are encrypted with the keys SK and IK to
preserve the confidentiality and integrity of both the data
and signals.

The public key cryptographic approach discussed in the
above paragraphs is an obvious way of authentication and
securing the communication especially when it is used in
financial transactions like e/m-commerce. In this
approach, five messages are exchanged to authenticate the
user and to share the keys which brings signaling
overhead. In this approach, the user (MS) is authenticated
by the network before giving the service but it does not
authenticate the network. One can rely only on the fact
that both, the MS and the HLR, have the same secret key
Ki. This can be considered a weak network authentication,
but it will fail if the key Ki is stolen or accessed by a third
party. The denial-of-service attack is possible if the
attacker changes the authentication signaling (signal
integrity). In the next section, we propose a general
solution with reduced signaling for all the three systems
GSM, GPRS and UMTS to reduce the drawbacks
discussed above.

6. Authentication and Encryption in GSM,
GPRS and UMTS Using Public Key
Cryptography

Due to slow data rates, the public key encryption offers, it
is not encouraged to be used for communication
encryption. Instead, it is preferred for authentication and
secret key distribution to be used in symmetric key
encryption of the communication. To encrypt the data and
signaling, special secret and integrity keys like SK and IK
may be used respectively for communication encryption
and signaling integrity.

In this section, we present a solution based on public key
cryptography. This relies on the same concept of public-
private keys as mentioned in the section 5. The three main
entities, MS, VLR and HLR, are using four pairs of
public-private keys as shown in Figure 4(a).

These three entities exchange four messages with each
other as shown in Figure 4(b). The detail of the elements
in each of these messages is

Identity Message = Ey vew (IK||SK||[RAND) || Epeu (IMSI|| Ki)
Authentication Information = E,p.« (IMS||Ki)

V_Hpk: VLR-HLR link’s private key
V_Hpu: VLR-HLR link’s public key

M_Vp: MS-VLR link’s private key
M_Vpu: MS-VLR link’s public key

Hpr: HLR private key
Heu:  HLR public key

Me:  Mobile station’s private key
Mew:  Mobile station’s public key

Figure 4(a). Set of public keys used

MS VLR HLR

Identity Message >

Auth. Information

Auth. Acknowledge

<Forward Auth. Acknowledge

Figure 4(b). Authentication process using public key cryptography

Authentication Acknowledge = Mp.k
Forward Authentication Acknowledge = Ey..« (RAND)

The symbol ‘||’ represents the concatenation of two
elements. The MS creates secret keys SK, IK and a
random challenge RAND. It starts the authentication
exchange by sending an ldentity Message to the visited
VLR. This message includes concatenation of RAND, SK
and IK encrypted with public key M_Vp k. The IMSI and
Ki encrypted with public key Hp is also part of the
Identity Message as shown in Figure 4(b). Unlike the
approach in [8], the secret keys SK and IK are sent in the
first message.

The VLR uses the corresponding private key M_Vpk to
decode the part of the message and extract the needed
information RAND, SK and IK. The VLR forwards the
rest of message (Eppu(IMS||Ki)) unchanged in
Authentication Information message to the HLR. The keys
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SK and IK are used later for confidentiality and integrity
of both the data and signals respectively.

The HLR decodes the Authentication Information message
with its private key Hpx and gets the IMSI and Ki sent
from MS. The secret key Ki is used as a random challenge
for user/MS authentication. The MS and the HLR have the
same secret key Ki. The HLR compares the received Ki
with its own Ki. If they match, the user is authenticated. It
is difficult for a third party to change this secret without
being detected by HLR. The HLR can easily detect it
using IMSI of the requesting user sent in the Identity
Message.

Using the IMSI, the HLR finds the corresponding user’s
public key Mpk and is sent to VLR in the Authentication
Acknowledge message. This message acts as an indication
to the VLR that the user has been authenticated by the
HLR. The VLR uses the public key Mp to encrypt the
RAND challenge received from MS in the Identity
Message. The MS decrypts it with its own private key.
The result is compared with the RAND stored at MS. If
they are equal, the VLR is authenticated as it ensures the
MS that the VLR is the only entity having the MS-VLR
link’s private key M_Vp.

This approach includes all the benefits of the previous
systems. It keeps the user’s identity secret, the encryption
keys are distributed, users and network both are
authenticated. This entire process requires four signaling
messages reducing the signaling overhead.

An attack denial-of-service may be possible if the attacker
changes the signaling contents based on which the user
and network authenticates each other. For example, if the
encrypted content of RAND challenge is modified or if
IMSI or Ki is changed during transmission, the network
and user authentication will fail even if the user and
network are legitimate. To cope with this problem, Digital
Signature [9] can be used. The end-to-end integrity of the
authentication parameters should be ensured because the
end entities, the VLR/HLR and the MS, make the decision
of authentication. Therefore, to ensure the integrity of
message contents at the ends, hashing (H) function
combined with encryption may also be used. For example
the elements IMSI and KI may be hashed using the secret
key Ki and the resulted message digest is sent in the
Identity Message. This will ensure the HLR that the
parameters IMSI and Ki have not been altered during
transmission.

7. Conclusions

Wireless communication, having great features, is
attractive among users as well service providers. With the
increase in its use, security problems of confidentiality,
integrity, and authentication are also increasing. The
mechanism to solve these problems has changed to public
key cryptography from symmetric key cryptography. The
available public key cryptographic approaches are good in
security point of view but they are computationally
extensive as well as have more signaling overhead.
Furthermore, these approaches do not provide integrity of
the initial authentication messages and authentication of
the network.

In this paper, we proposed an enhanced model based on
the public key cryptography. In this model, utilizing the
real benefits of public key encryption, user as well as
network authentication is provided. The integrity of the
signaling used during the user and network authentication
is ensured. The secret keys for data encryption and
signaling integrity are distributed using public keys. These
benefits are achieved with fewer signals reducing the
signaling overhead.

As noted before, although, public key cryptography is
computationally very extensive which requires large
processing power, battery, and memory, but still the
approach we proposed is efficient to use than the others.
The rapid developments in Integrated Circuits (IC) and
Smart Cards (e.g. SIM) technologies, high speed
communication systems (e.g. UMTS), and significance of
secure transactions (e.g. e/m-commerce) make the
conditions more favorable to use public key cryptography.
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Abstract

The most challenging task of a character recognition system is
associated with segmentation of individual components of the
script with maximum efficiency. This process is relatively easy
with regard to stroke based and standard scripts. Cursive scripts
are more complex possessing a large number of overlapping and
touching objects, where in the statistical behavior of the
topological properties are to be studied extensively for achieving
highest accuracy. Certain amount of similarity exists between
unconstrained hand written text as well as South Indian scripts in
terms of topology, component combinations, overlapping and
merging characteristics. The concept of syllables and their
formulations is an additive complexity with regard to Indian
scripts. In this paper the statistical behavior of the cursive script,
Telugu, is presented. The topological properties in terms of
zones, component combinations, behavioural aspects of syllables
are studied and adopted in the segmentation process. The
statistical behaviour of cursive components are evaluated. Split
Profile Algorithm 1is proposed while handling touching
components. The proposed algorithm is evaluated on different
fonts and sizes. The performance of the proposed algorithm is
compared with two approaches methods viz aspect ratio and
syllable width approaches.

Keywords: Segmentation, Connected Components, Syllable
Segmentation, Touching Syllable, Split Profile Algorithm.

1. Introduction

Document image analysis and Optical Character
Recognition (OCR) systems are under continuous research
for decades. The transformation of paper media into the
searchable and revisable text format gives a great boost in

the field of language technology based research.
Automated content creation from printed or written form
of ancient and later versions of documents is the major
area of OCR research. Achieving accurate results under all
possible conditions remains as a challenging task. The first
step in this process is to achieve maximum efficiency in
character segmentation, which inturn reflects in OCR
accuracy.

Script topology plays a dominant role in the segmentation
process. Structural features describe the patterns of
topology and geometry while exploring global and local
properties. White spaces and pitch information are the
useful primitive parametric data of any segmentation
system. The notion of detecting vertical white space
between successive characters is an important concept
while dissecting images of machine print and even in hand
written documents. Apart from this, other topological
features like height, width and orientation etc., are useful
parameters. In case of fixed width characters, pitch
information provides effective segmentation. However,
variable width characters are found in almost all scripts
due to large number of font designers. As a result, various
segmentation approaches are proposed [1] in literature to
handle this complexity.

Structural properties of natural language script are another
useful piece of information, to be adopted while choosing
the segmentation approach. Scripts can be further
classified as stroke based, cursive and hybrid.
Segmentation of stroke based scripts can be performed by
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making use of properties like horizontal, vertical and slant
line information.

Segmentation approaches that are to be adopted for
cursive scripts are complex when compared with stroke
based scripts. Character shapes of these scripts posses
variable widths and sizes, originated from a combination
of more than one component. The topological or structural
properties of individual components and their associative
nature with other components transform the final shape,
occasionally leading to overlapping and touching
phenomena. Segmentation issues of these scripts are to be
addressed by considering common statistical properties
along with specificities of the respective class of
formulations. On the other hand, hybrid model is
associated with a set of strokes as well as curves. The
primitive shape (glyph) is to be treated as the main focus
of this model.

2. Review

Various segmentation methods adapted in document
image processing are described [1] by Richard G.Casey
and Eric Lecolinet. Profile based approach proposed [2]
by K.Ohta which is considered as a simple and effective
method for segmenting a print line. These approaches are
reported to be effective for non-cursive writing systems
and still found their applications even in handwritten
recognition systems. Detection of white spaces can be
effectively carried out on a structured text image.
Identification and extraction of vertical strokes is made
simple using this method. Analysis of peaks and valleys of
profile patterns extended the scope of profile method for
partial adaptation into touching character segmentation. In
[1], the profile was first obtained and then the ratio of
second derivative of this pattern to its height is used as a
criterion for identifying segment separation. The peak of
the derivative, which is associated with projection minima

converge the splitting points along the thin horizontal lines.

A peak-to-valley function is proposed in [3] by Y.Lu with
further improvements. Spatial domain characteristics

based on the topological features of the script are explored.

Valleys between successive peaks are extracted from the
profile function. An average function is used to identify
the extract segment point with a specific reference to
touching characters. A selection criterion of the
segmentation boundary is associated with discriminating
function of topological features of individual
characteristics.

Bounding box approach [4] is proposed by M.Cesar and
R.Shinghal as an alternative to profiling method. They

reported that the method is effective on stroke based script.

Splitting and merging of character component is reported

in [4]. The connected component approach proposed in
this work is mainly concentrated on defining specific rules
using height and width parameters of bounding box.. The
adjacency relationships between bounding boxes, their
size and aspect ratios are explored for splitting
mechanisms. Segmentation effectiveness is reported with
high degree of accuracies even at low computational
requirements. Extension of connected component
approaches is proposed in [5] by G.Seni and E.Cohen for
segmentation of hand written words in a document image.

The CJK script models are more predominant in strokes
and relationships among the strokes are well structured
[6]. Latin text, European language models describe the
dominance of strokes. The linear property of strokes is
explored in wusing profile based approach while
segmenting characters of all the above scripts.

North Indian scripts are hybrid in nature, combining
strokes and curves, where strokes are dominated by
curves. Linear spatial relationship in the form of
shirorekha (a straight line combining components) can be
found within the topological structure. The resultant form
of this linear relation is treated as zone, which is used to
establish correlation among strokes and curves within the
syllables. The top zone of the character resembles stroke
like geometry. The positional information of zone is
identified by finding the linear region from the profile
function of script line. Segmentation is achieved by
exploring the statistical properties [7,8,9,10,14] of zone
information using profile based methods.

Arabic and South Indian scripts are dominated by curve
like components. In Arabic scripts, the formation of
character is nonlinear and base line is identified by the peak
of wvertical profile function[11]. South Indian scripts are
derived from the writing style on palm leaves, resembling
cursive nature in machine print as well as hand written.
The process of character formulations resulting from
component combinations with zero width joiner and some
times with non joiner leading to overlapping phenomena.
Character formation in these scripts (also known as
syllable) deals with two part glyphs in certain cases,
deviating from the linear process. Notable number of non-
linear combinations exists in these scripts. Segmentation is
to be addressed by taking into consideration of all
processes, linear and non-linear combinations. In this
context, the statistical behavior of component shapes
within the boundaries of text line, any word and even a
syllable, influences the segmentation strategies.

In South Indian scripts, curves are more predominant and
extraction of zone information is complex. Syllable is
formed by a set of curves with high degree of similarity
among them. The individual components in the syllable are
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extracted and associated relationship is studied using zone
information. The extraction of zone information is
complex because of the non-linear distribution of glyphs
in the upper and bottom regions. Common properties are
reported in [12,13] by extensive statistical evaluation of
the profile function.

Profile method [11] found its use not only in printed text
but also in hand written text. Handwritten profile
information of the script line is used to identify the linear
portions of the script characters. The profile information
of a word differs from that of a line. At the same time,
multiple word combinations of a script line posses linear
behavior in the profile patterns. Extensive statistical
evaluation of various script lines is necessary while
formulating rules in the zone identification process.
Similar studies are extended to syllable segmentation in
the present paper. A detailed description of segmentation
model is presented in the following section.

3. Segmentation Model

The segmentation model in this paper explored the
statistical patterns of profile vector which signifies the
topology and geometry of printed text with specific
reference to cursive script of Telugu. Preprocessing steps
like binarisation, skew correction are carried out on the
document image before proceeding to segmentation
algorithm.
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Fig. 1 Canonical Syllable Model.

Four phases are proposed in the segmentation process.
First phase deals with line segmentation and extraction of
zone information, second phase deals with syllable
segmentation, third phase addressed the classification of
segmented syllables into touching and non-touching
objects and fourth phase is emphasised on segmentation of
touching objects using Split Profile Algorithm (SPA).

In the first two phases, connected component approach is
adopted for segmentation of syllable. Syllable model

proposed [13] by Pratap et al, presented in Fig. 1 and is
adopted in the present phase.

Topology of the syllable can be decomposed into
component like glyph objects. One base symbol object,
also treated as essential component, is the minimum
topology. In a complex conjunct syllable a maximum of
four other components will be positioned, as in the above
figure. The number of components may vary in between 1
and 5. However the topological features in the form of
zones is difficult to extract due to the inherent nature of
zero width joiner and non joiners between components.
This phenomenon reflected in the form of touching
syllables that are predominant in various font sizes.

Using the above model, syllable segmentation and
classification of touching syllable is carried out in phase 2
and 3 respectively. In the last phase, segmentation of
touching syllable is addressed with the help of SPA.
Topology of various syllable components is studied after
splitting the profile. Prediction of segmentation threshold
is carried out in the separation process of touching
syllables.

3.1 Line and Zone Separation

Different scripts posses varied structural features.
However machine printed document images are structured
in nature with a similarity around script line distribution.
The linear property from pixel distribution of Horizontal
projection Profile (HPP) is adopted for line segmentation.
HPP is obtained using Eq.(1)

Hep () =2 f (i, J) (1)

where i=1,2,3,.. M (Height of the object)
j=1,2,3....N (Width of the object)

White spaces between text lines are treated as delimiters in
ideal case. However under the influence of noise the
profile distribution between lines reflects the random
nature of noise information. In the present case, we
considered ideal scenario, where the noise component is
negligible. Starting point and ending point of script line is
found with certain amount of black pixel distribution,
using which the lines are segmented.

Pixel distribution of script line is studied on various
document images. Certain amount of linear behavior is
found in the form of peaks and valleys, reflecting the zone
information. The geometry of individual syllable does not
match with zones, which is also the case with certain
words where as multiple combinations of words found to
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be linear. One peak in the first half of profile distribution
is observed. This peak matched with zone separation line
between top and middle zones. However zone separation
line between middle and bottom zone is reflected in the
form of maximum slope in the later half of the profile
formation.

The detailed algorithm for Line and Zone separation is
listed below

Step 1 Extract horizontal profile vector for the whole
document image.

Step 2 Divide the Lines profile vector which consists of
starting and ending of the line in the image and
mark them as top line and bottom line respectively.

Step 3 Extract first line from the document image

Step 4 Divide the script line profile vector into two halves
along the length.

Step 5 Find the row with peak value of black pixel density
in the first half of the profile vector and mark it as
Head Line.

Step 6 Find the rows with peak values of black pixel
density in the later half of the profile vector.

Step 7 Find the slope of the valley from the row in Step 6
with respect to the successive row.

Step 8 The row with the maximum slope of the valley is
identified as the base Line.

Step 9 Extract the Top-Middle-Bottom zones of the script
line. Get the zone information for different script
lines.

Original document image 1is presented in Fig.2
Segmentation of lines and extraction of zone information,
as defined in steps 1-5, is presented in Fig.3 and Fig.4.

Fig. 3 Line & Zone separation fro horizontal profile.
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Fig. 2 Original Document Image.
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Fig. 4 Zone Information of text sample.

3.2 Syllable Segmentation

In an ideal scenario, individual glyph components (Fig.1)
can be decomposed using zone information. The canonical
space is extracted from the text document using connected
component approach with a reported [13] segmentation
efficiency of 95.72%, without addressing the touching
syllables. Similar approach is adopted in the present phase.
The component objects that are separable, are identified
with the help of labeling approach. Grouping of core and
non-core components are carried out while segmenting
syllable objects. These objects may include touching
syllables also. The syllable segmentation is given below

The detailed algorithm is as follows:

Step 1 Extract the zone information for different script
lines.

Step 2 Label the pixels by scanning them from left to right
in each row and row after row.

Step 3 Find adjacent labels and connect the labels to form
basic components.

Step 4 Find unique labels and extract component with
unique labels

Step 5 Identify whether it is core component or non-core
component using zone information

Step 6 Merge the non-core components with core
components using zone information.

Step 7 Extract the Syllable from the input text image and
draw the bounding box.

The concept of core component and other components in a

syllable as proposed by Pratap Reddy et al. [13] is a

reflective mechanism of the topology and geometry with

regard to Telugu script. This property is explored in steps

1-7 and the result is presented in Fig.5.
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Fig. 5 Segmented Syllables of document image.

3.3 Classification of Correctly Segmented Syllables

In the process of improving segmentation efficiency, it is
required to classify the correctly segmented syllables
against the others. The syllable objects, extracted from the
previous stage are a combination of touching and non-
touching syllable objects. Aspect ratio (the relation
between component height and width) is a simple
approach adopted for this purpose which is defined in

Eq.(2).

. Component Width
Aspect Ratio(A) = 2)
Component Height

The optimum threshold Thagp is defined in Eq.(3)

N
2 Al
N

Thpgp =

Thysp is an averaging function of the relationship between
component objects, which is used as a threshold value.
The syllable object with A > Thygp is treated as touching
syllable. Segmented output after adaptation of aspect ratio
is presented in Fig.6 and Fig.7.
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Fig. 6 Syllables classified as Single Syllable using Aspect Ratio.
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Fig. 7 Syllables classified as Touching syllable using Aspect Ratio
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Fig. 8 Height and width variation of Syllable.

Topology of the script is so complex, at times height and
width of a syllable posses large variations as described in
Fig.8

The variables A,B,C define the height of top zone, middle
zone and bottom zone layers. P,Q,R variables are
computed as A+B, B+C, A+B+C respectively. It is quite
interesting to see that the syllable height may have varying
combination among B, P, Q, R. Similarly two different
specifications can be made with regard to syllable width M,
defined as core width and N, as modifier width. Two
possibilities always exist. The width of the syllable may be
M or some times extends to M + N depending on the type
of modifiers. The value of M and N differs for each core
component as well as modifiers. The possible combination
of aspect ratio finally leads to 8 different types for each
type of core component. There are 36 different types of
core components, where the width and sizes differs
slightly. In addition to that another 13 modifiers exists.
The entire complexity can be visualised in the form of
classification error leading to isolated syllables pushed
into touching syllables. This error influences segmentation
efficiency up to a large extent.

While resolving the segmentation problem and to reduce
the classification error, it is necessary to identify effective
classification mechanism. As per the evaluation in [15] the
syllable groups and their frequency statistics reveal the
fact that modifier combinations are only 16% of the text
information. Large numbers of syllable groups are focused
around core width. Average syllable width is one of the
parameter for better judgment.
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The optimum threshold for classification of syllable
objects is redefined as Thgyw (Average Syllable Width),
and is given in Eq.4

N .
2O 4)

The outcome of the classifier using Thgyw is presented in
Fig.9 & Fig.10. It is observed that the error is now reduced
further, while classifying touching syllable only.
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Fig. 9 Syllables classified as Single Syllable using Syllable Width.

Py

Fig. 10 Syllables classified as touching syllable using Syllable Width.

After careful analysis on 38,419 syllables (12,14,16 &19
font sizes) of Anupama font, it is found that segmentation
efficiency is 91.39% for Aspect ratio, where as 94.48%
for Syllable width. An improvement of 3 % is observed.
For Gowthami font (30,871 syllables) segmentation
efficiency is observed as 86.63% and 89.20% for aspect
ratio and syllable width respectively. In the case of
Priyanka font average efficiency is observed as 81.73%
and 87.32% respectively.

3.4 Split Profile Algorithm

The topology of the syllable, where cursive nature is more
predominant, provides information about the placement and
their relationship among the glyphs. The syllables are
formed with the placement of glyph(s) with varying style
and sizes. In certain occasions one syllable may overlap
with the next syllable. This situation may appear at
different zones of the syllable, resulting in complex
behavior. The statistical analysis on different fonts

(Anupama, Gowthami and Priyanka) reveals the fact that
large number of overlapped characters is present in small
sized font structures. Some syllables with large width may
be classified as touching syllable. They will play a major
role on segmentation efficiency. Connected component
approach fails in segmenting the touching characters for
the reasons explained above.

To handle this problem we propose an alternative method,
Split Profile Algorithm, where the profile information of
the touching syllable will be split into two parts and the
geometric features are studied for identification of
touching labels.

Two parameters are introduced in the algorithm. The first
one ‘Horizontal Split Threshold” (STy) which is used to
identify the splitting index of the text line segment. The
second one ‘Vertical Split Threshold” (STy), to identify
the segment boundary of touching syllable.

Horizontal split threshold is defined as
STy = Head Line + ((Bottom Line — Head Line)/2)
Vertical split threshold is defined as

STy = 2™ transition point from low to high in the lower
part of the profile

Either the top segment or bottom segment can be
considered for extraction of syllable index. The topology
of the touching characters is mostly associated with
positional structure of glyph like components. In this
context one of the line segments will provide positional
information of the above components. Vertical profile of
the respective portions of line segments is plotted for this
purpose. The profile part with multiple segments is used
for defining segmentation index. From the statistical study
it is observed that the starting point of the second
component is the most likely predicted segment boundary
from STy. The split profile algorithm which was applied is
as follows

The algorithm for SPA

Step 1 Get the horizontal profile of the syllable

Step 2 Split the horizontal profile using ‘STy’

Step 3 Get the vertical profile for the lower part of the
image.

Step 4 Split the touching syllable by using Vertical Split
Threshold ‘STy’ index from the scaled profile
obtained from step 3.
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Fig. 12 Scaled Vertical Profile for the lower part of the First Syllable. Figure 14. Scaled Vertical Prgﬁllf kf)(l)r the lower part of the Second
yllable

Table 1: Output for the first syllable after SPA

Table 2: Output for the second syllable after SPA
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Fig. 15 Segmented Syllables of text sample after SPA

SYLLABLE BASED SEGMENTATION

100.0 |
95.0 |
100 .—.—.’.—._.—.\./'\.
85.0 | ‘\‘\‘/A—A—H_‘/N
80.0 |
750 | Nt

70-0\\\\\\\\\\
1 2 3 4 5 6 7 8 9 10

—8— Syllable width & SPA No of Samples

—a— Syllable Width
—&— Aspect Ratio

% of Segmentation

Fig. 16 ANUPAMA for size 12.
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Fig. 17 ANUPAMA for size 14.

The first bounding box of the touching syllable in the
earlier Fig.10 is considered for evaluation. Fig.11 and
Fig.13 depict the complete profile of the two syllables,
where as Fig.12 and Fig.14 is presented with scaled
vertical profile of the linear segment after applying the

STy and the split profile STy. Segmented syllables after
adaptation of STy are presented in Table 1 and 2. Fully
segmented syllables after the Split Profile Algorithm is
presented in Fig.15. Various combinations of touching
syllables, which lie in various zone combinations are
studied with the help of above algorithm.
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Fig. 18 ANUPAMA for size 16.
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Fig. 19 ANUPAMA for size 19.

Efficiency comparisons between Split Profile Algorithm,
Syllable width and Aspect Ratio are presented in Fig.16 to
Fig.19
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4. Results

The proposed algorithm is evaluated on 1,11,582 syllables
of Anupama, Gowthami, and Priyanka font. Segmentation
is carried out on font sizes of 12,14,16 and 19. Syllable
segmentation efficiencies of aspect ratio, syllable width
and Split Profile Algorithm for Anupama font is presented
in figures 15 to figures 18. SPA outperform with 100%
segmentation efficiency on the sample set of size 14, 16
and 19. The syllable width based approach is observed
with average segmentation efficiency of 98%. The aspect
ratio based approach is observed with segmentation
efficiency ranging from 97.93% to 98.04%. For font size
12, SPA is observed with maximum segmentation
efficiency of 92.98% against 84.15% and 76.12% with
syllable width and aspect ratio respectively. However,
when evaluated on samples of font sizes 12,14,16 and 19,
the average segmentation efficiency of SPA is observed as
92.98%, 100%, 99.96% and 100% where as syllable width
approach is observed as 84.15%, 98.65%, 98.77% and
98.98% and aspect ratio is found to be 76.12%, 97.93%,
97.63% and 98.04% respectively. Comparison of
segmentation efficiencies for different fonts and sizes
presented in Table 3, 4 and 5

Table 3: Aspect Ratio

Font Size | 12 14 16 19

Font Type Segmentation efficiency

Anupama 76.12 | 97.93 | 97.63 | 98.04

Gowthami 73.75 | 95.00 | 92.95 | 95.42

Priyanka 50.44 | 85.13 | 97.72 | 98.98

Table 4: Syllable Width

Font Size | 12 14 16 19

Font Type Segmentation efficiency

Anupama 84.15 | 98.65 | 98.77 | 98.98

Gowthami 76.89 | 97.01 | 96.68 | 97.14

Priyanka 62.21 | 91.41 | 98.61 | 99.52

Table 5: Split Profile Algorithm

Font Size | 12 14 16 19

Font Type Segmentation efficiency

Anupama 92.98 [100.00 | 99.96 [100.00

Gowthami 88.95 | 99.77 | 99.26 | 99.40

Priyanka 76.68 | 97.55 | 99.67 | 99.96

5. Conclusions

Topology and geometry is observed to be one of the
important information of any script. Extensive study of the
statistical properties with regard to topology is crucial
while improving segmentation accuracy. In this paper an
attempt is made towards this direction on popular cursive
script Telugu. Profile function is considered for separating
the linear region over non linear portions in the script line
as well as touching syllables. A general approach
(connected component approach) on these scripts is
compared with the proposed Split Profile Algorithm. The
highest performance of average segmentation efficiency
with SPA is observed as 99.98%, 99.47% and 99.05% on
ANUPAMA, GOWTHAMI and PRIYANKA fonts
respectively. Experimental evaluation of the proposed
algorithm on small font sizes is in progress. Extension of
the proposed algorithm at the level of segmentation and
classification with apreori knowledge is in progress.

References

[1] Richard G.Casey and Eric Lecolinet, “A survey of methods
and strategies in character segmentation” IEEE Transctions
on Pattern Analysis and machine Intelligence, vol. 18, No.
7, pp. 690-706, July 1996.

[2] K. Ohta, I. Kaneko, Y. Itamoto, and Y. Nishijima,
“Character Segmentation of Address Reading/Letter Sorting
Machine”  for the  Ministry of Posts and
Telecommunications Of Japan, NEC Research and
Development, vol. 34, no. 2, pp. 248-256, Apr. 1993

[3] Y. Lu, "On the Segmentation of Touching Characters," Int'l
Conf. Document Analysis and Recognition, Tsukuba, Japan,
pp. 440-443, Oct. 1993.

[4] M. Cesar and R. Shinghal, ”Algorithm for Segmenting
Handwritten Postal Codes,” Int’l J. Man Machine Studies,
vol. 33, no. 1, pp. 63-80, July 1990.

[5] G. Seni and E. Cohen, "External Word Segmentation of
Off- Line Handwritten Text Lines," Pattern Recognition,
vol. 27, no. 1, pp. 41-52, Jan. 1994.

[6] K.W. Gan, K.T. Lua, “A new approach to stroke and feature
point extraction in Chinese character recognition”. Pattern
Recognition Letters, Vol. 12 , no. 6, pp 381-386 , June 1991

1JCSI
www.lJCSl.org



IJCSI International Journal of Computer Science Issues, Vol. 7, Issue 3, No 9, May 2010 26

www.IJCSIL.org

[71 B.B. Chaudhuri, U. Pal, “A complete printed Bangla OCR
system” Pattern Recognition, vol.31, No. 5, pp. 531- 549,
March 1998.

[8] Veena Bansal, R. M. K. Sinha, “Integrating knowledge
sources in Devanagari text recognition system”, IEEE
Transactions on Systems, Man, and Cybernetics, Part A :
Systems and Human, vol. 30, no. 4, pp 500-505, July 2000.

[9] M. K. Jindal, G. S. Lehal, R. K. Sharma, “A Study of
Touching Characters in degraded Gurmukhi Script”, World
Academy of Science, Engineering and Technology, vol.4,pp
121-124, 2005

[10] U. Pal and Sagarika Datta, “Segmentation of Bangla
Unconstrained Handwritten Text”, Proceedings of the
Seventh International Conference on Document Analysis
and Recognition (ICDAR 2003),August 2003.

[11] Liana M. Lorigo, Venu Govindaraju, “Offline Arabic
Handwriting Recognition: A Survey” IEEE Transactions on
Pattern Analysis and Machine Intelligence, vol. 28, no. 5,
pp. 712-724, May 2006

[12] Pratap Reddy L, Satyaprasad L, ASCS Sastry, “Middle
Zone Component Extraction and Recognition of Telugu
Document Image”, Ninth International Conference on
Document Analysis and Recognition,(ICDAR 2007), Vol 2,
pp 584 — 588, September 2007.

[13] Pratap Reddy, L. Sastry, A.S.C. Rao, A.V.S. Venkat Rao,
N., “Canonical syllable segmentation of Telugu document
images”, TENCON 2008 - IEEE Region 10 Conference , pp
1-5, Nov-2008.

[14] M. K. Jindal, R. K. Sharma, G. S. Lehal “Segmentation of
touching characters in upper zone in printed Gurmukhi
script”, ACM Annual Bangalore Compute Conference,
Article No.: 9, 2009 .

[15] L. Pratap Reddy, "A New Scheme for Information
Interchange in Telugu through Computer Networks", Ph.D.
thesis, Department Electronics and Communication,
INTUniversity, Hyderabad, INDIA, May 2001.

L.Pratap Reddy received his B.E degree in
Electronics and Communication Engineering
from Andhra University, India in 1985,
M.Tech. degree in Electronic Instrumentation
from Regional Engineering College,
Warangal, India in 1988 and Ph.D. degree
from  Jawaharlal Nehru  Technological
University, Hyderabad, India in 2001. From
1988 to 1990 he was lecturer in Department of
Electronics and Communication Engineering at Bangalore Institute
of Technology, Bangalore, India, from 1991 to 2005 he was faculty
member at INTU College of Engineering, Kakinada, India. Since
2006 he is with Department of Electronics and Communication
Engineering and presently he is Professor and Head of the
department at INTUH College of Engineering, Hyderabad, India.
His current activity in research and development includes, apart
from telecommunication engineering subjects, Image Processing,
Pattern Recognition and Linguistic processing of Telugu language.
He published more than 50 research publications in various
National, Inter National conferences and Journals. He is active
member in professional bodies like ISTE, IE, IETE, and CSI.

T.Ranga Babu received his B.E. degree in
Electronics and Communication Engineering
from University of Madras, India in 1992,

M.S. degree in Electronics & Control Engineering from Birla
Institute of Technology and Science, Pilani, India in 1999 and
M.Tech. degree in Electronics and Communication Engineering
with specialization in Digital Electronics and Communication
Systems from Jawaharlal Nehru Technological University College
of Engineering (Autonomous), Anantapur, India in 2004. From
1992 to 2003 he was worked as faculty member in the Department
of Electronics and Communication Engineering at different
educational institutions and from 2003 he is working as Assistant
Professor in the Department of Electronics and Communication
Engineering at R.V.R & J.C. College of Engineering, Guntur, India.
Currently he is working in the area of Image Processing, Natural
Language Processing, Pattern Recognition and pursuing his Ph.D.
in Jawaharlal Nehru Technological University Hyderabad, India.
He is a Life member of ISTE, IETE, CSI and IACSIT.

N.Venkata Rao received his B.E degree in Electronics and
Communication Engineering from Bangalore University, India in
1985 and M.Tech. degree in Electronics
and Communication Engineering with
specialization in Instrumentation and Control
Systems from Jawabharlal Nehru
Technological University, Kakinada, India in
. He has 22 years of teaching experience as
Assistant Professor, Associate Professor,
Professor and he is currently working as
Professor in the Department of Electronics
and Communication Engineering, Sri Vasavi
Engineering College, Tadepalligudem, India. He has published 7
research papers in various National, Inter National conferences.
Currently he is working in the area of Natural Language
Processing, Image Processing, Pattern Recognition and pursuing
his Ph.D. He is a Life member of ISTE and IETE.

B.Raveendra Babu received his M.S
degree in Software Systems from Birla
Institute of Technology and Science, Pilani,
IN 1997, M.Tech degree in Computer
Science and Engineering from Anna
University, Chennai IN 2000, Ph.D degree
from S.V.University, India in 1992. He has
26 years of teaching experience as
Assistant Professor, Associate Professor,
Professor and he is currently heading the
Department of Computer Science and Engineering at RVR & JC
College of Engineering, Guntur. India. He is presently Chairman,
Board of studies for Computer Science and Engineering, Acharya
Nagarjuna University, India. He has published more than 20
research publications in various National, Inter National
conferences, proceedings and Journals. His research areas of
interest include VLDB, Image Processing, Pattern analysis and
Wavelets. He is a life member for ISTE and CSI, member for ACM
and IEEE Computer society.

1JCSI
www.lJCSl.org



1JCSI International Journal of Computer Science Issues, Vol. 7, Issue 3, No 9, May 2010

ISSN (Online): 1694-0784
ISSN (Print): 1694-0814

27

Information Security and Sender’s Rights Protection

through Embedded Public Key Signature

Vineeta Khemchandani?, Prof G.N.Purohit?

! Department of Computer Applications, JSS Academy of Technical Education

NOIDA, Uttar Pradesh, 201301, India

2 AIM & ACT, Banasthali University
P.O, Banasthali Vidyapith, Rajasthan, 304022, India

Abstract think of new security
Information security is not just to provide an
authenticity and integrity to the data, but there is also a

protecting the rights
tampering and illegal

requirements like
of originator against
distribution of the

need to seek identity, rights of use and origin of
information, which may require some degree of
process re-engineering. Rarely security technologies
like digital signatures can be simply “plugged in”
without streamlining the process. In this paper we
address the problem of information security and
protecting the rights of originator of the structured
document from ill-intentioned recipient who can
modify the received decrypted information. At sender
end, a public key signature is generated using SHA-1
or SHA-2. Signature is embedded into raster image of
the document using non-invertible robust public key
watermarking technique based on orthogonal signals
concepts. The document is then encrypted with public
key of the receiver using RSA algorithm to achieve
confidentiality and authorization. The proposed
scheme uses correlation analysis to detect embedded
signature to authenticate message. This scheme also
uses Gauss-Jordan method to derive the signature
from the watermarked image to verify ownership. The
study is corroborated with result and application of the
proposed technique to prevent forgery and alteration
in e-cheque document.

Keywords:  Digital  Signature,  watermarking,
Information Security, Rights Protection, cheque
alteration, signature forgery.

1 Introduction

Over the past few years there has been
tremendous growth in computer networks
especially in the field of World Wide Web. This
phenomenon coupled with the exponential
increase of computer performance, has facilitated
on-line business operations like shopping,
trading, cheque truncation, bill presentment. Due
to massive use of personal computers, network
and the Internet, new features of security are in
need. In addition to  confidentiality,
authentication, integrity and control, one must

information by the intended recipient, as an ill
intentioned authorized recipient can modify and
redistribute the decrypted information.

It is well known that cryptography deals with
unauthorized access but there are functional
limitations like requirement of global clock
synchronization, handshaking and costly tamper
proof hardware. Digital watermarking is a
technique based on digital signal processing
which inserts extra signal to digital contents for
discouraging illicit modification and distribution
of information and to authenticate watermarked
contents. But, digital watermarking has the
following limitations: -

(a) No transmission security — due to lack of
public key algorithms.

(b)Text information - Due to binary block format
of the text, embedding new bits in the text may
introduce irregularities that are visually
noticeable.

This paper presents a technique, which contains
strengths of digital signature and digital
watermarking both so as to provide a secure
transmission of messages. Thus the rights of
sender on digital content are protected. Figure 1
illustrates an approach that wuses raster
representation of the document in which digital
signature is embedded as watermark. Public key
signature protects the document from any
intruder, while embedding it as resilient, non-
invertible and robust watermark prevents non-
trusted receiver to modify the contents of the
document.
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Figure 1 Public Key Cryptosystem with embedded digital signature

The rest of the paper is organized as follows.
Section 2 presents digital signatures and
watermarking, section 3 describes digital
signature generation and embedding procedures,
section 4 contains detection of watermark to
prove authenticity, and section 5 contains
verification of watermark to prove ownership,
experimental results are then discussed in section
6 for the purpose of performance evaluation.
Conclusion will be given in section 7.

2 Digital Signatures and
Watermarking

The ownership protection, authentication and
integrity of structured document is necessary and
important. Encryption and digital signature
techniques protect against eavesdroppers, for
sure, but the main attacks are likely to be from
validly connected end-users who go on to
redistribute the received data more than they are
entitled to. Digital signature uses “Public-Key
Cryptography” which employs an algorithm
using two different but mathematically related
“keys” one for creating signature, and, another
for wverifying signature. Compare this to
information hiding the cryptographic signature is
embedded into the information itself.
Watermarking [1] is a security technique in
context of protecting content of information from
authorized user. It is as old as paper production
is and protects rights of author/originator. This
technique is basically used to identify any
processing and modification in the contents.

2.1 Digital Signatures

Digital signatures have been accepted in several
national and international corporations, banks
and government agencies. The fundamental
process involved in digital signature is a hash
function. A number of hash functions are
proposed in the literature. The MD5 message
digest algorithm,[2] was developed by Ren
Rivest at MIT. MD5 generates a 128 bits
message digest out of a variable length message.
Another hash algorithm SHA (Secure Hash
Algorithm) was developed by National Institute
of Standards and Technology (NIST) and
published as a federal information processing
standard [3] in 1993.Revised version of SHA is
implemented in C language and referred as SHA-
1 [4]. It generates 160 bits message digest. SHA-
1 has achieved level of Standard because it
generates 32 bits longer message digest than
MDS5, using a brute force technique for a given
digest the difficulty in achieving message is of
the order of 2'°° operations in comparison to 2'**
operations in MD5.In the draft FIPS 180-2 NIST
published SHA-2 as a new version of secure
hash algorithm. SHA-2 offers, SHA-1, SHA-
256, SHA-384 and SHA-512. In other words
SHA-2 may have outputs160, 256, 384, and 512
bits of message digest. However, SHA-2
algorithm uses fixed and predefined parameters
that may be vulnerable to attack.

Digital signature can save the message from third
parties [5] but once an encrypted message is at
receiver end, an ill-intentioned receiver can

1JCSI
www.lJCSl.org



1JCSI International Journal of Computer Science Issues, Vol. 7, Issue 3, No 9, May 2010 29

ISSN (Online): 1694-0784
ISSN (Print): 1694-0814

easily decrypt, modify and distribute the
message for commercial benefits. This means the
sensitive information in these messages cannot
be protected from modification and redistribution
from the authorized receiver using encryption,
access restriction and hiding information behind
firewalls.

2.2 Digital Watermarking

A digital watermark is a distinguished piece of
information that is adhered to the data that it is
intended to protect. Several embedding
techniques [1, 6-8] have been specially
developed for use with text but most of these
techniques either change word or line spacing or
make change on the character boundary which
require original document to detect watermark to
authenticate sender. These techniques cannot be
simply used to embed digital signature due to
involvement of integrity issues with digital
signature applications.

Tao Chen, et al suggests a combined digital
signature and digital watermarking scheme [9]
for image authentication and content protection.
In this scheme content dependent random k bits
are extracted from N blocks of image to obtained
K X N bits signature, which is embedded back to
the image using secret key. Due to requirement
of large number of keys this method cannot be
used in applications requiring transmission of
data.

Ding Huang presents a text watermarking
technique [10] that expands and shrinks widths
between words to represent inter word distance,
as sine wave. In this method sine wave is coded
as watermark. This technique cannot be used to
send confidential message, as it does not use any
key.

Chang & Chang presented a sender-buyer
protocol [11] where digital signature containing
sender, buyer and trading information is
embedded in the image as barcode image. This
scheme protects the embedded trading message
and ensures integrity of image but does not
authenticate the sender, as digital signature is not
based on content of the information.

Cor et al [12] proposed secure spread spectrum
watermarking scheme. A  two-dimensional
spectrum signal is generated. 128 low bits of the

spectrum signal are modulated with 128 bits of
the owner’s secret key. Adding modulated signal
back to the image generates the watermark
signal. Inverting spectrum signal, which is then
added to the image, generates watermark signal.
Drawbacks of this scheme are (1) it requires
original image to detect the watermark and (2)
Every time new binary key is needed to protect
new image.

Natrajan presented a paper for watermarking of
digital images to detect or verify ownership [13].
In this method most common RSA & DSS public
key signature generation algorithms are used to
generate public and private keys of user. This
method involves computing message digest
using MD5 of image I of M rows and N
columns. Message digest is encrypted with
private key to generate digital signature. Low
order bits of DS are modulated to as watermark
and inserted back into the image.

We can summaries that, in order to protect
document integrity and rights of owner on the
document the crypto signature should be content
based and public in order to avoid the large
number of secret keys. Secondly such a scheme
should not require original document to detect
and verify the ownership and should be
computationally inexpensive.

The goal of this work is to design a cipher model
that contains strengths of digital signature and
digital watermarking both to provide secure
structured document transmission and to detect
and verify ownership to prevent alteration and
forgery. The approach uses raster representation
of the document in which digital signature is
embedded as watermark. Public key digital
signature protects the document from third party
while embedding it as watermark prevents non-
trusted receiver to modify the contents of
document.

3. Embedding Digital Signature

3.1 Image representation of a message

The process starts with calculating size of the
text information and then converting it into its
digital image representation. Input text is stored
in string format before conversion. Size of the
text is calculated in the form of an invisible
drawing in the context of memory device. The
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height and width are calculated as shown in
figure 2..
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Figure 2: Image size Measurement

Image height = (Ascentt Descentt+ bearing) *

No. of lines in text message 1)
Image width = = Max (x [i]); 0<= i <=no. of
lines (2)

True color RGB model is used to represent
image as a bit frame of size width*height, where,
each square represents a value of bit as function f

(X, y)-

(f(x,y)=[0,1], | x=0 to width, y = 0 to eight}
(3)

A total number of 32 frames for a single image
are used [14]. The first 8 frames represent
transparency; the next 24 frames (8 per color) are
used to represent Red, Green and Blue colors
respectively. The binary values (0 or 1) in
corresponding bits from each of the 32 bit planes
result in a binary number to represent pixel’s
intensity level from 0 to 2 ** —1 (full intensity).

For each bit, in all 32 bit frames, value of
function f(x, y) is set to 0 to create a white
background image.

{f (x,y) =0|x=0 to width, y = 0 to height}
“

Value of function f (x, y) is manipulated at a
specific location in all the bit frames to draw text
pattern on the background image. Intensity of the
image is set in all 32-bit frames to get a specific
pixel value [15-17]. Values of pixels stored in

memory are grabbed into a vector of size width *
height.

3.2 Generation and Embedding of Digital
signatures

This process starts with calculating a message
digest from two-dimensional message signal M
of m rows and n columns. One-way hash
function H operates on input message M of
arbitrary length and returns a fixed length hash
value h, i.e. H (M) = h. It has additional
characteristics as follows:

(i) Given M it is easy to compute h,

(i1) Given h it is hard to compute M / such that H
M)=h

(iii)) Given M it is hard to compute another
message M’ such that H(M)=H (M”).

Several methods are developed to find hash
function [2-4]. Here SHA-I algorithm is used to
generate unique 160 bits.

Then RSA algorithm is used to encrypt fixed
length message digest using owner’s private key
to generate owner’s public key signature vector
[5]. Since RSA algorithm is based on the fact
that there is insufficient way to factorize very
large number, deducing the RSA key, therefore,
requires very high computer processing time.
RSA algorithm has also become de facto
standard for industrial strength and built into
many of the software products like Netscape
Navigator and Internet Explorer.
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Next, the bits of digital signature are modulated
and transformed to compute watermark signal.
Length of the watermark signal may be same as
that of digital signature or it may be based on
first, middle or last bits of the digital signature as
long as they are consistent. This selection is
based on the criteria that too small Watermark
signal is vulnerable to attack and too large
watermark signal takes large computer power.

Embedding watermark signal Xs into message M
involves selecting a random block of m non-
overlapping continuous rows and averaging
these m rows to find average row vector R
referred to as reference vector. Original
watermark signal Xs is orthogonalized with
respect to vector R to make inserted signal
independent from the reference signal and
eliminate cross talk [18]. Thus, the vector Ws'
constructed out of W entries by modulating
digital signature is [12, 19, 20]

AN

Ws’ =Xs—(Xs.R)R (5)

A gain factor is calculated from Ws’ across all m
rows to ensure that strength of the watermark
varies smoothly.

li=ccos(2mi/m)Ws’ (6)

Value of ¢ is adjusted to maintain quality metric
PSNR to minimum 30 DB, to avoid white visible
marks on message signal. This small scaled
version of the Ws/is added back to m rows of the
original signal to generate watermarked signal M
', where value of the bit function f ' (x, y) is
given as.

i+m i+m

Ut ey = feny+1(x-iy) 7(a)

i—1

-

f'(xr,y)= U f(Xr,y) 7(b)

r

|
=4

-1

h-1
U f'xey)= J fxy) 7(c)

r=i+m+l r=i+m+l

where 0 < random (i) < w-m

Other blocks of m rows can be selected pseudo
randomly to embed additional watermarks using
same Xs signal. All Xs and corresponding
reference vectors are stored for detection

purpose.
3.3 Encrypting watermark signal

RSA algorithm [5] is used to further encrypt
watermarked signal M’ using public key (d, n) of
the receiver to achieve data integrity and
confidentiality over network

M= {f’(x,y) | x =0 to width, y = 0 to height}
C=M" modn )

4. Detection of Watermark to prove
authenticity

The message received is decrypted using private
key (e, n) of the receiver to assure for the sender
that only authorized receiver can access message
and data in the message has not been modified
during transmission. To assure the receiver that
message has come from the authentic sender.
The watermark inserted in the message is
detected.

M=C° modn 9)

A detection criterion is established using
correlation analysis [19, 20]. Watermark is
detected using the reference vector R and the
watermark vector Xs sent with message itself. Xs
is orthogonalized with respect to R to obtain Ws.
Watermarked message is scanned from starting
in blocks of m rows. An average vector is
calculated from each block and orthogonalized
with respect to reference vector R to find
expected watermark vector EWs. EWs is
correlated with the watermark vector Ws to test
relative closeness.

EWsWs

g =SS 10
| EWs||Ws| (10)

If correlation coefficient is above a threshold
value (between 0.5 & 1) then received document
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contains the watermark and assumed to have sent
by an authentic sender.

Hundreds of random watermarks are synthesized
with the same spectral properties as Xs.
Correlation of each of these watermarks is
computed with watermarked image. If later and
former correlations are far apart it is likely that
image contains watermark.

5 Verification to prove ownership

Figure 3 presents the procedure to protect rights
of sender by deriving watermark from the
watermarked image of the signal. Signature
derivation will prove ownership of the sender if
message is redistributed. At the same time it will
restrict authorized receiver to illegally modify
the message because in case of modification
extracted signature will not match with the
original signature of the sender.

Claimant can prove the ownership by presenting
original image and the position where watermark
was inserted. Gain factor is constructed by
subtracting original image from watermarked
image and orthogonal watermark Ws ’ is also
constructed.

W atemarkad
Origina Messaze Iessaze
Ser
Extraction
D o (s
l\'\_,-’
Taskmg T
Ella

Figure 3: Detection & verification of signature

Vector triple product is applied to find value of
Xs from equation (5).
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Gauss Jordan method is applied to equation (12)
to find components of vector Xs., where m, is
length of vector R. Digital signature S of sender
is constructed from Xs after removing all
modulations and transformations. If, S and Xs
are same, ownership of the sender is proved.

6 Implementation and Results

In this section we present the simulation results
by implementing orthogonal signals based
public-key watermarking algorithm.. We used a
32-bit RGB model to represent the cheque image
using JAVA advanced imaging classes. We used
SHA-1 algorithm to find message digest and
RSA algorithm to encrypt message digest. We
orthogonalized signature with respect to average
vector found from selected block and embedded
a scaled version of orthogonalized signature back
to the selected block. PSNR was set to minimum
30 DB to avoid white noise. Overall image was
encrypted with public key of the recipient to
achieve confidentiality and integrity. Signature
was detected using correlation analysis. Figure 4
shows 32-bit raster image of the document.
Figure 5 shows watermarked image with PSNR
76DB and figure 6 shows the decrypted image.
This image is used to detect the watermark using
correlation.

The performance of the proposed algorithm is
shown in figure 7. Correlation factor is found
corresponding to the true signature derived from
the original document and corresponding to the
100 randomly selected signatures. The
correlation factor corresponding to true signature
is between 0.9 and correlation factor
corresponding to false signatures is negative or
below 0.6.
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Figure 4: Original Cheque Image
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Figure 5: Image of with embedded signature (PSNR -76.98141537143279)
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Figure6 6: Received & Decrypted image
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Figure 7: Correlation spread of watermarked image. Central spike corresponds to true signature and other points to randomly
generated candidate signature
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7 Conclusions

Most of the trading, banking and investment
applications are based on exchanging structured
documents over global network. For technical
excellence and business values of these
applications, security of information and
sender’s rights on information plays an essential
role in  overall transmission  system.
Cryptography alone can be an effective solution
to all these problems but in most of instances in
the form of costly and specialized hardware to
create tamper proof devices. In this paper we
have presented a software-based approach,
which combines digital signature technology
with robust watermarking technique to achieve
authenticity, confidentiality, integrity and
restricting alteration and forgery in information.
The proposed technique is tested to prevent
forgery of signature and alteration of information
in cheques.
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Non linear Image segmentation using fuzzy ¢ means
clustering method with thresholding for underwater
Images
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Abstract

The quality of underwater images is directly affected by water
medium, atmosphere, pressure and temperature. This emphasizes
the necessity of image segmentation, which divides an image into
parts that have strong correlations with objects to reflect the
actual information collected from the real world. Image
segmentation is the most practical approach among virtually all
automated image recognition systems. Clustering of numerical
data forms the basis of many classification and system modelling
algorithms. The purpose of clustering is to identify natural
groupings of data from a large data set to produce a concise
representation of a system's behaviour. In this paper we propose
fuzzy ¢ means clustering method with thresholding for underwater
image segmentation. This paper focuses on comparison of fuzzy ¢
means clustering algorithms with proposed method for
underwater images. To evaluate the nonlinear image region
segmentation, quantitative statistical measures have been used,
such as the gray level energy, discrete entropy, relative entropy,
mutual information and information redundancy. The assessment
measures will further quantify the impact from image
segmentation. The objective assessment approach has the
potential to solve other image processing issues.The proposed
method gives desirable results on the basis of energy, entropy,
mutual information, redundancy, percentage of simplification and
computer efficiency for underwater images.

Keywords underwater images, fuzzy ¢ means clustering, energy,
entropy and mutual information

I INTRODUCTION

Image segmentation is a major step for automated
object recognition systems. In many cases, image
processing is affected by illumination conditions, random
noise and environmental disturbances due to atmospheric
pressure or temperature fluctuation. Region segmentation is
a crucial step towards automatic segmentation of images.
Under some severe conditions of improper illumination and
unexpected disturbances, the blurring images make it more
difficult for target recognition, which results in the
necessity of segmentation. The underwater images have
quality degradation due to water dispersion and
atmospheric fluctuations. Segmentation is thus needed to
clarify feature ambiguity against stochastic disturbances.
Region segmentation splits images into regions based on
similarity measures, such as pixel intensities, locations and
textures or combinations. It categorizes an image into
separate parts, which correlates with objects involved.

The theory of fuzzy sets have immediately found
its potential application in the fields of pattern recognition
and image processing. The fuzzy c-means algorithm
generalizes a hard clustering algorithm called the c-means
algorithm, which was introduced in the ISODATA
clustering method [6]. The (hard) c-means algorithm aims
to identify compact, well-separated cluster.

The paper is organized as follows: Section 1l
discusses the need for image segmentation. Section IlI
presents the proposed fuzzy ¢ means clustering algorithm
for segmenting underwater images using thresholding. The
simulation results with different non-linear parameter
evaluation are presented in section 1V. Finally, conclusions
are given in section V.

I NEED FOR UNDERWATER IMAGE
SEGMENTATION

Image segmentation is a major step for automated
object recognition systems. In many cases, image
processing is affected by illumination conditions, random
noise and environmental disturbances due to atmospheric
pressure or temperature fluctuations. The quality of
underwater images is directly affected by water medium,
atmosphere medium, pressure and temperature. This
emphasizes the necessity of image segmentation, which
divides an image into parts that have strong correlations
with objects to reflect the actual information collected from
the real world.

Due to unstableness in underwater surroundings,
object recognition in underwater is no means an easy task.
Light changing or current flow of underwater surroundings
often occur rapidly, so the features (shape or color etc) of
object may vary in short time and the segmentation process
may not give proper results [2]. Therefore subsequent
object recognition results are not reliable. The next session
explains the algorithm taken for implementation.

111 PROPOSED FUZZY C MEANS CLUSTERING
METHOD WITH THRESOLDING
The fuzzy ¢ means clustering method with thresholding is
the combination of fuzzy algorithm, ¢ means clustering and
thresholding algorithm.
Fuzzy clustering
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The goal of a clustering analysis is to divide a given set of
data or objects into a cluster, which represents subsets or a
group [6]. The partition should have two properties:

e Homogeneity inside clusters: the data, which
belongs to one cluster, should be as similar as
possible.

e Heterogeneity between the clusters: the data,
which belongs to different clusters, should be as
different as possible.

The membership functions do not reflect the actual
data distribution in the input and the output spaces. They
may not be suitable for fuzzy pattern recognition. To build
membership functions from the data available, a clustering
technique may be used to partition the data, and then
produce membership functions from the resulting
clustering.

“Clustering” is a process to obtain a partition P of a set
E of N objects Xi (i=1, 2,..., N), using the resemblance or
disemblance measure, such as a distance measure d. A
partition P is a set of disjoint subsets of E and the element
Ps of P is called cluster and the centers of the clusters are
called centroids or prototypes. Many techniques have been
developed for clustering data. In this paper c-means
clustering is used. It’s a simple unsupervised learning
method which can be used for data grouping or
classification when the number of the clusters is known. It
consists of the following steps:
Step 1:
Choose the number of clusters - K
Step 2:
Set initial centers of clusters c1, c2,..., ck;
Step 3:

Classify each vector ¥ = [Xn' X12""'Xln]

closest center C by

T -
into the

Euclidean distance measure:
HXi - Ci” - mm“xi - Ci”
Step 4:
Recompute the estimates for the cluster centers (. Let
T

Ci: [Cil’CiZ""'Cln] !

Cin be computed by:

> X, € cluster (™)
N

where N , is the number of vectors in the i-th cluster.
Step 5:

Cim

If none of the cluster centers ((_';i =1, 2,..., k) changes in
step 4 stop; otherwise go to step 3.

C-means algorithm
The criterion function used for the clustering process is:

n 2
J(V)=§2kxeci Xk—Vi

where V, is the sample mean or the center of samples of
cluster i, and v={v1,v2,...,vc}.

In the hard clustering process, each data sample is
assigned to only one cluster and all clusters are regarded as
disjoint collection of the data set. In practice there are many
cases, in which the clusters are not completely disjoint and
the data could be classified as belonging to one cluster
almost as well to another. Therefore, the separation of the
clusters becomes a fuzzy notion, and representation of the
data can be more accurately handled by fuzzy clustering
methods. It is necessary to describe the data in terms of
fuzzy clusters. The criterion function used for fuzzy C-
means clustering is

c n 2
m
IV =2 2 Uic[Xk—Vi|
i=1 k=1
where
) T X ‘n’ data sample vectors;
\VATRRS \/. — ‘C’ denotes cluster centers (centroids);

Uu=u;, cxm matrix, where Ui is the i-th membership

value of the k-th input
sample xk, and the membership values satisfy the following
conditions:

0= ugp=1:
Z up=1: k=1....n
i=1

n
0<> wug<l; i=1...c
]
k=l
me[1,0c) 15 an exponent weight factor.

i=l....ck=1_ _m

The Fuzzy Logic Toolbox command line function,
fcm, starts with an initial guess for the cluster centers,
which are intended to mark the mean location of each
cluster. The initial guess for these cluster centers is most
likely incorrect. Next, fcm assigns every data point a
membership grade for each cluster. By iteratively updating

1JCSI
www.lJCSl.org



1JCSI International Journal of Computer Science Issues, Vol. 7, Issue 3, No 9, May 2010 37

ISSN (Online): 1694-0784
ISSN (Print): 1694-0814

the cluster centers and the membership grades for each data
point, fcm iteratively moves the cluster centers to the right
location within a data set.

Thresholding

This iteration is based on minimizing an objective
function that represents the distance from any given data
point to a cluster center weighted by that data point's
membership grade. Here fuzzy ¢ means clustering [3] is
used based on thresholding. It works better than ostu
method [4]. In normal fuzzy ¢ means clustering the
segmented part cannot be seen clearly. For that reasons,
thresholding is applied to extract the segmented image part.
Hence, the annexure | gives the clarity of underwater
images after applying the thresholding method, this have
proposed in this paper. Aneexure | gives the original
underwater images and image after applying fuzzy ¢ means
clustering and fuzz ¢ means clustering method with
threshold.

Fig 1 original underwater Fig 2 Afteraplying FCM

Titanic image

Fig 3 After Applylng FCMT

From the figure it can be observe that the
difference between the normal fuzzy ¢ means clustering
and fuzzy c means threshold for underwater images. The
fuzzy ¢ means threshold method gives better image when
compare to normal fuzzy ¢ means clustering.

IV. EXPERIMENTAL SETUP AND EVALUATION
To test the accuracy of the segmentation algorithms, three
steps are followed.

i) First, an underwater image is taken as
input.

i) Second, segmentation algorithm s
applied for underwater image.

iii) Third, the non linear objective
assessment is applied for fuzzy ¢ means
algorithm, for evaluation of underwater
images.

The reconstruction of an image has the dimensions
of 256 pixel intensity. The images in this contain a wide
variety of subject matters and textures. Most of the images
used are ship wreck, moor chain and mine in sonar images.
The non linear assessment applied must be less value for an
better image segmentation.

To estimate the quality of the reconstructed
images, following non linear objective assessment
parameters are used.

The different non linear objective assessment parameters
used for evaluation are ,

i.) Energy

ii.) Relative Entropy (RT)

iii.) Discrete Entropy (DE)
iv.) Mutual Information (MI)
Vv.) Normalized Mutual Information (NMI)
vi.) Redundancy(RD)
i.) Energy

The gray level energy indicates how the gray
levels are distributed. It is formulated as,

X
E()=2, P(X)
where E(x) represents the gray level energy with 256 bins
and p(i) refers to the probability distribution functions,
which contains the histogram counts. The energy reaches
its maximum value of 1 when an image has a constant gray
level [2].

ii.) Relative Entropy
Suppose that two discrete probability distributions
of the images have the probability functions of p and g, the
rela.tive entropy of p with respect to q is then defined as the
summation of all possible states of the system, which is
formulated as,
p()

d= log,
> p(i)log ot

iii.) Discrete Entropy (DE)

The discrete entropy is the measure of image
information content, which is interpreted as the average
uncertainty of information source. It is calculated as the
summation of the products of the probability of outcome
multiplied by the log of the inverse of the outcome
probability, taking into considerations of all possible
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outcomes {1, 2, ..., n} in the event {x1, X2, ..., xn}, where
n is the gray level; p(i) is the probability distribution,
considering all histogram counts. It is formulated as

koo 1 koo .

H(x) =Y p(i)log,——=->_ p(i)log,p(i)

=] p(i) =
For image processing, the discrete entropy is a measure
how many bits needed for coding the image data, which is
a statistical measure of randomness. The maximal entropy
occurs when all potential outcomes are equal. When the
outcome is certainty, the minimal entropy occurs which is
equal to zero. The discrete entropy represents average
amount of information conveyed from each individual
image.

iv.) Mutual Information (MI)

The notion of the mutual information can be
applied as another objective metric. The mutual
information acts as a symmetric function, which is
formulated as,

[(X,Y)=D"Py (X,Y)log, Py (X.Y)

P, (X)P,(Y)
P, (X,Y)

:-ZX: P (X)log, P(X) +§PXY(X,Y)I0g2 W

=H(X,)-H(X]Y)

where 1(X; Y) represents the mutual information; H(X) and
H(X]Y) are entropy and conditional entropy values. It is
interpreted as the information that Y can tell about X is
equal to the reduction in uncertainty of X due to the
existence of Y. At the same time, it also shows the
relationship of the joint and product distributions. The
results are shown in Table

v.) Normalized Mutual Information (NMI)
The normalized mutual information is a well
defined measure covering contents from both discrete
entropies and mutual information. It is formulated as

vl —__1X5Y)

VH(X), H(Y)

where 1(X, Y) is the mutual information; H(X) and H(Y)are
the discrete entropies
Table 1 shows the performance evaluation of original
image and segmented image using non linear objective
assessments like energy, entropy and mutual information.

vi.) Redundancy (RD)

Another symmetric information measure can be
used to indicate redundancy in image segmentation. It
reaches the minima of zero when all variables are
independent. It is formulated as

1(X;Y

RD = —( )
H(X)+H(Y)

where H(X) and H(Y) are entropies of two images and I(X;

Y) is the mutual information.

Table 1 Performance evaluation using fuzzy ¢ means
clustering method

et Image Nontinear Original Fugzy Chleans | Fuzzy C means
Otective Assessments iftiage ClustengFCM) | Chustenng plus
thresholding
(FEMT)
Energy 03931 17124 0.1708
Relative Entropy 04361 03391 0.0493
Diserete Entropy 0.0%9 02472 0.1032
Undetwater | Wt Inforsion 09341 L7315 0.2062
Titande
Image
Normalzed butudl 1032 1192 12492
Ieformation
Redundancy 11234 0962 0.5000
Computer effictencyn | 57560 36202 2506
1

Like that more number of underwater images are taken
for experimentation and the results are give desirable for
fuzzy ¢ means clustering method with thresholding.

From table, in image segmentation, the less value
of the non linear objective assessment like energy, relative
entropy, discrete entropy, mutual information, normalized
mutual information, redundancy and computer efficiency
gives the Fuzzy C Means threshold (FCM threshold)
method is better for underwater images when compare to
Fuzzy C Means (FCM) clustering. When compare to
original image fuzzy method gives simplified value. The
percentage of simulation is also calculated. Its varied from
52% to 95% and the computer efficiency is also calculated
using time in seconds. When compare to all performance
evaluation it can be say that fuzzy ¢ means threshold
method give most suitable results when compare to fuzz c
means method.
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V CONCLUSION

The quality of underwater images is directly
affected by water medium, atmosphere medium, pressure
and temperature. This emphasizes the necessity of image
segmentation, which divides an image into parts that have
strong correlations with objects to reflect the actual
information collected from the real world. Image
segmentation are most practical approaches among
virtually all automated image recognition systems.
Clustering of numerical data forms the basis of many
classification and system modelling algorithms. The
purpose of clustering is to identify natural groupings of
data from a large data set to produce a concise
representation of a system's behaviour. In this paper the
proposed fuzzy ¢ means threshold clustering method gives
desirable results when compare to FCM method by using
non linear assessment like energy, relative entropy, discrete
entropy, mutual information, normalized mutual
information, redundancy and computer efficiency when
compare to fuzzy ¢ means method for underwater images...
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ANNEXURE |
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Underwater image results for fuzzy ¢ means clustering method with thresholding

Original underwater images

Underwater image after applying FCM

Underwater image after applying
FCM threshold
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Abstract
An emerging challenge for data mining is the problem of mining
richly structured datasets, where the objects are linked in some
way. Many real-world datasets describe a variety of object types
linked via multiple types of relations. These links provide

additional context that can be helpful for many data mining tasks.

Links among the objects may demonstrate certain patterns,
which can be helpful for many data mining tasks and are usually
hard to capture with traditional statistical models. Recently there
has been a surge of interest in this area, fuelled largely by
interest in web and hypertext mining in personalization.
Keywords: Link mining, Clustering, categorizer, Indexer,
Personalization.

1. Introduction

There are different traditional data mining tasks such as
association rule mining, market basket analysis and cluster
analysis commonly attempt to find patterns in a dataset
characterized by a collection of independent instances of a
single relation. This is consistent with the classical
statistical inference problem of trying to identify a model
given a random sample from a common underlying
distribution. Data which is storing in data warehouse
contains heterogeneous data. A key challenge for data
mining is tackling the problem of mining richly structured,
heterogeneous datasets. These datasets are typically multi-
relational; they may be described by a relational database,
a semi-structured representations such as XML, or using
relational or first-order logic. However, the key
commonalities are that the domain consists of a variety of
object types and objects can be linked in some manner. In
this case, the instances in our dataset are linked in some
way, either by an explicit link, such as a URL, or by a

constructed link, such as a join operation between tables
stored in a database.

2. Link Mining

Link mining is a newly emerging research area that is at
the intersection of the work in link analysis [4; 5],
hypertext and web mining [3]. Links have more
generically relationships, among data instances are
ubiquitous. These links often exhibit patterns that can
indicate properties of the data instances such as the
importance, rank, or category of the object. In some cases,
not all links will be observed. Therefore, we may be
interested in predicting the existence of links between
instances. In other domains, where the links are evolving
over time, our goal may be to predict whether a link will
exist in the future, given the previously observed links. By
taking links into account, more complex patterns arise as
well. This leads to other challenges focused on
discovering substructures, such as communities, groups, or
common sub graphs. Traditional data mining algorithms
such as association rule mining, market basket analysis,
and cluster analysis commonly attempt to find patterns in
a dataset characterized by a collection of independent
instances of a single relation. This is consistent with the
classical statistical inference problem of trying to identify
a model given a independent, identically distributed (11D)
sample. One can think of this process as learning a model
for the node attributes of a homogeneous graph while
ignoring the links between the nodes. Link mining tasks
are broadly categorized into following tasks. They are

1. Object-Related Tasks
(a) Link-Based Object Ranking
(b) Link-Based Object Classification
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(c) Object Clustering (Group Detection)

(d) Object Identification (Entity Resolution)
2. Link-Related Tasks

(a) Link Prediction
3. Graph-Related Tasks

(a) Sub graph Discovery

(b) Graph Classification

(c) Generative Models for Graphs

In personalized web mining, which is considering
different types of categorical domains. Personalization can
be achieved through link mining by dynamically
constructing user-profiles [1].

3. Proposed Algorithm to Construct Dynamic
user Profiles using Link Mining

In this algorithm, thesis is concentrating on the hyperlinks
of the web and different attributes of the link such as time
spent on each link, link type, link category etc.

Process

Step 1: Get the log file (From server)

Step 2: Extract the Links and time spent browsing the
links

Step 3: Check for the relevance of the document (t is
time of viewing the document, th threshold
time, If t > th the document is relevant)

Step 4: Categorize the documents that are found
relevant

Step 5: Increase the score for the categories in Profile

In the above algorithm active time and passive time should
be considered. If any user is visiting a link then finding
about how much time he/she is actively reviewing that link
(active time) or just visited that link and if he/she
disconnects or away out of the desk should be considered
(passive) to calculate the threshold time.

4. Architecture for constructing user Profiles

A closely related line of work is hypertext and web page
classification. This work has its roots in the information
retrieval (IR) community. A hypertext collection has a rich
structure that should be exploited to improve classification
accuracy. In addition to words, hypertext has both
incoming and outgoing links. Traditional IR document
models do not make full use of the link structure of
hypertext. In the web page classification problem, the web
is viewed as a large directed graph. Our objective is to
label the category of a web page, based on features of the
current page and features of linked neighbours. With the

use of linkage information, such as anchor text and
neighbouring text around each incoming link, better
categorization results can be achieved.

User Interface | g
-

Resu

\ 4
Query Filter

A 4
Regular Query Search

Classifier

A 4
Personalization Filter

Profile Manager

A

User Profile

Personal Details

Fig. 1 Architecture for creating dynamic user profiles.

In the given architecture (figure 1) there are different
modules with the following functionality.
Observer deals with the details of obtaining the
information we need to build the user profile. Like,
Input Query
Links the user is visiting
Time the user is spending on each link
Length of the content of the link
Type of the link (PDF, doc, txt, images, audio,
video)

Classifier deals with the methodology for query
classification, where our aim is to classify queries onto a
commercial taxonomy of Web queries with approximately
6000 nodes. Given such classifications, one can directly
use them to provide better search results as well as more
focused ads. The problem of query classification is
extremely difficult owing to the brevity of queries.
Observe, however, that in many cases a human looking at
the search query and the search results does remarkably
well in making sense of it. For instance, in the example
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above, sending the query “SD450" to a Web search engine
brings pages about Canon cameras, while “nc4200" brings
pages about Compag laptops, hence to a human the intent
is quite clear. Of course, the sheer volume of search
queries does not lend itself to human supervision, and
therefore we need alternate sources of knowledge about
the world. Search engines index colossal amounts of
information, and as such can be viewed as large
repositories of knowledge. Following the heuristic
described above, we propose to use the search results
themselves to gain additional insights for query
interpretation. To this end, we employ the pseudo
relevance feedback paradigm, and assume the top search
results to be relevant to the query. Certainly, not all results
are equally relevant, and thus we use elaborate voting
schemes in order to obtain reliable knowledge about the
query. For the purpose of this study we first dispatch the
given query to a general Web search engine, and collect a
number of the highest-scoring URLs. We crawl the Web
pages pointed to by these URLS, and classify these pages.
Finally, we use these result-page classifications to classify
the original query. Our empirical evaluation confirms that
using Web search results in this manner yields substantial
improvements in the accuracy of query classification. Note
that in a practical implementation of our methodology
within a commercial search engine, all indexed pages can
be pre-classified using the normal text- processing and
indexing pipeline. Thus, at run-time we only need to run
the voting procedure, without doing any crawling or
classification. This additional overhead is minimal, and
therefore the use of search results to improve query
classification is entirely feasible at run-time.

Another important aspect of our work lies in the choice of
queries. The volume of queries in today's search engines
follows the familiar power law, where a few queries
appear very often while most queries appear only a few
times. While individual queries in this long tail are rare,
together they account for a considerable mass of all
searches. Furthermore, the aggregate volumes of such
queries provide a substantial opportunity for income
through on-line advertising. For frequent queries,
searching and advertising platforms can be trained to
provide good results, including auxiliary data such as
maps, shortcuts to related structured information,
successful ads, and so on. “Tail" queries, however, simply
do not have enough occurrences to allow statistical
learning on a per-query basis. Therefore, we need to
aggregate such queries in some way, and to reason at the
level of aggregated query clusters. A natural choice for
such aggregation is to classify the queries into a topical
taxonomy. Knowing which taxonomy nodes are most
relevant to the given query will aid us to provide the same
type of support for rare queries as for frequent queries.
Consequently, in this work we focus on the classification

of rare queries, whose correct classification is likely to be
particularly beneficial.

Profile Manager takes Classifier’s inputs and uses them
to refine/adapt/update the user profile.

User Profile contains the details and interests of the user.

5. Conclusions

Query classification is an important information retrieval
task. Accurate classification of search queries can
potentially be useful in a number of higher-level tasks
such as Web search and ad matching. Since search queries
are usually short, by themselves they usually carry
insufficient information for adequate classification
accuracy. To address this problem, we proposed a
methodology for using search results as a source of
external knowledge. To this end, we send the query to a
search engine, and assume that a plurality of the highest-
ranking search results is relevant to the query. Classifying
these results and then allows us to classify the original
query with substantially higher accuracy. There has been a
growing interest in learning from linked data between
objects.  Tasks include hypertext classification,
segmentation, information extraction, searching and
information retrieval, discovery of authorities and link
discovery. Domains include the world-wide web,
bibliographic citations, criminology and bio-informatics,
to name just a few. Learning tasks range from predictive
tasks, such as classification, to descriptive tasks, such as
the discovery of frequently occurring sub-patterns. There
are other different data mining challenges in link mining
such as identify of the, Link discovery, common relational
patterns, where these topics lie in research area.
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Abstract

Fingerprint-which have been used for about 100 years are the
oldest biometric signs of identity. Humans have used fingerprints
for personal identification for centuries and the validity of
fingerprint identification has been well established. In fact,
fingerprint technology is so common in Human Identification that
it has almost become the synonym of biometrics. Fingerprints are
believed to be unique across individuals and across fingers of
same individual. Even identical twins having similar DNA, are
believed to have different fingerprints.  The analysis of
fingerprints for matching purposes generally requires the
comparison of several features of the print pattern. These include
patterns, which are aggregate characteristics of ridges, and minutia
points, which are unique features found within the patterns. is also
necessary to know the structure and properties of human skin in
order to successfully employ some of the imaging technologies. A
major approach for fingerprint recognition today is to extract
minutiae from fingerprint images and to perform fingerprint

matching based on the number of corresponding minutiae pairings.

One of the most difficult problems in fingerprint recognition has
been that the recognition performance is significantly influenced
by fingertip surface condition, which may vary depending on
environmental or personal causes. Addressing this problem this
paper propose some extra features that can be used to strengthen
the present approaches followed in developing Fingerprint
recognition system. To increase security and accuracy we can use
Infrared technique and technique to assign a score value to each of
extracted minutiae.

Key Terms- Biometric, Minutiae, Binarization, Thinning,
Median Filter.

1. Introduction

Biometric authentication has been receiving extensive
attention over the past decade with increasing demands
in automated personal identification . Biometric is to
identify individuals using physiological or behavioral
characteristics, such as fingerprint, face, iris, retina,
palm-print, etc. Among all the biometric techniques,
fingerprint recognition [1] is the most popular method
and is successfully used in many applications. Typical
fingerprint recognition methods employ feature-based
image matching, where minutiae (i.e., ridge ending and
ridge bifurcation) are extracted from the registered
fingerprint image and the input fingerprint image, and
the number of corresponding minutiae pairings between
the two images is used to recognize a valid fingerprint
image [1].The feature-based matching provides an
effective way of identification for majority of people.The

minutiae based automatic identification technique first
locates the minutiae point and matches their relative
placement in a given finger and the stored template,
shown in figure 1.

Enrollment Module

Quality
Checker

Minutia

Minutia

User Interface Extractor System Database

Minutia

Extractor Matcher

Authentication Module

Fig. 1: Fingerprint Recognition System

The fingerprint image may be obtained from a thumb pad
fingerprint scanner device scanning at 500 dpi [2] . A
good quality fingerprint contains between 60 and 80
minutiae, but different fingerprint have different number
of minutiae. A fingerprint image essentially consists of a
set of minutiae on the plane. Minutiae are the
terminations and bifurcations of ridge lines in a
fingerprint image. In order to extract these minutiae, we
have to undergo the operation linearization followed by
the process of thining. Thus, the set minutiae those are
well defined and more prominent then the rest are given
higher relevance and importance in the process of
minutiae matching.

Fig.2 : Terminations and bifurcations of ridge lines in a fingerprint
image

2. System Architecture

The fingerprint recognition system is shown in figure3. It
consists of four components

1JCSI
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1. User Interface (with Infrared Sensor) the regions that can not be reliable recovered. The
enhanced fingerprint image is fed to the minutiae
2. System Database extractor again. The task of authentication module is

to authenticate the identity of the person who intends
to access the system. The person to be authenticated
indicates his / her identity and places his / her finger
on the fingerprint scanner ; a digital image of his her
fingerprint is captured ; minutiae pattern is extracted
from the captured fingerprint image and fed to a
matching algorithms which matches it against the
person’s minutiae templates stored in the system
database to establish the identity To increase
security and accuracy we can use Infrared technique
and technique to assign a score value to each of
extracted minutiae.

3. Enrollment Module

4. Authentication Module

Enrollment Module

Minutia Quality

User Interface Extractor Checker System Database

— - NAME (Fivm » femplie
User Name _ . | ] , o] . ] o ——
Minutia Minutia J | chacker o | Ertrperor| =
Extractor Matcher Lsar ..:ﬁﬁ“-,- ‘-'-f."-ln:'. L‘n-l;
Enrellinent
i - claimed idetity
NAME (PRY ]
Fig 3 : System Architecture ] O | o m‘ﬂ, - E:L_j
\J caplod

The user interface provides mechanisms for a user to Linr interfce I Tale e O

indicate his/her identity and input his/her Verlfiation

fingerprints into the system. Here along with finger _

print scanner the Infrared Sensor will be used. The A -

system database consists of a collection of records, N || ] C [t <0 [~ ---j

each of which corresponds to an authorized person - i

that has access to the system. Each record contains Ui ey DB

the following fields which are used for Tenification runer ot s

authentication purpose:

= User name of the person, Fig. 4: Block diagrams of Enrollment ,Verification, Identification Task

= Minutiae templates of the person’s fingerprint,

and other information (e.qg., specific user 3. Development of proposed system

privileges). Alongwith thermal parameter.

] Proposed system consist of following sub modules -
The task of enrollment module is to enroll persons

and their fingerprints into the system database.
When the fingerprint images and user name of a
person to be enrolled are fed to the enrollment

3.1 Normalization

module, a minutiae extraction algorithm is first By normalizing an image, the colors of the image are
applied to the fingerprint images and the minutiae _spread _evenly thro_ughout the gray _scale. A_normallzed
patterns are extracted. A quality checking algorithm image is much easier to compare with other images, and
is used to ensure that the records in the system the quality of the image is easier determined.

database only consist of fingerprints of good quality, Normalization is a plxel—w_lse operation that does not
in which a significant number (default value is 25) change _the_ clarity of the rld_ge_and.valley structures .
of genuine minutiae may be detected. If a fingerprint Normal_lzatlon reduces the vz_alrlatlon_s_ in gray level values
image is of poor quality, it is enhanced to improve along r|_dges and valleys, which facilitates the subsequent
the clarity of ridge/vally structures and mask out all processing steps.

Let I(x; y) denote the grayscale value at pixel (X; y), M and
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V, the estimated mean and variance of grayscale values in
this 64 X 64 window, respectively, and N(x; y), the
normalized grayscale value at pixel (X; y). For all the
Pixels in the window, the normalized image is defined as:

p
Mo+\/vw<(r(x’y)_M2,ifl(x, y)>M
NG, y) = v
4 (1)
Mo+,/w,iﬂ(x, y)>M
\

In Eq. (1) , MO and VO are the desired mean and variance
Values , respectively. Normalization is a pixel-wise
Operation and does not change the clarity of the ridge and
Valley structures . For our experiments, we set the values of
both MO and VO to 100. The values of MO and VO should

be the same across all the training and test sets [7].

3.2 Median Filter

In image processing it is usually necessary to perform
high degree of noise reduction in an image before
performing higher-level processing steps, such as edge
detection. The median filter is a non-linear digital
filtering technique, often used to remove noise from
images or other signals. The idea is to examine a sample

of the input and decide if it is representative of the signal.

This is performed using a window consisting of an odd
number of samples. The values in the window are sorted
into numerical order; the median value, the sample in the
center of the window, is selected as the output. The
oldest sample is discarded, a new sample acquired, and
the calculation repeats.

Median filtering is a common step in image processing.
It is particularly useful to reduce speckle noise and salt
and pepper noise. Its edge-preserving nature makes it
useful in cases where edge blurring is undesirable.

The median filter is also a spatial filter, but it replaces
the center value in the window with the median of all the
pixel values in the window. The kernel is usually square
but can be any shape. An example of median filtering of
a single 3x3 window of values is shown below.

Unfiltered values

6 2 0
3 97 4
19 3 10

Inorder: 0, 2, 3, 3, 4, 6, 10, 15, 97

Median filtered

* * *
* 4
* *

*

Center value (previously 97) is replaced by the median of
all nine values. Note that for the first (top) example, the
median filter would also return a value of 5, since the
ordered values are 1, 2, 3, 4, 5, 6, 7, 8, 9. For the second
(bottom) example, though, the mean filter returns the
value 16 since the sum of the nine values in the window
is 144 and 144 / 9 = 16. This illustrates one of the
celebrated features of the median filter: its ability to
remove 'impulse’ noise (outlying values, either high or
low). The median filter is also widely claimed to be
‘edge-preserving' since it theoretically preserves step
edges without blurring. However, in the presence of
noise it does blur edges in images slightly.

Median filtering is a simple and very effective noise
removal filtering process. Its performance is particularly
good for removing shot noise. Shot noise consists of
strong spike like isolated values.

Shown below are the original image and the same image
after it has been corrupted by shot noise at 10%. This
means that 10% of its pixels were replaced by full white
pixels. Also shown are the median filtering results using
3x3 and 5x5 windows; three (3) iterations of 3x3 median
filter applied to the noisy image; and finally for
comparison, the result when applying a 5x5 mean filter
to the noisy image.

Fig 5: a) Original image; b) Added Shot Noisy at 10\%
3.3 Binarization (Regional Average Threshold)

Making an image binary, transforms the gray scale
image into

a binary image (black and white). Either a global or
localized threshold value
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is used. Gray level images cannot be operated on for the
determination of key features as the range of values of
pixel intensities very widely. So it is very difficult to
discriminate conspicuously the valleys from the ridges,
as well as ridges bifurcations from ridge endings. Hence
some half toning technique needs to be applied on the
finger print image. A popular technique is that of
Threshold of Binarization [3] [4] [5].

In many image-processing applications it is desired to
convert the the gray images into white and black (bi-
level) image. Thesholding involves looking at each pixel
and deciding whether it can be converted into white (0)
or black (255), the decision is made by comparing the
numerical pixel value against a fixed number called a
threshold level (T). If any pixel of image(x ,y) is less
than the threshold level (T), the pixel is set to zero
(background point), otherwise it is set to 255 (object
point).

Algorithm:

1. Divide the image into 4*4 regions.

2. Calculate the average of gray level in the first
4*4 region.

3. Threshold the leftmost region of 4*2 by using
average gray level calculated in stage2.

4. Move the 4*4 operation window by 2 pixels to
the right . If right edge of the image is reached ,
then move the window 4 pixels up and return to
the left edge .

5. Repeat stage 2 to stage 4 until the entireimage is
processed by RAT(Regional average
thresholding).

3.4  Thinning

Hear thinning algorithm is based on ridge following.
Such an algorithm has a better probability of enhancing
the required properties of image . Ridges exist in all
finger prints and they form the features either by ending
(ridge endings) or by forking bifurcations . In our work
we are using black pixels as the ridges in fingerprints.
The current work uses thining algorithm which deals
with just black pixels, which are between two white
pixels [2] [3] [5].

Algorithm:

1. The image is read from bottom left to the right
side line by line and the algorithm always tries
to find day any of black pixels in the original
image . Because it is obvious that any of black
pixels may be constituent of ridge.

2. The algorithm finds out (x,y) location of the
first block pixel which is not processed yet in
the original binary image.

3. A Dblack pixel is inserted into thinned image at
(x,y) location (gray pixels) and the black pixel
is removed from the original binary image at the
location.

Then algorithm looks at the ridge continuity , if

there is ridge continuity , it follows the ridge.

3.5 Noise Removal

After applying thining algorithm we are lift with an
image that still has got some noise , i.e. some ridges
are not of one pixel width or some other noise , this
module is used to remove this noise

In this we check if in the neighborhood of a pixel
there are more than five pixels. Less than five pixels
imply that this pixel is a ridge end or bifurcation or
some part of a ridge. More than five pixels imply
that this pixel is associated with some noise.

3.6 Depuration

The image obtained from previous module still not
suitable for minutie detection . This module removes
some more defects .Depuration of the ridge map
involves removal of the spurious elements,
identified as undesirable spikes, and to join the
broken lines using a smoothening procedure . This
depuration process is carried out by simple rules
like .

=>» To remove small isolated lines.

= To merge all the lines who have end points with
similar direction and the distance between them
is small.

Algorithm :

=

First identify the pixel which is a ridge end.

2. Then find out another black pixel in the 7*7
matrix neighborhood of this pixel.

3. If this pixel exists then we find out the slope of
two respective ridges at their respective ridge
ends in 7*7 matrixes.

4. If the slopes obtained are comparable then join

ridge ends by using DDA algorithm.

3.7 Minutiae Extraction

Minutiae extraction was carried out using the crossing
number approach. Crossing number of pixel ‘p’ is
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defined as half the sum of the differences between pairs
of adjacent pixels defining the 8-neighborhood of “p’.
Mathematically in eq .(2).

cn(p) =1 >"| val(pimeas) —val(pi-1) | )

i=1..8
Where p0 to p7 are the pixels belonging to an ordered

sequence of pixels defining the 8-neighborhood of p and
val (p) is the pixel value.

o H

Fig.6: cn (p)=2,cn (p)=3 and cn (p)=1 representing a
nonminutiae region, a bifurcation and a ridge ending

Crossing numbers 1 and 3 correspond to ridge endings
and ridge bifurcations respectively. An intermediate
ridge point has a crossing number of 2. The minutiae
obtained from this algorithm must be filtered to preserve
only the true minutiae. The different types of false
minutiae introduced during minutiae extraction include
spike, bridge, hole, break, Spur, Ladder, and
Misclassified Border areas. (See figure 7)

The number of minutiae in a given area is also limited
therefore the minutiae density must also be kept in check.
In order to filter out these false minutiae a 3 level-
filtering process is applied:

Level 1: Removes the false ridge endings created as a
result of the application of minutiae extraction algorithm
at the ends of the thinned image.

Level 2: Removes the first five types of minutiae
mentioned above using the rule based morphological
minutiae filtering approach given by .

Level 3: This stage limits the maximum number of
minutiae present in the thinned image to a pre-specified
threshold.

A minutiae m is described by the triplet m={x, y, 0},
where X, y indicate the minutiae location coordinates and
0 denotes the minutiae orientation, which is the
orientation evaluated for the minutiae location from the
orientation image obtained during the enhancement
process. The minutiae type is not being used during the
matching process since minutiae type can be inverted
due to enhancement and binarization steps [6].

.

ig. 8: Filtered and Unfiltered Minutiae Sets

In this process we use text files as databases. We
consider three text files for storing the bifurcation
information , the ridge information , and the thermal
parameters respectively. Every time a new fingerprint
image is operated upon , a set of two text files are
generated along with another file for keeping information

Fig. 7: Types of false minutiae

AB

CD

EF

A. Spike, B. Bridge, C. Hole, D.Break, E. Spur F. Ladder

about the person whose fingerprint is under checking. In
case of verification , the text files generated are matched
with the existing ones and the numbers of matches are
displayed.

3.8 Minutiae Matching
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Let T and | be the representation of the template and
input fingerprint, respectively. Let the minutiae sets of
the two fingerprints be given by:

®3)

A minutia mj’ in | and a minutia mi in T are
considered to be matched if their spatial and
orientation differences are within specified
thresholds ro and 9 0. Minutia matching was
carried out by using the approach given in . In
this approach the minutiae sets are first
registered using a derivative of the Hough
transform followed by fingerprint matching
using spatial and orientation-based distance
computation. The matching algorithm returns a
percentage match score, which is then used to
take the match-no match decision based on the
security criterion[6].

4. Result and discussion

To study the performance of the proposed work, we
consider the database containing 350 images. There
are 10 different impressions per finger. Here we
assume that images should be of good quality with
at least 500 dpi and noise level, if any, of the image
should be removed by the preprocessing. The
performance of the system has shown the efficiency
about 97% in 5.8 seconds .It has been seen that
when the core point is correctly located, the
translation invariant property of features is satisfied
and the rotation handled in the matching stage is
very fast. As result of which the matching process
becomes very fast.

5. Conclusion

The paper presents different steps involved in the
development of a fingerprint based person
identification and verification system. And the
proposed fingerprint recognition system uses both
frequency and orientation information available in
fingerprint. Due to this , the existing system become

more reliable . This system needs some extra cost
and more processing time, but one can not
compromise with the security.
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