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Abstract 
User’s knowledge of information security is one of the important 
factor in information security management as 70-80% security 
incidents occurred due to negligence or unawareness of  users.  
In this paper we have analyzed the utility of knowledge 
management tools  to rapidly capture, store, share and 
disseminate the information security related knowledge with the 
view that it should be effectively applied by the information 
system  users. We found that  the  knowledge management tool 
can be used to enhance the information security. 
Keywords: Knowledge Management, Information Security, 
Knowledge Management Tools, Information Security Challenges.  
 
 
1.0 Introduction 
 
Due to fast pace of change in IT technology and its 
important applications, new security threats evolves 
around it.  New and smart  methods of information 
security are also devised by researchers to mitigate the risk 
occurred due to these threats.  In the last decade process 
based information security management system(ISMS)  
such as ISO27001 and COBIT  have emerged. Many 
organizations since then have adopted such ISMS. 
Knowledge Management(KM) is another management 
discipline enterprises employ, with aim to foster a more 
effective management of knowledge[1]. 
 
Organizations sometimes spend substantially on firewall, 
proxy, antivirus, intrusion detection mechanism, digital 
signatures, special network devices and protocols etc.,  
assuming that security of information can somehow be 
ensured by procuring these technology solutions from the 

market. This is a wrong notion because security 
management is more of managing an end-to-end system 
rather than just installing technical solutions. As like any 
other full-fledged system, this has many components 
including people, policies, procedures, processes, 
standards and technology[2]. 
 
Information may be stored in a server, PC, Laptop, mobile 
phone or in any other device, it may be in transit from one 
place to another place through some communication  
channel, or may be under processing through a program, 
security of the information may be breached at any stage. 
Confidentiality, integrity and availability are the three 
major information security considerations. Protection of 
information is just not dependent on only information 
security people of the company but all the users. All the 
user of information system are like on the gates of a 
building and the gate opening by any of the employee may 
prove fatal for the safety of the whole information system. 
Inspect the domestic and foreign each type of information 
security event to discover that 70-80% are because the 
internal personnel negligence or intends to divulge creates, 
20-30% are because the hacker invades or other external 
reasons creates[3]. 
 
2.0 Information Security Challenges 
 
In general, the information security management of an 
organization broadly deals with the processes and 
procedures that the employee should adhere to in order to 
protect the confidentiality, integrity and availability of 
information and other valuable assets. The standard 
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approach to managing information security involves 
conducting a risk analysis to identify risks to 
confidentiality, integrity, and availability of information 
systems, which is followed by risk management where 
safeguards are employed to mitigate those risks[4] .With 
this  definition in mind, the main goals of information 
security within organizations are to reduce the risk of 
systems and organizations ceasing operations; maintain 
information confidentiality; ensure the integrity and 
reliability of data resources; ensure the uninterrupted 
availability of data resources and online operations; and 
ensure compliance with national security laws and privacy 
policies and laws. Thus, management of information 
security involves implementing and maintaining 
information security policies and procedures to minimize 
‘opportunities’ for threats like computer fraud [12].  
 
Knowledge of information security is essential for all the 
employees or users as per their requirements. Lot of 
information on information security is available through 
books, internet, journals etc.,  but  people don’t use this 
information because: 
 

1. Getting particular useful information out of a glut 
of information is very difficult and time 
consuming. 

2. Users may not aware about importance of  
information security, they feel that it is the work 
of information security staff or IT department. 

3. Lack of motivation in getting Information 
security knowledge. 

4.  Information Security experts not willing to share 
the knowledge with the users. 

5. Communication gap or social gap between users 
and experts. 

6. Users may not know, who is the expert for 
particular security issue. 

7. Users are very busy in their regular work. 
8. Infrastructure not available to communicate. 
9. Geographical distance between users and experts. 
10. Lot of knowledge is experience based or in  tacit 

form and need to be codified to be shared or 
require a proper  platform to share. 

 
So, there may be number of reasons of unawareness about 
security threats  and remedies. But the result is really 
horrible in terms of security incidents which may lead to  
information leaks, non availability, compromise on 
integrity etc. and huge losses in terms of reputation, loss of 
customers and direct monitory loss[5].  
 
 
3.0 Role of KM in Information Security 
 

The role of Knowledge management is really important to 
manage the knowledge of information security as 
Knowledge Management has been defined as “the 
capability by which communities capture the knowledge 
that is critical to their success, constantly improve it, and 
make it available in the most effective manner to those 
who need it”[13]. According to Granneman [6] most 
people do not secure their computers or act in a secure 
manner. The main reason being that the average user just 
does not know what to do. This is alarming, considering 
that 65.9% of the Australian population are Internet users 
[7] and  the success of the 2000 LOVELETTER virus and 
2003 Blaster/SoBig worms were largely due to individuals 
uneducated in information security issues [8]. A holistic 
understanding of e-security and privacy issues is vital for 
the individual as well as for the society. Therefore key 
considerations and possible solutions  include:   
 
Education and Awareness – Education and awareness 
efforts targeting existing and emerging new threats, risks, 
vulnerabilities, countermeasures and safeguards are 
required. 
 
Foster a security conscious culture – A security culture 
where compliant attitudes, behaviors and sensitivity to 
privacy and security become second nature and assumed 
throughout every day life[9]. 
 
Knowledge management is enabling and enhancing 
capabilities to perform such processes, including sourcing 
and deployment of the right knowledge assets, in order to 
achieve the desired results. Knowledge assets include 
embodied knowledge in people; embedded knowledge in 
technology, systems and processes; enculturated 
knowledge in work relationships, teams and networks; and 
actionable information and insights[10]. 
 
 Three major phases of KM cycles are: 
 

1. Knowledge capture and /or creations 
2. Knowledge sharing and dissemination 
3. Knowledge acquisition and application 
 

Knowledge capture refers to the identification and 
subsequent codification of existing knowledge and know 
how with in organization and/or  from the environment.    
Knowledge creation is the development of the new 
knowledge and know how or innovations that did not have 
previous existence with in the company like from experts, 
research papers etc.. Once it has been decided that the new 
or newly identified knowledge is of sufficient value, the 
next step is to contextualize this content. Contextualize 
means giving link to the contributors of that knowledge 
and tailoring it towards the target users. Then the 
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knowledge is shared and disseminated. The knowledge is 
disseminated to the users using portals , emails and other 
KM tools.  Users  apply the knowledge and with their 
experience also new knowledge is generated and captured. 
Knowledge management advocates different type of 
recognitions and incentives for the people who are sharing 
their knowledge and the people who are actively using the 
knowledge to improve their knowledge and performance.  
 
Knowledge management has multi dimensional benefits at 
different levels from individuals to organization such as 
for individuals, it helps people to do their job in an 
efficient way through better decision making and problem 
solving. Help people to keep up to date. On community 
level, promotes peer to peer knowledge sharing.  At the 
organization level, diffuse best practices, builds 
organizational memory.  In other words,  knowledge of 
how an organization functions in the context of 
management of information security  can significantly 
impact the effectiveness of procedures in minimizing 
‘opportunities’ for computer fraud.  
 
4.0 Application of KM Tools for Information 

Security:  
 
In order to design successful tools for knowledge sharing, 
a strategy needs to be chosen. Hansen et al. distinguish 
two main knowledge management strategies: codification 
and personalization. Codification is the people-to 
documents strategy. Here the effort is to load intranets and 
databases with best practices, case studies and how-to 
guides to help people in their day-to-day work[11]. 
Personalization is the people-to-people strategy. Here the 
effort is to link people with other people and to grow 
networks and community of practices. Emphasis is on 
informal-knowledge sharing. 
 
Following KM tools may be used for improving 
information security: 
 

1. Content Management 
2. Knowledge Taxonomies 
3. Groupware 
4. Online Communities of Practice 
5. Enterprise Portal 
6. Social Network Analysis and Design 
7. E-learning 
8. Storytelling and Narrations 
9. Wireless tools for knowledge Mobilization 
10. Innovation and idea management system 
11. Tools for extending KM  across organizational 

boundaries 
4.1 Content Management : 

 
A well designed content platform must be able to handle 
multiple content types, sources and access patterns. Theses 
content sources include security related libraries,  
activities and personnel directories. Content can be 
structured or unstructured. Some of it is generated online 
during various knowledge activities(e.g. on line brain 
storming).  
 
Organizations may use content management system for 
information security best practices, lesson learned, 
security case studies etc.. Content teams, meta data, 
knowledge maps, and a workflow contextualization can 
ensure effective reuse of the content. Advanced content 
management system include features for seamless 
exploration, authoring templates, maintaining  integrity of 
web pages and links, periodic review, archiving, meta-
data, version control, rule setting, indexing, audits, 
authorized access, administration alerts, and flexible 
repurposing for multiple platforms and formats.  
 
4.2 Knowledge Taxonomies: 
 
Taxonomy is the practice and science of classification 
according to natural relationships. 
The info-glut or “digital sprawl” on corporate intranets has 
led to users not being able to find relevant information in 
time and numerous taxonomy development tools are 
coming to the rescue. It must reflect the needs, behaviors, 
tasks and vocabulary of the users, and be able to provide 
multiple paths and points of view.  Taxonomy should be 
easy to maintain and users should find it easy to 
understand, navigate and contribute. It will help the users 
to easily  locate specific information security  knowledge. 
 
 
4.3 Groupware: 

 
Desirable features for collaboration in the context of KM  
include affinity building, knowledge mapping, threading, 
polling, group document creation, rating, anonymity and 
access management. A notable trend in tools for 
collaboration between networked employees is the 
convergence between asynchronous (e.g. collaborative 
document management) and synchronous(e.g. instant 
messaging) service. It is an important tool for knowledge 
sharing among the peer groups. It is an important tool to 
disseminate information security information instantly to a 
group like information regarding new virus attacks. 
 
4.4 Online Communities of Practice(CoP): 
 
Online communities constitute a growing part of the 
organizational landscape of 21st century global players, but 
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businesses are still at the early stages of individual and 
organizational optimization of web based communities. 
Online CoPs are emerging as powerful tool for knowledge 
exchange and retention. Participation levels in CoPs can 
be segmented into core, active, and peripheral. Success 
levels can be diagnosed via the application of knowledge., 
in the form of interviews anecdotes and employee survey. 
Expertise directories are a useful way for connecting 
knowledge worker in such forming communities, but they 
must connect people and not just resumes. CoPs are 
particularly useful in discussing current security related 
problems and come out with solutions. 
 
 
4.5 Enterpriser Portal 
 
Portals help create the “on demand” workplace, 
customized to individual employee needs. A well-designed 
portal can serve as a delivery channel for KM applications 
any time, any place, and on any device. Knowledge portals 
are the single point of interaction and coordination for 
collaboration. General user may reach the portal for 
getting their solutions of security related problems and 
current security scenario. 
 
4.6 Social Network Analysis and Design 
 
Social network analysis (SNA) is emerging as a powerful 
tool for mapping knowledge flows and identifying gaps. 
SNA can be used to reinforce existing flows and to 
improve knowledge integration after activities like 
mergers and acquisitions.  Natural language techniques, 
visualization tools, and recommender systems can be 
harnessed here, leading to actions like identifying key 
individuals for retention or expended roles or creating 
teams for cross-organizational and cross-functional 
activities. Direct applications of SNA include security 
process redesign, role development, and improved 
collaboration between knowledge seekers and providers. 
SNA can help identify central people, connectivity levels 
of individual knowledge workers, diversity of subgroups, 
and level of organizational inter-connectivity. Getting 
things done often depends less on formal structure than on 
informal net-works of people. SNA can help improve 
general security environment by disseminating 
information security knowledge naturally and effortlessly. 
 
4.7 E-learning 
 
One interesting emerging development on the KM front is 
the growing convergence of viewpoints between the KM 
community and the e-learning community.  The concept of 
KM can be united with the goals of e-learning to create the 
larger ideal of a learning organization-via blended 

learning, skills directories integrated with course delivery, 
and the interleaving of working and learning. KM and 
learning management are two complementary disciplines 
that are continuously growing closer and support an 
innovative and agile enterprise. For training of new 
recruits about information security  and for training of new 
security technologies, e-learning may be very useful. 
 
4.8 Storytelling Narratives 
 
Personal storytelling builds community and can revitalize 
the way we do business. Non-traditional business 
communication techniques like art, theatrical tools and 
even a poetry can improve internal and interpersonal 
communication. Stories are  good framework for sharing 
information, meaning and knowledge. Blogs encourage 
story-telling and foster understanding because they usually 
offer context. Social engineering type of attacks can be 
easily described using these techniques. 
 
4.9 Wireless Tools for Knowledge Mobilization 
 
One of the most notable emerging trends in workforce 
connectivity is the increasing use of mobile technologies 
to take “KM” to another dimension-“knowledge 
mobilization”-by bringing relevant knowledge directly to 
the fingertips of a company’s road warriors and field-
workers via cell phones, PDAs, industry-specific handheld 
devices, Wireless Local Area Network (WLAN), and 
Radio Frequency Identification (RFID) tags. While 
personal computers (PCs) and workstations have come 
under some criticism for “tethering” knowledge workers 
to their desks, wireless technologies may be the perfect 
answer to “mobilizing” the workforce by letting them 
capture and harness key information and knowledge 
attributes wherever they are, whenever they want, and 
however they want. This tool enables information security 
knowledge to be disseminated for the people on the move 
and it is immediate. 

 
4.10 Innovation and Idea Management Systems 
 
Managing an innovation pipeline, promoting an “idea 
central” or ideas marketplace, and creating the “hundred 
headed brain” are some creative approaches being adopted 
by KM pioneers. KM also helps organizations increase the 
efficiency of innovation by improving access to experts 
and  tapping into past innovations. New innovative ideas 
and  information security solutions can be evolved using 
these systems.   
 
4.11 Tools for Extending KM across Organizational 
Boundaries 
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Online services such as dial-up bulletin boards and web 
communities have actually helped network communities of 
interest across the globe for years. The world Bank has 
leveraged a strategy of “global knowledge, local 
adaptation” for brokering global knowledge exchanges. 
Information Security knowledge can  be accessed from all 
over world to be applied in the company.  
 
5.0 Conclusion:  
 
We can see that to deal with the ever changing nature of 
information technology and the newer security threats 
coming up at a very fast pace, we need some technique to 
educate the users  in an effective manner.  KM tools can 
be used to evolve newer, economical and faster methods to 
deal with information security issues.  KM tools like 
content management may be used to create content and 
update information security knowledge like information 
security standards and best practices, taxonomies to easily 
understand and locate the right and required information, 
CoPs for consulting with each other and giving a feeling 
of belongingness to share the knowledge. Enterprise 
portals can be used as a single point of contact for all the 
interested stakeholders. E-learning methods may be used 
to educate the new joiners and to train on the latest 
developments in the area. Storytelling is good for 
understanding point of view and social aspects.  Wireless 
tools make the person free from a specific location and 
person on the move may get the latest knowledge. 
Innovation is the key for the new solutions. Lot of 
research and innovations are taking place in information 
security field. KM can encourage people to give new ideas 
and rewarding them accordingly. This way we can see that 
there is a lot of scope to improve information security 
using knowledge management techniques.    
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